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Pilot project ran from Dec 2022 —
Sep 2023 to produce an end-to-
end process for implementing
our digital archiving workflow.

Develop, test and evaluate the
necessary framework for
delivering robust digital
preservation and digital archiving
services.




! gjf(l;l‘;%f%g Proposal submission gives more detail on what
5 we Iintended to achieve
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0-¢ Develop policies, workflows, procedures and tools for digital
-0 archiving

Review existing ASC policies and donor agreements

Update digital asset register, create risk register
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Archival Forensics Lab access policy

* Policy provides conditions of access
for individuals seeking access to the
Archival Forensics Lab (AFL).

* Follows and/or complies with the
specifications defined in:

* Interpol Global Guidelines For
Digital Forensics Laboratories

e UK Gov Forensic science

providers: codes of practice and
conduct, 2021

* AFL access agreement

e AFL access application form
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Archives & Special Collections

Application to Access the Archival Forensics Lab (AFL)
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Archives & Special Collections
Archival Forensics Lab access policy

Name of applicant:

Name of
University/HEI/Organisation:

Position held:

Supervisor name
(if applicable):

Date of application:

Contact address:

Telephone number:

Email address:

Application for access to:
[tick all that apply]

F.R.E.D workstation
FTK Imager
FTK 7.6
BitCurator
Archivematica
Preservation store (X)

Tressize./ WinMeree

Oooooo

ESD-protected area
Storage (wall shelves)
Forensic equipment
(tools, drives, packaging)
Workbench table

Other, please specify:
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Archives & Special Collections

Archival Forensics Lab (AFL) Agreement

Audience

This agreement is for all Archives & Special Collections staff; and for any other party (staff member
or visitor) who has been granted access to the Archival Forensics Lab to process collections using the
equipment, machines and technology available.

Purpose
This agreement sets out the requirements and responsibilities of those who have access to the AFL
and ensures that all parties concerned understand their obligations.

AFL agreement
For all ASC Staff, Facilities Management staff and Visitors with access to the AFL:
e | have read and understood the Archival Forensics Lab access policy.

e | will follow the conditions of access to the AFL as per the AFL Access Policy.
e lunderstand that any breach of the policy will have appropriate action taken.

For ASC Staff and Visitors who have been granted permission to use the AFL facilities:

e | will follow the guidelines and procedures for the use of equipment, machines, and
technology available in the AFL. | understand that it is my responsibility to ask for further
guidance from ASC Digital staff if | am unsure of any aspect of the use of the AFL and its
facilities.

Signed:

Name:

(IN BLOCK CAPITALS)

Date:

Approval
Ver<ion- 1.0 25/05/2002

f Archives & Special Collections (ASC) and
licies and procedures.

cies\SAFETY.DOC
ment forms
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and material processed in the lab necessitates

Huals seeking access to the Archival Forensics Lab

se unauthorised access to the AFL and further
g and temporary storage.

Relations & Digital Preservation team authorised

lyed by Facilities Management team.

ho visits AFL premises for any reason.

itor.

Is a Visitor during their time on AFL premises.

e the AFL space and/or facilities.
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AU S Digital holdings

» Updated a previous
digital scoping survey to
build a digital asset
register

* Need to think about
integration with our
collection management
system, particularly
around location logging
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= S Quarantine and conservation

« Guidelines for quarantine
checks and conservation
of computer storage
media

« Covers magnetic disks,
floppy disks, optical
media, cassettes and
tapes, solid state media

» Based on British ,
Standards, community
resources and own
expertise

* Will be released under

CC Licence Q1 2024 —***—* ——w
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Archival Forensics Workflow (Storage media deposit)

Preservation logs

Media
characteristics

Consult ot ni Collections
i conservation hotographic 1+ i,
Prepa ration S re(grds Documentation

Hardware
configuration

Folder
Logical  Physical contents
A A

; T

Write- Disk image Image Process Digital Archivin
m S generation verlfication Successull == store : gworkflow ?

Directory & ( 7y
file Ils(ggs —1 Checksums

‘ Forensic eDiscovery
o ' - Virus checks Remove
Processmg feolate Proceés Malware [ECIICCAEY unecessary /
sources records detection files? redudant files
Audiovisual ‘ Web & email Nlo
i Password Document Li 1a
Data canving ‘ Password | Document || icanguage lilagdupll(alesJ
Check donor [ [ [ | CocrLsrv;Itlgste
agreements , [ ) | [ : 1 ) records
Format
Geolocation Personal Persons of
Decryption ‘ analysis data identfication & interest J

Appflﬁ/tsearch Apply labels Export . [ Exportto

reports "\ Logical image

ers
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Virus &
malware reports’

arch

Se:
File lists Hashes index terms

http://bit.ly/3EGzISw



http://bit.ly/3EGzlSw
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Digital Archiving Toolkit

PROCESSING LOGS

View log: GLAASC-Test-1-1-2-5

@© Download CSV

Record details  Transfer ~ Appraisal  Ingest  Archival forensics  Priority score

General

View log: GLAASC-Test-1-1-2-5

Record details  Transfer  Appraisal

Ingest  Archival forensics

Storage

@© Download CSV

Priority score

View log: GLAASC-Test-1-1-2-5

Record details ~ Transfer  Appraisal

Ingest

Al Outcomes — Digital archiving logs

Archival forensics

@® Download CSV

Priority score

View log: GLAASC-Test-1-1-2-5 X

@© Download CSV

Record details  Transfer  Appraisal  Ingest  Ar Priority score

Storage medium

Disk imaging
D v Disk imag f t
FTK listing - ET T et e

FTK/ BitCurator analysis

Analyses used:

cal image successfully exported

Reports exported:
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47 risks identified across 9
rootcauses

 Management

Legal liabilities

Operations

Staffing

Technical infrastructure

Security

Acquisition and ingest
Preservation and archival storage
Metadata

Based on:

Digital Repository Audit Method
Based on Risk Assessment
(DRAMBORA)

Risk assessment handbook and self-
assessment tool (TNA)

Managing digital continuity (TNA)

Digital Preservation Handbook, Risk
and change management (DPC)

A Outcomes — Risk re

Conservation of physical
storage media
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Transfer and handing issues.

DP33 4 ith physical storage media
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DP34 effectiveness of ingest
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DP36 Loss of availability
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DP37 Loss of authenticity
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https://www.dcc.ac.uk/tools/drambora
https://www.dcc.ac.uk/tools/drambora
https://www.dcc.ac.uk/tools/drambora
https://bit.ly/3O2GG2l
https://bit.ly/3O2GG2l
https://bit.ly/3E4h00P
https://www.dpconline.org/handbook/institutional-strategies/risk-and-change-management
https://www.dpconline.org/handbook/institutional-strategies/risk-and-change-management

gj%fcl;iﬁif%g Outcomes —
= End-to-end digital archiving case study

-
(e Yvereas wia)

@ Evidence-based approach to delivering digital preservation and digital
archiving services.

E Implement an end-to-end digital archiving case study using one of our
collections to test workflows, explore benefits of archival forensics.

?

Highlight areas where improvements and further investment are required.
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Description

Variability

Volume
(digital)

Representative
ness

Legal issues

End-to-end digital archiving case study

Dance House Glasgow was a creative arts organisation involved in
supporting the city’s professional dance sector and offering
community development programmes for over 20 years. In 2018,
it lost its Creative Scotland funding and ceased operating.

The whole collection consists of records relating to Dance House
Glasgow dating from ¢.1990 to 2018. It includes governance,
financial, staff and project records, along with photographs, audio
and video, press cuttings, and promotional material.

6.3TB

Hybrid — both born digital and paper records.
Digital records across three HDDs and 90 optical media discs.

At least one of the hard drives and some of the CD-ROMs not
functioning, as per a survey of the material in 2021.

The records came to UofG ASC via the Business Archives
Surveying Officer and were gifted to us in 2019. As a creative arts
collection, we expected issues around IPR and rights for the music
used in the collection. As a business collection, we expected
issues around personal information, confidential records etc.
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Dance House Glasgow collection: computer storage media



g}fé‘;if%g Outcomes —
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Digtl  njligence

F.R.E.D workstation imaging a corrupt hard drive
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_~1| Archives & Special Collections Digital Team progress meeting
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5 End-to-end digital archiving case study

B

. Fridays 16 Sep - 2 Dec 2011
Boogie Babies(age 0 - 2) 11.30 - 12.15
Mini Movers (age 2 - 5) 12.30 -13.15

““SRartick Burgh Halls

9 Burgh Hall St Glasgow G11

For booking & info please call:
0141 552 2442

\‘\\ £50 for 12 weeks or £5 per session

These fun, energetic parent & chilg

-
DANCEHOUSE.ORG

Examples of born-digital items in the collection CoTLA
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6363 423 -5941 Total volume reduced by 5.94TB

Forensic analysis — FTK and BitCurator: S LVESL i e e

Selected file categories:
° Data Carving 1572 48 -1524 Difference includes deleted and temporary files
° Decryption and password recovery DETE]EES 2 1 -1 Difference includes deleted and temporary files
o PeI’SOﬂal data anaIySiS (BUIk extractor) 1802 219 -1583 Difference includes deleted and temporary files
* Document content analysis ;10 (2) ?510
« Format identification and validation

24225 15278 -8947 Difference includes deleted and temporary files
(FTK, Droid, JHOVE) 35 35 0
 Duplicate flagging

Multimedia 1456 979 477 Difference includes deleted and temporary files

. Os/File system 1081 0 -1081
* Index search in FTK
Presentations 2 2 0
FTK — Weeding: Slack/free space EsToL¥ W] 0 -20512
: ) dsheet - Diff includes deleted and t fil
o DupllcateS preadsheets 12 11 1 ifference includes deleted and temporary files

Selected file status:

¢ Deleted ﬁleS Deleted files 557 9 557
* Free space / file slack il 14995 3607 -11388
« Recycle bin items (P Alertilles 127 0 37

¢ OS /system files

KFF Ignore files 1288 0 -1288
From recycle bin  [e{o[fs) 0 -3060
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By the end of the pilot, we

What we didn’t complete: achieved what we needed to, plus
* Donor agreement updates more.

* Collection Development policy » Digital archiving guides
update

 Research data end of life

Storage

Published 7/28/2023

Guidelines for the use of storage locations in digital archiving

Moved to planning for e —
2023/2024 academic year.

A Minimum requirements

o All digital archiving_cases must be stored in accordance with this guide’s mandatory processes
across all storage types and all workflow stages. o
o All digital archiving cases must be saved in a separate folder, with the Reference/Accession number o Deletion of redundant

Read about our work on the new ‘ o the folder name e -
. . o All digital archiving cases must follow the processes specified in individual guides, and adhere to the e Dependencies
DPC Digital Preservation Documentation Guide

Digital Archiving Process Diagram. e Definitions



https://www.dpconline.org/digipres/implement-digipres/digital-preservation-documentation-guide/alias-digital-preservation-documentation-case-studies/digital-preservation-documentation-interview-uog
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Come and talk to us! VY

Leo.Konstantelos@glasgow.ac.uk e
Emma.Yan@glasgow.ac.uk . o

WORLD
CHANGING
GLASGOW



