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Abstract – Records created in organizations that 
have archival value should be preserved for a long 
time, and to achieve this, digital preservation 
techniques are used. These techniques also contribute 
to the preservation of the trustworthiness of the 
records. In order to assess the situation of 
organizations in the implementation of their digital 
preservation activities, there is a need for an analysis 
tool. Many models have been prepared to meet this 
need. One is the Levels of Preservation (LoP) developed 
by the National Digital Stewardship Alliance (NDSA). 
The LoP provides guidance to organizations in their 
digital preservation activities. Therefore, it is thought 
that the LoP can be associated with trustworthiness 
which aims at long-term preservation of the records. 
This study examines the levels of digital preservation 
specified in the LoP in terms of the trustworthiness of 
digital records. As a result of this research, the goal is 
to provide the basis for a methodology for 
organizations wishing to assess their level of digital 
preservation and to align their digital preservation 
capabilities with trustworthiness. This study used 
document analysis as a qualitative research design. 
Both field observations and research show that 
organizations are not sufficiently aware of the level of 
digital preservation and trustworthiness. Then, the 
question of the study is “how the levels that are 
specified in the LoP can be associated with the 
trustworthiness”. As a result of the study, it has been 
observed that the levels of digital preservation 
specified in the LoP can be used in the analysis of the 

trustworthiness of the records. It is expected that this 
study will raise awareness in the organizations to do a 
better job of preserving the records that have archival 
value. 

Keywords – Digital records, digital preservation, 
trustworthiness 
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I. INTRODUCTION 

Records created in the ordinary course of 
business functions that have archival value are 
preserved for the long-term. It is known that digital 
preservation techniques are used to successfully 
meet this requirement. Digital preservation is 
defined as the series of managed activities necessary 
to ensure continued access to digital materials for as 
long as necessary [1]. 

These digital preservation activities cause 
organizations to analyze their current situation. 
Therefore, organizations may need an analysis tool. 
If so, methods such as developing a maturity model, 
obtaining certification, and conducting an internal 
assessment can be used. These methods are also 
used in preservation of the trustworthiness of the 
records. Here, trustworthiness means possessing 
the characteristics that the records are supposed to 
have according to recordkeeping principles and law. 
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As a matter of fact, various approaches have been 
developed in this regard, both in the academic 
research and in scientific field studies. Electronic 
Resource Preservation and Access Network 
(ERPANET) [2], Cultural, Artistic and Scientific 
Knowledge for Preservation, Access and Retrieval 
(CASPAR) [3], Preservation and Long-Term Access 
Through Networked Services (PLANETS) [4], Alliance 
Permanent Access to the Records of Science in 
Europe Network (APARSEN) [5], CoreTrustSeal [6], Go 
FAIR [7] and International Research on Permanent 
Authentic Records in Electronic Systems 
(INTERPARES) [8] can be given as an example. 

In evaluating academic research, it has been 
found that Basma Makhlouf Shabou [9], Devan Ray 
Donaldson [10, 11, 12], Mpho Ngoebe and Jonathan 
Mukwevho [13] and Özhan Sağlık [14] have 
conducted studies on trustworthiness. Shabou 
criticized trustworthiness in Switzerland, Ngoebe 
and Mukwevho in South Africa, and Donaldson in the 
US. Sağlık, on the other hand, examined the 
evidential value of electronically signed records 
created in Turkish ministries in terms of archival 
trustworthiness in his doctoral thesis. 

In the corpus of the International Conference on 
Digital Preservation (IPRES), there are many studies 
that assess the existing digital preservation 
capabilities of organizations. Although the LoP is also 
examined in some studies [15, 16, 17, 18], it cannot 
be observed that digital preservation capabilities are 
associated with the trustworthiness of the records. 
In other remarkable studies, the authors' 
observations at various institutions were presented 
[19, 20, 21, 22, 23]. However, there is a need for 
guidelines issued by organizations such as 
associations to measure the digital preservation 
capacity of institutions with different materials. 
Because these guides are designed with the needs of 
institutions that have many different types of 
materials. NDSA LoP, DigCurV Curriculum 
Framework and Digital Preservation Capability 
Maturity Model (DPCMM) and Rapid Assessment 
Model (DPC) developed by DPC can be given as an 
example [1, 24, 25, 26]. Among these studies, the LoP 
prepared by the NDSA stands out as a tool for 
organizations wishing to establish a digital 
preservation program. 

The LoP, which can be used as a tool for 
organizations wishing to assess their digital 
preservation capacity, has five different functions 

and four progressive levels. These functions are 
storage, integrity, control, metadata, and content. 
The services provided by the organizations in these 
functions represent levels 1 through to 4 [24]. These 
services can be associated with trustworthiness. 

In this study, the functions in the LoP are 
examined in terms of the trustworthiness of digital 
records. It is aimed to establish a methodology for 
organizations seeking to assess their digital 
preservation capability and to overlap the functions 
in the LoP with trustworthiness. As a result of this, it 
is thought that an awareness can be created in 
organizations to better preserve the records that 
have archival value. The study adopted a qualitative 
research design and used document analysis; the 
studies on this topic have been critiqued. 

Both observations and studies show that 
organizations are not sufficiently aware of the digital 
preservation capabilities and trustworthiness [14, 27, 
28]. In these circumstances, the question of the study 
is "how the levels that are specified in the LoP 
associated with the trustworthiness?" As a result, it is 
expected that an awareness will be created in 
organizations. 

II. NDSA LEVELS OF PRESERVATION 

The Levels of Digital Preservation are a tiered set 
of guidelines and practices for preserving the digital 
content. Levels can be used both education and 
advocacy and planning and assessment. But Levels 
do not reflect a holistic program that includes 
policies and procedures. They focus primarily on the 
technological aspects of a digital preservation 
program. There are four progressive levels in five 
different functional areas that can also be used to 
assess an organization’s digital preservation 
capability. Functional areas are storage, integrity, 
control, metadata, and content. These functions are 
evaluated in four progressive levels (Know, protect, 
monitor, and sustain) [24].  

Knowing, the first level of the storage, includes 
criteria such as keeping content in a stable storage 
and having at least two copies in separate locations. 
An example of a level of protection criterion is 
keeping at least three copies, with at least one copy 
in a separate geographic location. Tracking the 
obsolescence of storage is one of the of the monitor 
level requirements. Performing tracked 
obsolescence is one of the criteria for the sustain 
level. 
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Generating integrity information and then 
verifying can be given as examples of the criteria 
questioned at the first level of integrity. One of the 
second-level criteria is to back up the integrity 
information and store the copy of it in a separate 
location from the content. Verifying this information 
at regular intervals is one of the third-level criteria. 
An example of a last-level criterion is to replace or 
repair corrupted content when necessary. 

One of the exemplary criteria of the control 
function at the knowing level is to determine which 
authorization is to be exercised by whom and how. It 
is recommended that these authorizations be 
documented at the protection level. At the monitor 
level, the maintenance of log records can be cited as 
an example. Periodic review of access logs is one of 
the criteria at the final level. 

At the first level of the metadata function, one of 
the first criteria is to create an inventory of the 
content with their current storage locations. Storing 
metadata is one of the criteria in the second level. At 
the third level, it is questioned whether a decision 
has been made about which metadata standards to 
be applied. Applying the adopted standards is one of 
the criteria of the last level. 

The latest function is content. At the knowing 
level, it is sought to document the essential 
characteristics of file formats and content by 
including how and when they were identified. One of 
the criteria that can be given as an example at the 
protection level is to verify the essential 
characteristics of file formats and content. It is aimed 
to monitor the obsolescence and changes in the 
technology on which content is dependent at the 
monitor level. At the sustain level, it is asked whether 
activities such as migration and emulation have been 
performed. 

The guidelines in the LoP can be considered as a 
milestone for digital preservation. Therefore, it is 
possible to examine these guidelines in the context 
of trustworthiness. 

III. TRUSTWORTHINESS OF DIGITAL RECORDS 

Trustworthiness is known as the preservation of 
attributes such as the medium, the content, the 
author, and the context of the records. The law, 
diplomatic and history disciplines that work directly 
with records have also developed various 
approaches regarding to preserving these attributes 

and maintaining trustworthiness. It is noteworthy 
that trustworthiness is defined differently in each of 
these disciplines. For example, for legal 
trustworthiness it has checked whether a record has 
the characteristics specified in the legislation; it has 
also checked whether the authorization mechanism 
is applied, and whether procedures are established 
in the records management processes [14, 29, 30, 
31]. Diplomatic trustworthiness evaluates whether 
the form elements describing the records' 
characteristics are found appropriately. The 
procedures are analyzed by criticizing the features 
such as carrier, content, form elements, actions and 
persons in the record, archival bond, metadata, and 
context. It also examines digital signatures, seals, 
features of hardware and the software used, logs, 
audit trails and database transactions [14, 29, 31]. 
Another approach is historical trustworthiness. Here, 
it is checked whether the information contained in 
the record, the place and the events are given 
correctly. In particular, the information must match 
the date, place, person, and period of the record [14, 
29, 30].  

However, the above-mentioned approaches 
alone may not be sufficient to analyze the 
trustworthiness of digital records. Because the 
legislation and the information technologies used as 
a source for the formation of the records have 
brought the issue to be discussed from a broader 
perspective. This perspective is called archival 
trustworthiness [14, 32, 33]. As with other notions of 
the trustworthiness, authenticity, accuracy, and 
reliability are critical [14, 32].  

Authenticity, which is defined as the fact that the 
attributes of the record do not change during the 
period in which it is processed, filed, and archived 
after it has produced, is examined in two steps, 
identity and integrity. Identification refers to the 
qualification of the characteristic elements that 
distinguish them from other records and occurred 
according to their type. Examples of these are 
persons in the record, date of creation and 
transmission, subject, archival bond, file code, and 
appendix of the record. Another level of authenticity 
is integrity, which means that the record is 
undecomposed and unaltered, with all its 
components. It is aimed to preserve the context, 
form features and content of the record in integrity 
[14, 29, 34, 35].  
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In addition to authenticity, another element of 
trustworthiness is accuracy. An accurate record 
seeks to be precise, correct, consistent, and free 
from falsification. Reliability, which is another 
element of trustworthiness, is evaluated based on 
the completeness of the record form through the 
controls in the record production procedures. These 
controls are specified as the production and 
receiving of the record, its placement in its folder, 
and the authorization of the persons in the records. 
The completeness of the record form refers to the 
presence of all elements of the intellectual form that 
make the record suitable for legal consequences [14, 
29, 35]. Therefore, it was thought that the functions 
in the LoP could be related to the trustworthiness 
analysis developed by Sağlık. In this analysis, the 
trustworthiness of records is critiqued at the layers 
of records, technological conditions, organization, 
legislation, and society [14]. 

 

Figure 1. Layers of the Trustworthiness 

The records layer evaluates the elements that 
make up the record such as context, archival bond, 
metadata and medium. Questions such as which 
metadata was used, whether or not a format change 
is required, and if the form elements were recorded 
are asked here. The technological conditions layer 
examines the application software and hardware 
used to produce, transfer, and store the records. 
Issues such as performing integrity checks, 
diversifying storage methods, and access privileges 
are analyzed. At the organization layer, policies and 
procedures regarding records management and 
archiving are evaluated. Issues such as the existence 
of a records management policy and the ongoing 
training of instructors are considered [14].  

Although organizations prepare policies and 
procedures for records management and archiving, 
develop technological conditions in accordance with 
the needs of the service, and assign prospective 
metadata, they act in accordance with the relevant 
legislation while performing their functions. The 
legislation might include issues such as the retention 
period of the records, form elements, and 
technological conditions to be adopted. As such, 
these issues are critical elements of the legislation 
layer. Another aspect of this layer is evaluating the 
records management and archiving practices of the 
national archives. Therefore questions such as 
whether the national archives have determined the 
archiving rules for the records, whether migration 
procedures have been established, and the formats 
to be used have been specified [14].  

The final layer of trustworthiness analysis 
examines what elements citizens look for to trust 
digital records. Therefore, this stage is called the 
society layer. Questions such as what are the tools 
that build trust among citizens, how much trust is 
placed in records, and how can this trust be 
increased will be explored [14].  

Considering all these trustworthiness analyses, it 
is thought that institutions are more effective at 
records, technological conditions and organization 
layers. Because there are activities outside of the 
organizations' own savings at the layer of society and 
legislation. For example, at the community level, the 
opinions of citizens are critiqued, and at the 
legislation level, laws, regulations and circulars 
issued by government are reviewed. When this is the 
case, both citizen opinion and legislation are not 
directly in the hands of the organizations 
themselves. Organizations are more dynamic at the 
records, technological conditions, and organizations 
level [14]. 

 It is possible to assess functions in the LoP 
according to trustworthiness layers. The functions 
may not be related to the same layers in all levels, for 
example, the first level of the Metadata function may 
be related to records layer, but in the second level it 
may be associated to the technological conditions. 
Table 1 shows the relation of LoP and the 
trustworthiness layer. R shows “Records”, T 
demonstrates “Technological Conditions” and the O 
indicates “Organization” layer. 

 

Society

Legislation

Organization

Technological 
Conditions

Records
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Table 1. Relations of LoP to the Trustworthiness 

Functions Level 1 
(Know) 

Level 2 
(Protect) 

Level 3 
(Monitor) 

Level 4 
(Sustain) 

Storage T, O O T, O T, O 

Integrity R, T R, T, O R, O R, T 

Control O O T T, O 

Metadata R, T, O R O, R R 

Content R R, T T T 

 

Since these functions are shaped by the activities 
of the organizations, the legislation and society 
layers of trustworthiness could not naturally find a 
place at the table. At the same time, a function may 
be related to the three layers in which organizations 
are more active. However, the layer is assumed to be 
formed directly by the corresponding function is 
indicated in the table. R shows records, T 
demonstrates technological conditions and O 
indicates organization layer. 

The activities in the storage function are related 
to both to the technological conditions and to the 
organization layer. It is thought that, adopting a solid 
storage system is related to technological conditions; 
and keeping copies of the content in separate 
locations shapes the organization layer. 

The integrity function is associated with almost 
all the trustworthiness layers. It is thought that 
generating integrity information structures the 
record layer, virus checking and backing up integrity 
information forms the technological conditions layer, 
and documenting integrity embodies the 
organization layer. 

Determining access privileges in the control 
function is associated with the organization layer. 
Issues related to logs and audit trails are thought to 
shape the technological conditions layer. The 
metadata function is associated with almost all 
trustworthiness layers. It is thought that the creation 
of the inventory content is related to records, the 
backing up metadata is connected with technological 
conditions, and the determination of which 
metadata standards to apply is relevant to the 
organization layer. 

Finally, the content function is associated with 
both the records and technological conditions layers. 
Identifying characteristics of the record embodies 
the records layer, and actions related to 

technological aspects of the record format such as 
emulation and migration figures the technological 
conditions layer. 

IV. CONCLUSION 

This study was an attempt to have a relationship 
between the LoP and the trustworthiness of digital 
records. Thus, it is intended to shed light on which 
layers of trustworthiness can be successful if 
organizations implement the functions in the LoP. 
The goals included in the LoP have been shown to be 
highly correlated with trustworthiness. These goals 
can be used as a benchmark when analyzing the 
trustworthiness of records created in organizations. 
The things that organizations should do to achieve 
the relevant goal can also be considered as 
trustworthiness criteria. 

The LoP was developed to provide organizations 
with a goal in related functions. No mandatory 
criteria have been developed to allow flexibility for 
organizations. However, the lack of specific criteria in 
the LoP is considered a deficiency in terms of 
trustworthiness analysis. There is a need for criteria 
that are routinely checked and questioned for 
fulfillment. 

As a result of the study, it has been seen that the 
trustworthiness of digital records can be successfully 
preserved after the realization of the LoP goals. 
However, examples of good practice are also in 
demand. This can be done by creating the criteria of 
the targets in the LoP. These criteria can be 
developed in a way that is flexible and not overly 
prescriptive. 
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