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ABSTRACT

Formal methods have been used in analyzing cryptographic protocols since the 1980’s.
Formal analysis of cryptographic protocols involves properties that are generally undecid-
able; however it can often be automated. Maude-NPA is a special-purpose tool for verifying
cryptographic protocols. Based on rewriting logic, Maude-NPA performs backward sym-
bolic model checking on the unbounded session model, considering user defined signature
and a wide range of equational theories. In this way, various properties, including secrecy,
authentication and indistinguishability can be verified.

This thesis investigates and advances cryptographic protocol modeling and analysis, with
a focus on extending the specification and analysis capabilities of the Maude-NPA tool.
In particular, (i) it presents a hierarchy of FVP theories for approximating the algebraic
property of homomorphic encryption over an Abelian group, which enables analysis of pro-
tocols having homomorphic encryption over abelian group in Maude-NPA; (ii) it extends the
strand space model with support for choice, and develops a protocol process algebra with
choice constructors; as a result, a new specification language is provided for Maude-NPA,
and protocols with choices can be model and analyzed naturally in Maude-NPA; (iii) it de-
velops a methodology for modular analysis of protocol composition for private channels: the
security properties of the composed protocols are decomposed into corresponding properties
of each component protocols. In each of these areas (i)-(iii), experiments are performed in

Maude-NPA to illustrate and validate these approaches.
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CHAPTER 1: INTRODUCTION

There is a long history of analyzing cryptographic protocols using formal methods. Formal
methods have been effective in revealing subtle flaws that would otherwise remain buried
in protocols [1, 2, 3, 4, 5, 6]. One important advantage of verifying cryptographic protocols
using formal methods is that some of the verification methods allow automatic verification.
For example, by modeling the protocol using a process algebra model (i.e., CSP [7]) and
using the general purpose model checker FDR, Lowe [1] found the man-in-the-middle attack
for Needham-Shroeder public key protocol [8], a protocol that had been widely used before
the attack was found. At around the same time, Mitchell et al. [9] also used the Murphi
[10] model checker for analyzing variations on the TLS protocol, and Lawrence C. Paulson
[11] used Isabelle/HOL theorem prover to verify security properties of TLS.

Being inspired by the benefits of formal analysis, a number of special-purpose tools for
symbolic verification of cryptographic protocols have been developed [12, 13, 14, 15, 16, 17,
18, 19]. These tools assume a Dolev-Yao model [20], in which the communication is fully
controlled by the intruder who can eavesdrop the communication, redirect messages, create
and send new messages or change messages. Messages exchanged are represented by elements
in a term algebra and the cryptographic primitives are represented by function symbols.
That is, cryptographic functions are treated symbolically assuming perfect cryptography.
Although there can be attacks that are possible in the computational model but are not
captured in the symbolic model due to the abstract representations and assumptions like
perfect cryptography, the symbolic proofs are relatively easier to be automated and can still
capture many practically relevant attacks.

The state space of the protocols is generated by considering both the expected protocol
behaviors and the actions of the intruder. The security properties are verified by exhaus-
tively searching the state space of the protocols for security violations (model checking
approach), or constructing proofs for theorems stating the security properties by induction
on traces (the theorem proving approach). Some of the tools lean more towards the theorem
proving approach. The Tamarin tool [13] specifies protocols using multiset rewriting rules.
The properties are specified in a guarded fragment of first-order logic and checked against
the traces of the transition system by constructing proofs automatically or interactively.
The analyzer Proverif [12] represents the protocol by Horn clauses, and verifies the security
properties through resolution theorem proving. Many other tools are based on the model
checking approach, more specifically, symbolic model checking, in which messages and states

are represented as symbolic patterns. The tool Scyther [21, 15] represents protocol behavior



as events, sets of events as symbolic trace patterns, and performs backwards search to check
whether the trace patterns can be realized. AVISPA [14] includes a set of model checkers,
e.g., CL-Atse [17], SAT-MC [18] and OFMC [19], which share a common front end. In
Maude-NPA [16], cryptographic protocols are represented as rewrite theories, and the secu-
rity properties are specified as attack states and are verified by performing backwards (i.e.,
from an attack state to an initial state) symbolic reachability analysis based on backwards
narrowing and equational unification. But Maude-NPA also has theorem proving aspects in
terms of managing the state space, which we will mention later.

The state space generated can be infinite. Durgin et al. [22] have shown that the se-
crecy problem is undecidable for unbounded number of sessions and nonces. But it was
later shown by Rusinowitch and Turuani [23, 24] that it is NP-complete if the number of
sessions is bounded, assuming just encryption and decryption primitives. Inspired by this
result, some tools choose to analyze protocol for bounded sessions. For example, the Scyther
tool we mentioned before gives options for choosing between bounded session analysis and
unbounded session analyses. The model checkers CL-Atse, SAT-MC and OFMC perform
analysis assuming bounded sessions. Instead, Proverif, Tamarin and Maude-NPA perform
analysis on an unbounded session model, and therefore they cannot guarantee termination.
Proverif uses abstraction, while Maude-NPA has a built-in induction procedure that rules
out certain non-terminating paths. Tamarin combines induction and heuristics. When the
automatic proof construction cannot terminate, it also allows interactive proof by the user.

When it comes to modeling protocols, there have been two popular ways, used in both tools
and hand written formal proofs. One is process algebra and another one is strand spaces. In
the strand space model [25], the local behaviors of each role is denoted by a strand, which is a
sequence of send and receive events. In the process algebra model (e.g., applied pi calculus)
[26, 27|, each role is represented by a process that sends and receives messages from the
network (via channels). Protocol specification in Maude-NPA is based on the strand space
model. Strands are used to represent both the actions of honest principals, with a strand
specified for each protocol role, and the actions of an intruder. Each strand consists of a
sequence of input/output message terms, denoting receiving and sending messages.

Much of the early research in symbolic verification of cryptographic protocols assumed
a free algebra model, in which the crypto system is treated as a "black box”, the intruder
can learn the original plain text from an encrypted message only when it knows the exact
decryption key. This is the approach taken by the previously mentioned papers [1] and [9].
It has been realized that such an assumption can be too strong. There can be attacks missed
by the verification tools because of that [28, 29, 30]. Therefore, protocol verification con-

sidering the algebraic properties of the cryptographic primitives have become an important



feature of cryptographic protocol analysis tools. We have seen continuing effort on extend-
ing the tools to handle additional theories [31, 16, 32, 33, 34, 35, 36]. These tools represent
states as symbolic patterns and algebraic properties as equational theories. The algebraic
properties are then considered in the analysis by exploring the states via unification modulo
an equational theory describing the algebraic properties.

One desirable property of the unification algorithm used in cryptographic protocol analysis
is that it can easily accommodate combinations of theories of interest and can be integrated
with state space exploration techniques. Variant unification, first formalized as a general
approach in [37], although used for specific theories much earlier than that (e.g. in [38,
31, 39]), satisfies all these properties. Thus, it is used by many cryptographic protocol
analysis tools in one form or another, including ProVerif [38], OFMC [31], Maude-NPA [16]
and Tamarin [35]. Thanks to its rewriting semantics, Maude-NPA has shown its great
advantages in handling algebraic properties based on variant unification.

Although protocols may be designed alone and analyzed alone, they do not always work
alone. It is also not uncommon that protocols are designed with assumptions that will be
guaranteed by other protocols. The importance of understanding composition has been ac-
knowledged [40, 41, 42, 43, 44, 45, 46]. Maude-NPA has extended its language and semantics
to provides both a specification language and automatic verification methods that support
protocol composition [47, 48], which also provides a base for further study on problems

related to protocol composition in Maude-NPA as done in this thesis.

1.1 SUMMARY OF CONTRIBUTIONS

In this thesis, we present the techniques that we have developed to extend Maude-NPA’s
capabilities on modeling and analyzing cryptographic protocols. We present our research

results in addressing the following challenges:

e How to analyze protocols in which the algebraic properties of the cryptographic prim-

itives cannot be represented by equational theories having the finite variant property?
e How can we naturally model and analyze protocols with choice?

e How can we analyze protocols that are built by composing subprotocols while avoiding

state explosion problems?



1.1.1 Theories of Homomorphic Encryption, Unification, and the FVP.

Variant unification requires, among other things, that the equational theory be decom-
posable into a set of axioms B and a set of convergent rewrite rules R such that R has
the finite variant property with respect to B [37, 49, 50]. Meaning that, for each term ¢
in the theory, there is a finite number of most general normal forms for the set of normal
forms of all substitution instances of . Although most theories that arise in cryptographic
protocols have decompositions suitable for variant unification, there is one major exception:
the theory that describes encryption that is homomorphic over an Abelian group. That is,
a homomorphic property of the form e(X =Y, K) = e(X, K) * e(Y, K) where = obeys the
Abelian group axioms. AGH (the case where = is an abelian Group) is a property belonging
to a number of different cryptographic algorithms, starting with RSA in the late 70’s [51].

In Chapter 3 we address this problem by studying various approximations of homomorphic
encryption over an Abelian group. We construct a hierarchy of theories approximating
homomorphic encryption. The theories are verified to have the finite variant property. As a
result, we have developed finitary unification algorithms for these theories, many for which
are new unification results that had not previously been developed. We also construct
a rough metric about the complexity of a theory with respect to variant unification, i.e.,
variant complexity. We specify different versions of protocols using the different theories,
and analyze them in the Maude-NPA cryptographic protocol analysis tool to assess their
behavior. This provides an experimental evaluation of the performance tradeoff between the

faithfulness and variant complexity of the theories used in the analysis.

1.1.2  Protocol Process Algebra and Strands with Choice.

Roles in cryptographic protocols do not always have a linear execution: they may include
choice points causing the protocol to continue along different paths. The strand space model
[25] does not support choice in its original form; strands describe linear sequences of input
and output messages, without any branching. One response to dealing with this limitation,
and to formalizing strand spaces in general has been to embed the strand space model in
some other formal system that supports choice [52, 53, 54].

To provide support for choice, a commonly used construct, Chapter 4 describes a choice
model that we have developed for the Maude-NPA. We develop and give formal semantics to
a process algebra for cryptographic protocols that supports a rich taxonomy of choice prim-
itives for composing strand spaces, including deterministic and non-deterministic choices.

We have integrated the process algebra syntax in Maude-NPA. This allows one to write



protocols using the process syntax, which is more convenient for expressing choice than
the strand space syntax. Its expressive power and naturalness are illustrated with various
examples. The correctness of our approach is supported by a soundness and completeness
proof of an extended strand space choice semantics with respect to the process algebra

semantics.

1.1.3 Modular Verification of Sequential Composition for Private Channels.

Security protocols often depend on other protocols to generate the keys and other values
they use to communicate securely. This can be modeled in terms of protocol composition: the
protocol receiving the keys runs as a subroutine of the protocol that generates the keys. But
examining composed protocols can lead to state space explosion. Although some previous
results on protocol composition and analyzing composed protocol in Maude-NPA had been
developed [47, 48], those earlier approaches still lacked effective modular analysis techniques.

In Chapter 5, we present a modular verification methodology in which, given parametric
specifications of a key establishment protocol P and a protocol () providing private channel
communication, verification of security properties of their sequential composition P ; () can
be reduced to verification of corresponding properties for P, and of an abstract version Q%
of (. Our results both support a large class of equational theories and security properties
and provide effective tool support via Maude-NPA. The semantic basis of this methodology

is provided by two simulation relations.

1.2 THESIS PLAN

The rest of this thesis is organized as follows. In Chapter 2 we recall some preliminaries
needed for understanding this thesis. In Chapter 3 we provide a summary of Maude-NPA,
the cryptographic protocol analyzer that the techniques of this thesis are based on. Chapter
4 introduces the FVP theories we developed for homomorphic encryption. We present in
Chapter 4 the protocol process algebra with choice, and its soundness and completeness
results. Chapter 5 presents a methodology for modular analysis of sequential protocol com-
positions for private channels in Maude-NPA. Chapter 6 concludes the thesis and discusses

some possible future work.



CHAPTER 2: PRELIMINARIES

We follow the classical notation and terminology for term rewriting and for rewriting logic
and order-sorted notions, see [55, 56]. We assume an order-sorted signature ¥ = (S, <, Y)
with poset of sorts (S, <). We also assume an S-sorted family X' = {X;}scs of disjoint variable
sets with each &, countably infinite. T (&), is the set of terms of sort s, and Ty is the set
of ground terms of sort s. We write 75 (X) and 7y, for the corresponding order-sorted term
algebras. For a term ¢, Var(t) denotes the set of variables in ¢.

A substitution o € Subst(3, X) is a sorted mapping from a finite subset of X to Ty (X).
Substitutions are written as o = {X; — ty,..., X,, — t,,} where the domain of o is Dom (o) =
{Xi,...,X,} and the set of variables introduced by terms t1,...,t, is written Ran(c). The
identity substitution is denoted id. Substitutions are homomorphically extended to T5(X).
The application of a substitution ¢ to a term ¢ is denoted by to. For simplicity, we assume
that every substitution is idempotent, i.e., o satisfies Dom (o) n Ran(o) = . This ensures
to = (to)o. The restriction of ¢ to a set of variables V' is written o|y. Composition of
two substitutions ¢ and ¢’ is denoted by oo’. A substitution o is a ground substitution if
Ran(o) = &.

Positions in a term are represented by sequences of natural numbers denoting an access
path in the term when viewed as a tree. The top or root position is denoted by the empty
sequence A. Given U € ¥ U X, Posy(t) denotes the set of positions of a term ¢ that are
rooted by symbols or variables in U. The set of positions of a term ¢ is written Pos(t), and
the set of non-variable positions Posy(t). The subterm of ¢ at position p is written ¢|, and
t[u], denotes the term ¢t where t|, is replaced by u.

A Y-equation is an unoriented pair t = t', where ¢,t' € Ty, (X), for some sort s € S. Given X
and a set F of Y-equations, order-sorted equational logic induces a congruence relation =g
on terms t,1' € Ty,(X). The E-equivalence class of a term ¢ is denoted by [t]g and Ty(X)
and T, /B denote the corresponding order-sorted term algebras modulo E. An equational
theory (3, E) is a pair with ¥ an order-sorted signature and E a set of ¥-equations. The
E-subsumption preorder Jg (or just 2 if E is understood) holds between ¢,t' € Ty (X),
denoted t I t' (meaning that ¢ is more general than ¢’ modulo E), if there is a substitution
o such that to =g t’; such a substitution o is said to be an E-match from t' to t. A set E
of Y-equations is regular if for each t = t' in E, Var(t) = Var(t'). A set E of Y-equations
is sort-preserving if for each t =t in E and for each substitution o, to has sort s iff ¢'o has
sort s. A set E of Y-equations uses top-sort variables if for each ¢t = t' in F, the sort of each

variable in Var(t) u Var(t') is a top sort in the sort order (S, <).



For a set E of Y-equations, an E-unifier for a Y-equation t = t' is a substitution o
such that to =p t'o. For Var(t) u Var(t) < W, a set of substitutions CSUW (t =)
is said to be a complete set of unifiers for the equality ¢t = ¢ modulo E away from W
iff: (i) each 0 € CSUW(t =t) is an E-unifier of t = ¢; (i
t' there is a ¢ € CSU (t =t') such that o|w Zg plw; (iii) for all ¢ € CSUY (t =1t'),
Dom(o) < (Var(t) v Var(t')) and Ran(o) n W = . If the set of variables W is irrelevant
or is understood from the context, we write CSUg(t = t') instead of CSUW (t =t'). An

FE-unification algorithm is complete if for any equation t = t' it generates a complete set of

i) for any E-unifier p of t =

FE-unifiers. A unification algorithm is said to be finitary and complete if it always terminates
after generating a finite and complete set of solutions.

A rewrite rule is an oriented pair [ — r, where! [ ¢ X and [, 7 € Ty (X), for some sort s € S.
An (unconditional) order-sorted rewrite theory is a triple (X, E/, R) with ¥ an order-sorted
signature, F a set of Y-equations, and R a set of rewrite rules.

The rewriting relation on 75, (X), written t — ¢’ or t —, g t’ holds between ¢ and t' iff
there exist p € Posx(t), | — r € R and a substitution o, such that ¢|, = lo, and t' = t[rc],.
The subterm t|, is called a redez. The relation — /g on Ty,(X) is =g; —g; =g, e, t =gt
iff there exists u,u’ s.t. t =g u —»p v =g t’. Note that —p/p on Ty(X) induces a relation
—r/p on the free (X, E)-algebra Ty, (X) by [t]p —r/p [U]p if t —g/p t'. The transitive
(resp. transitive and reflexive) closure of — /g is denoted —}, /g (Tesp. =% p).

The —g/p relation can be difficult to compute. However, under the appropriate conditions
it is equivalent to the R,FE relation in which it is enough to compute the relationship on
any representatives of two E-equivalence classes. A relation —pg g on Ty (X) is defined as:
t =, et (orjustt —ppt)iff there exist p € Posy(t), arule ! — r in R, and a substitution
o such that t|, =g lo and t' = t[rc],. We denote by t!g g the R, E-normal form of term ¢.

A decomposition (X, B, R) of an equational theory (3, E w B) is a rewrite theory that
satisfies the following properties: (i) B is regular, sort-preserving and uses top-sort variables,
(ii) B has a finitary unification algorithm, and (iii) the rules R are the left-to-right orientation
as rules of the equations E and are convergent modulo B, i.e., sort-decreasing, confluent,
terminating, and coherent modulo B. Given a decomposition R = (X, B, R), a variant of
a term ¢ is a pair (¢/,0) such that ¢’ is a —p g-canonical form of the substitution instance

t0, i.e., there is a term ¢” such that t0 —% g t", t" is a —pg p-normal form, and ¢’ =p t". A

'We do not impose the requirement Var(r) < Var(l), since extra variables (e.g., choice variables) may
be introduced in the righthand side of a rule. Rewriting with extra variables in righthand sides is handled
by allowing the matching substitution to instantiate these extra variables in any possible way. Although
this may produce an infinite number of one-step concrete rewrites from a term due to the infinite number
of possible instantiations, the symbolic, narrowing-based analysis used by Maude-NPA and explained below
can cover all those infinite possibilities in a finitary way.



decomposition (X, B, R) of an equational theory (X, E'w B) has the finite variant property
(FVP) if there is a complete and finite set of variants for each term (see [50, 57] for details). If
a decomposition (X, B, R) of an equational theory (X, F'w B) has the finite variant property,
there is an algorithm to compute a finite complete set CSUgyp(t =t') of (E w B)-unifiers
[57].

Let ¢t be a term and W be a set of variables such that Var(t) € W, the R, E-narrowing
relation on 7Ty (X) is defined as t ~, , g t' (~o g if p is understood, ~, if R, E are also
understood, and ~ if ¢ is also understood) if there is a non-variable position p € Posx(t),
a rule [ — r € R properly renamed s.t. (Var(l) v Var(r)) n W = ¢, and a unifier o €
CSUY'(t|, = 1) for W = W U Var(l), such that ¢ = (¢[r],)o. For convenience, in each
narrowing step t ~, t’ we only specify the part of o that binds variables of ¢. The transitive

* (resp. ~*). We may write

(resp. transitive and reflexive) closure of ~» is denoted by ~»
t~»® ¢ if there are uy, . . ., ux_; and substitutions py, ..., pp such that trop Uy - U1~y T

k>=0,and o = p;---pg.



CHAPTER 3: OVERVIEW OF MAUDE-NPA

In this chapter, we give a summary of Maude-NPA, the cryptographic protocol analyzer
that this thesis is based on. Further details can be found in [58, 59, 16, 60].

3.1 STATE, STRANDS, PROTOCOL SPECIFICATION

In Maude-NPA, a protocol is modeled as a set of rewrite rules. Specifically, as a rewrite
theory P that describes the actions of honest principals communicating across a network con-
trolled by an intruder. That is, P is a rewrite theory of the form (Xgg,, Ess,, REL), where
(i) the signature Xgg,, includes predefined symbols and user-definable symbols denoting the
cryptographic functions of the protocol and are based on a parametric sort Msg of messages,
(ii) the algebraic properties Fgg,, include the algebraic properties of the cryptographic func-
tions and the strand notation, and (iii) the transition rules R]_;; are defined on states, i.e.,
terms of a predefined sort State. They are reversed for backwards symbolic execution. The
states are modeled as elements of an initial algebra TEssp /Ess» i.e., an Egg,-equivalence
class [t] gy, € Togs,/Ess, With t a ground Xgg,-term.

A state in Maude-NPA has the form

(S1& - & 8, & {IK}}

where & is an infix associative-commutative union operator with identity symbol . Each
element in the set is either a strand S; or the intruder knowledge {IK} at that state.

The intruder knowledge {IK} belongs to the state and is represented as a set of facts using
comma as an infix associative-commutative union operator with identity element empty.
There are two kinds of intruder facts: positive knowledge facts (the intruder knows m, i.e.,
meZ), and negative knowledge facts (the intruder does not yet know m but will know it in
a future state, i.e., m¢Z), where m is a message expression.

A strand [25] S; specifies the sequence of messages sent and received by a principal exe-

cuting the protocol and is represented as a sequence of messages
+ + + + +
[msgy, msgy , msgs ..., msg;_1, msqy, |

with msg; either msg; (also written —msg;) representing an input message, or msg; (also
written +msg;) representing an output message. Note that each msg; is a term of the special

sort Msg. Variables of a special sort Fresh are used to represent pseudo-random values



(nonces) and Maude-NPA ensures that two distinct fresh variables will never be merged.

Strands are prefixed with all the fresh variables ry, ..., 7, created by that strand, i.e.,
LT,y (Mgl msgy .., msgy]
Strands are used to represent both the actions of honest principals (with a strand specified

for each protocol role) and also the actions of an intruder. In Maude-NPA strands evolve

over time; the symbol | is used to divide past and future. That is, given a strand

[ msgr, ..., msgt | msgiy, ..., msgy |,
messages msgy, ..., msg; are the past messages, and messages msgﬁl, ey msg;f are the
future messages (msgﬁl is the immediate future message). A strand [msgf, e msg,'f] is
shorthand for [nil | msgf, ..., msg;,nil]. An initial state is a state where the bar is at the

beginning for all strands in the state, and the intruder knowledge has no fact of the form
meZ. A final state is a state where the bar is at the end for all strands in the state and

there is no intruder fact of the form m¢Z.

Example 3.1. The Needham-Schroeder public key (NSPK) protocol [8] is as follows:
1. A— B:pk(B,A;Na)
2. B— A:pk(A,N4; Np)

3. A— B:pk(B,Ng)

where N, and Np are nonces generated by the respective principals.
To specify the honest protocol participants, we represent each role in the protocol as a

strand. There are two roles in the NSPK protocol, we therefore define two strands:

L r
[nil | +(pk(B, A;n(A,r))), -(pk(A, n(A,r);NB)), +(pk(B, NB)), nil]
[ r’

[nil | -(pk(B, A;NA)), +(pk(A, NA;n(B,r’))), -(pk(B, n(B,r’))), nill

The intruder capabilities are specified in Maude-NPA by Dolev-Yao strands. A Dolev-Yao

strand consists of a sequence of negative messages, followed by a single positive message.

Example 3.2. The Dolev-Yao strands for the NSPK protocol are as follows.

10



::nil :: [nil | -X), -(Y), +X ; Y), nil ] &
::nil :: [nil | -(X ; V), +(X), nil ] &
::nil :: [nil | -(X ; V), +(Y), nil ] &
::onil :: [ nil | -(X), +(sk(i,X)), nil ] &

:: nil :: [ nil | -(X), +(pk(A,X)), nil ]

The symbol & is the union operator for sets of strands. The operator ; denotes concatenation
of messages. If the intruder knows messages X and Y, he can construct X;Y. If he knows
X:Y, he can find X and Y. The operators sk and pk denote encryption with a private key
and encryption with a public key respectively. The principal’s name is used to stand for
the key. The intruder can only apply the sk operator using his own identity. Note that the

shared variables are automatically renamed when necessary.

Attack patterns define final states used for backwards search. The attack patterns are
specified symbolically as terms (with variables) whose instances are the final attack states
we are looking for. Since more than one attack patterns can be specified, we designate each

attack pattern with a natural number.

Example 3.3. In the NSPK protocol, to check the secrecy attack in which an instance of
Bob’s role has finished its execution (by having the vertical bar at the end), and the intruder
has learned the nonce, n(b,r’), generated by this Bob’s instance, we specify the following

attack pattern:

eq ATTACK-STATE(O) =
oo
[ nil,
-(pk(b,a ; NA)),
+(pk(a, NA ; n(b,r’))),
-(pk(b,n(b,r’))) | nil ]

|l n(b,r) inI
[l nil || nil || nil
[nonexec]

3.2 ALGEBRAIC PROPERTIES

Maude-NPA performs symbolic reachability analysis modulo the equational theory ex-
pressing the algebraic properties of the protocol cryptographic functions. This makes Maude-

NPA verification much stronger than verification methods based on a purely syntactic view
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of the algebra of messages. It is well-know that protocols ”proved” secure without taking into
account the algebraic properties of their cryptographic functions can sometimes be broken
28, 29, 30] .

There are three types of algebraic properties that can be specified in Maude-NPA:

1. azioms, allowing any combination of associativity (A), commutativity (C), and identity

(U) axioms,
2. equations, also called variant equations, and

3. metadata equations, the equations associated to dedicated unification algorithms.

Example 3.4. In NSPK, we consider the cancellation between encryption and decryption,

which is defined by the variant equations as follows:

eq pk(A:Name,sk(A:Name,X:Msg))
eq sk(A:Name,pk(A:Name,X:Msg))

X:Msg [variant]

X:Msg [variant]

Maude-NPA uses wvariant narrowing [57] for unification of symbolic terms modulo the
variant equations and the axioms specified for the algebraic properties of the protocol. In
order for variant narrowing to provide a finite set of unifiers, an equational theory T =
(3, E U B) describing the algebraic property of cryptographic functions in a protocol is

required to satisfy the following requirements:

1. The axioms B can be any combination of associativity (A), commutativity (C), and

identity (U) axioms.

2. The equations F, when oriented as left-to-right rewrite rules, are sort-decreasing, con-

fluent, terminating and coherent modulo B, and satisfy the finite variant property.

Confluence. The equations E are confluent modulo B if and only if for each term ¢ in the
theory, if ¢ —>E/B u and t —>E/B v, then there are terms wq, wy such that: u —>’5E/B wy,

v —>E/B wsy, and wy =p ws.

Termination. The equations E are terminating modulo B if and only if all rewrite se-

quences terminate; that is, there is no infinite sequence of rewrites:

t() _>E/B tl _’E/B tQ .. tn _’E/B tn+1 ce

Confluence, termination and sort-decreasingness can be checked in the Maude Formal
Environment (MFE) [61].
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Coherence. For Maude-NPA, coherence is mainly an issue for A, AC and ACU symbols.
Given a set F of oriented equations, the following method [58] can be applied to make E
coherent modulo such axioms. For any symbol f which is AC, and for any equation of
the form f(u,v) = w in E, add the equation f(f(u,v),z) = f(w,z), where x is a new
variable. If f is ACU with identity symbol e, we replace the equation f(u,v) = w by
the extended equation f(f(u,v),z) = f(w,z). If f is associative only, add the equations
fla, flu,0)) = fz,w), f(f(u,v),y) = f(w,y), and f(z, f(f(u,v),y)) = f(z, f(w,y)). Note
that some equations may already be coherent modulo AC or ACU, so the extra equations

are not needed.

The Finite Variant Property. The essential condition for Maude-NPA is the finite
variant property [62]. This condition is satisfied by many useful cryptographic theories. We
have defined this property in the Preliminaries.

Note that whether or not an equational theory has the finite variant property is undecid-
able [63]. However, there is a semi-decision procedure [64] that works well in practice. This
check can be performed in Maude by using the get variants command: if for each oper-
ator f: 575y ---5, — S in the theory, the set of variants obtained by the get variants
command for the term f(X; : Sy,..., X, : S,) is finite, then the theory has the finite variant
property. If any such term f(X; : Si,..., X, : S,) has an infinite set of variants (which
in practice will be suggested by Maude not terminating its process of generating variants),

then the theory does not have the finite variant property.

3.3 BACKWARDS AND FORWARDS REACHABILITY ANALYSIS

Maude-NPA analyzes cryptographic protocols by performing backwards search from a
user-specified final state while considering the algebraic propertied of the cryptographic
primitives that are specified in the form of an equational theory. Since the number of states
Tsys,/Bss, is in general infinite, rather than exploring concrete protocol states [t]gy,, €
Tvys,/Bss, Maude-NPA explores symbolic strand state patterns [t(z1,...,%0)]Eg, €
T, /Bs, (X) on the free (Xss,, Essy)-algebra over a set of variables X. In this way, a
state pattern [t(z1,...,x,)] Egs, Tepresents not a single concrete state but a possibly infinite
set of such states, namely, all the instances of the pattern [t(z1,...,Zn)]5y, where the
variables x1, ..., z, have been instantiated by concrete ground terms.

The backwards semantics of Maude-NPA is expressed in terms of the following forward
rewrite rules Rp, that describe how a protocol moves from one state to another via the

intruder’s interaction with it.
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(SS & [L | M™,L'] & {MeI,IK}} — {SS & [L,M~ | L'] & {MeT,IK}} )

{SS & [L| MT, L] & {IK}} - {SS & [L,M* | L'] & {IK}} (+)
{(SS & [L | M, L] & {M¢I,IK}} — {SS & [L,M™" | L'] & {MeZ,IK}} (++)
V[l ut i) e P:{SS&[I1|ut,lo] & {u¢T, IK}} — {SS & {uel, IK}} (&)

where L and L’ are variables denoting a list of strand messages, IK is a variable for a set of
intruder facts (meZ or m¢Z), SSis a variable denoting a set of strands, and Iy, [y denote a list
of strand messages. The set R];) of backwards state transition rules is defined by reversing
the direction of the above set of rules {(-), (+), (++)} U (&). The intruder knowledge acts
as the only communication channel. The Rule (-) denotes receiving a message. Rules (+)
and (++) describe sending a message. Extra strands necessary to reach an initial state
are dynamically added by (&), a set of protocol-specific rewrite rules. In the backwards
executions of (&), (++), u¢Z marks when the intruder learnt .

In the backwards semantics, Maude-NPA attempts to find a path from an initial state
to the attack pattern via backwards narrowing (narrowing using the rewrite rules with the
orientation reversed). That is, a narrowing sequence from an initial state to an attack state
is searched in reverse as a backwards path from the attack state to an initial state. Maude-
NPA attempts to find paths until it can no longer form any backwards narrowing steps, at
which point it terminates. If at that point it has not found an initial state, the attack pattern
is shown to be unreachable modulo Egg,. Note that Maude-NPA places no bound on the
number of sessions, so reachability is undecidable in general. However, the tool makes use
of a number of sound and complete state space reduction techniques that help to identify
unreachable and redundant states, and thus make termination more likely.

The forwards semantics of Maude-NPA [60] is expressed in terms of rewrite rules Rpp that
describe how protocol transitions from one state to another via the intruder’s interaction
with it. The rewrite rules Rpp are extracted from the strand specification SSpecy of a
protocol. A state consists of a multiset of partially executed strands and a set of terms
in the intruders knowledge. Unlike the backwards semantics, only the part of the strand
that has already executed is present in the state, and each such partial strand instantiates a
prefix of a strand in P. One progresses by either: (i) adding a positive message to an existing
strand, denoting sending out a message, (ii) adding a negative message to an existing strand

only if it is already present in the intruders knowledge, which denotes receiving a message
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or (iii) starting a new strand. For example, the intruder encryption capability denoted by

the strand [—(K), — (M), +(e(K, M)] has the following associated rewrite rules:

(SS & {KeT, IK}} — {SS & [~(K)] & {KEI 1K}

(S8 & [~(K)] & {MeT, IK}} — {SS & [—(K), —(M)] & {MeT, IK}}

{SS&[-(K), ~(M)]&{IK} } — {SS&[-(K), - ( ), +(e(K, M)]
{e(K, M)eZ, IK}}

where 5SS denotes a set of strands and K a set of intruder knowledge facts. In this way, a
protocol P defined in Maude-NPA by an equational theory (Xgs,, Ess,) and strand spec-
ification SSpecp also defines a corresponding rewrite theory (Ygs,, Ess,, Rpp) defining its
rewriting logic forward semantics.

The forwards execution of a protocol begins with an “empty” initial state, that is, a state
with the empty set of strands and intruder knowledge. The protocol is executed to determine
whether or not an attack state can be reached, where an attack state is a ground instance

of a state pattern specified by the user. One progresses by applying rewrite rules to states.

3.4 SEQUENTIAL PROTOCOL COMPOSITION

To support sequential protocol composition, strands can be extended with synchronization
messages [48] of the form

{Role; — Roles ;; mode ;; w}

where Roley, Roley are constants of sort Role provided by the user, mode can be either
1-1 or 1-* representing a one-to-one or one-to-many synchronization (whether an output
message can synchronize with one or many input messages), and w is a term representing the
information passed along in the synchronization messages. These synchronization messages
are intended for reasoning about child protocols that use information received from the
parent protocols, e.g., a session key establishment protocol that uses a master key received
from a master key establishment protocol.

Intuitively, the sequential composition of two strands describes a situation in which one
strand (the child), can only execute after another strand (the parent) has completed its
execution. Each composition of two strands is obtained by matching the output parameters
of the parent strand with the input parameters of the child strand in a user-specified way.

Note that it may be possible for a single parent strand to have more than one child strand.
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Definition 3.1 (Sequential Strand Composition[48]). Given two strands (a) :: 7o = [{T.},
M,,{O.}] and (b) :: 7 :: [{1,}, M, {O,}] that are properly renamed to avoid variable shar-
ing, a sequential strand composition is a triple of the form (a,b, MODE), where a and b
denote the parent and child roles, respectively, and MODE is either 1-1 or 1-*, indicating
a one-to-one or one-to-many composition. This triple satisfies the following conditions for

consistency:

1. both 6; and Tg have the same length, i.e. 5; =my,...,m, and Tg =m},...,m,, and

2. there exists at least one substitution o such that 5; =Ep Tga.
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CHAPTER 4: THEORIES OF HOMOMORPHIC ENCRYPTION,
UNIFICATION, AND THE FINITE VARIANT PROPERTY

4.1 INTRODUCTION

Recent advances in the automated analysis of cryptographic protocols [31, 16, 32, 66,
34, 35] have demonstrated that state exploration via unification modulo theories is often
manageable and can make a substantial difference to the expressiveness of the system model
and the accuracy and effectiveness of the formal analysis. In systems of this type, protocol
execution paths are computed by unifying messages received with messages sent. Since
equational properties are usually involved, the unification must be modulo the equational
theory describing those properties. The technique of variant unification, first formalized as
a general approach in [37], although used for specific theories much earlier than that (e.g. in
[38, 31, 39]), is used by many cryptographic protocol analysis tools in one form or another,
including ProVerif [38], OFMC [31], Maude-NPA [16] and Tamarin [35].

In order for variant unification to work, the equational theory (X, E w B) of interest
must be decomposable into (X, B, R), where: (1) B is regular and has a finitary unification
algorithm, (2) R are the rules obtained by orienting the equations E from left to right;
they are confluent, terminating, and coherent modulo B (for simplicity, we will simply say
from now on that the rules R are convergent modulo B) and (3) R has the finite variant
property (FVP) [50] with respect to B; i.e., for each term ¢ there is a finite set of most
general pairs {(o1,%1),...,(0n,t,)} (called variants) of — g p-normalized substitutions and
terms such that to; normalizes to ¢; modulo B. Fortunately, many cryptographic theories
of interest can be decomposed in this way, with B being any combination of A, C, and U
axioms.

However, there is one important family of theories that fails to have a decomposition that
satisfies our requirements: H for a homomorphic property of the form e(X =Y, K) = e(X, K)=
e(Y, K) where » may or may not have other properties. AGH (the case where = is an Abelian
group) is a property belonging to a number of different cryptographic algorithms, starting
with RSA in the late 70’s [51], and from early on it was realized to have a number of potential
applications, including anonymous payment systems [67], computation on encrypted data
[68], and voting [69].

The fact that the theory AGH by itself does not satisfy our needs does not mean that all

is lost, however. But it does mean that we must investigate approximations that give us the

IThis chapter is based on the paper [65], joint work with Santiago Escobar, Catherine A. Meadows, José
Meseguer and Paliath Narendran.
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ability to model a broad class of protocols while still satisfying the conditions necessary for
variant based unification. First, we could use a dedicated unification algorithm for AGH, as
we did in [70] for H; however, this is not satisfactory, see Section 4.2.2 for the reasons. Second,
we can use an under-approximation of AGH, as we did in [70] with only one homomorphic
encryption operator. Third, we can embed AGH or a subtheory in a richer theory; this may
introduce false paths when verifying a protocol, but these can be discarded upon inspection.
Fourth, we can use a combination of under and over-approximations in the same theory.

Such a strategy of course requires a fair amount of experimentation, both in checking
for FVP and in using the theories in protocol analysis. Although necessary and sufficient
conditions for FVP have been known for some time [50, 57], checks for these conditions are
not straightforward to implement. Indeed, this turns out to be an undecidable problem [63].
However, a new semi-decision procedure for FVP has been developed which works well
in practice as already explained in Section 3.2. The other properties of a decomposition
(X, B, R) can be checked via the use of the Maude Formal Environment [61]. Thus it has
become straightforward for us to verify that an equational theory has the properties we need.

The ability to generate all the variants of each term of the form f(Xi,...,X,) for each
f € X also gives us a measure of the overhead introduced by using this theory in a variant-
based cryptographic protocol analysis tool: the larger the number of variants produced, the
larger the number of variants of a state generated by a unification-based protocol analysis
tool, and thus the larger the number of states generated during a search, and the longer the
time required to generate them. We refer to this, admittedly quite rough, measure as the
variant complexity of the equational theory.

All these capabilities taken together greatly facilitate the definition and verification of
theories with the finite variant property, and allow us to refine our strategy for generating
theories with FVP decompositions. We start with a non-FVP theory such as homomorphic
encryption, or a theory with an unacceptably large variant complexity. First, we add equa-
tions that we conjecture achieve a finite number of variants. Then we check for convergence
modulo B using Maude tools. If convergence is not satisfied we add additional equations
(possibly suggested by Maude Church-Rosser checker’s output) and try again. Once we are
satisfied that the theory is convergent modulo B, we then use Maude to check for FVP
and compute its variant complexity. We can then test the theory using Maude-NPA. If the
performance is unacceptable we go through the process again, introducing under or over
approximations to achieve a lower variant complexity. If the performance is acceptable we
may again try to tweak the theory, but in this case to increase its faithfulness to the theory
of interest rather than reducing variant complexity. We note that use of under approxi-

mation means that Maude-NPA may miss attacks (that is, it affects completeness), while
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over approximation means that Maude-NPA may find spurious attacks (that is, it affects
soundness). Thus, ultimately we would expect to use several different theories, some under

and some over approximations to approximate a theory of interest.

4.1.1 The contributions

The contributions of this chapter are thus fourfold. First, we develop a general strategy for
approzimating theories without FVP or with high variant complexity by using a combination
of under-approximation (eliminating equations from a theory or substituting them by weaker
ones) and over-approximation (adding additional function symbols and equations), and then
computing the variant complexity. The use of Maude to verify convergence modulo B and
to compute the variant complexity greatly facilitates the experimentation needed to carry
this strategy out.

Secondly, we apply the strategy to develop a hierarchy of theories approximating homo-
morphic encryption that are verified to have the finite variant property.

Thirdly, as a result of proving the finite variant property for the theories in the hierarchy,
we automatically obtain unification algorithms for these theories, which to the best of our
knowledge are new unification results except for the already known H and AGH cases.

Fourthly, we have performed a careful experimental evaluation of the performance tradeoff
between the faithfulness with which the theory models cryptographic operations and the
number of variants, giving us a better understanding of how variant complexity affects
performance of automated protocol analysis tools. We used the most promising theories
from the point of view of variant complexity and reasonable expressiveness to specify and
analyze different versions of two protocols using the unification-based cryptographic protocol
analysis tool Maude-NPA [16]. In one of the protocols, two principals A and B want to learn
the result of performing the operation = on their respective secret information D, and Dpg
without revealing the information to each other, or D4 = Dg to anyone else. Each one
encrypts its information using a homomorphic encryption algorithm and sends it to a server,
who performs the operation * on the encrypted data and sends it to A and B who decrypt
the result to obtain Dy * Dg. In [70] it was shown that the protocol was subject to an
authentication attack if a principal was unable to tell whether it had received valid data or
nonsense. In that paper * was a free operator, so the theory E had a trivial decomposition,
in which R = ¢J and B = E. We show in the present work that in the case where = is a group
operator it is also subject to a secrecy attack: A can simply compute D' (D4 * Dp) to
obtain Dpg. In the other protocol, two principals A and B intend to agree on a secret while

using a hash to protect the integrity of the messages. But the hash function is flawed in the
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Figure 4.1: Relations between the theories discussed in this work

sense that it is homomorphic. As a result, there is an authentication attack in which the
responder B may think that he has shared a secret with A when A actually didn’t participant
in the protocol. This attack was also found in [70]. We were able to found this attack using
theories presented in this work. We also present a fix that can prevent the attack when = is
a free operator, which is the case that is shown in [70], but cannot prevent the attack when
* has a richer axioms. To our knowledge, this is the first successful use of a cryptographic
protocol analysis tool to analyze homomophic encryption over theories obeying nontrivial

equational theories.

The theories for which we have found variant-based unification algorithms using our strat-
egy are summarized in Figure 4.1. We explain the notation in Figure 4.1 as follows. A full
arrow denotes theory inclusion, a full arrow with two heads denotes a theory quotient, and
a dotted arrow denotes a generalization, which is not a theory inclusion, but where more
equations and/or axioms have been added. All theories are described in Section 4.3 and
involve the function e(X, K') where e is an encryption operator, X is a term of sort Message,
and K is a term of sort Key or Keys depending on the theory, where such sorts are always
subsorts of Message. H denotes the homomorphic equation e(X =Y, K) = e(X, K) =e(Y, K).

kH denotes the bounded homomorphism theory, in which sorts are used to restrict the num-
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Theories Over-Approximation
kH -
Hy, Over approximation of H via use of multiset of keys.
PGHyg,PGAAHYy,,
APGHyg, APGAAHg |Over approximation of H via use of multiset of keys.

PXorHyg,, Over approximation of H via use of multiset of keys.
PXorAAHg, Over approximation of Group Axioms.
2AGH -
2XORH Over approximation of Group Axioms.

* Note that this is not an over-approximation when the encryption function
being modeled is indeed a homomorphism over Xor.

Table 4.1: Summary of Over approximations w.r.t. AGH

Theories Under-Approximation
kH Under approximation of H via bound on message length.
No group axioms.
Hy, No group axioms.
PGHy,
PGAAHy,
APGHy,
APGAAHy, Under approximation of associativity axiom.
PXorHg,
PXorAAHyg,
2AGH Under approximation of H via use of two groups instead of one.
Under approximation of encryption via bound on number of keys.
2XORH | Under approximation of H via use of two groups instead of one:
Under approximation of encryption via bound on number of keys.

* Note that this is not an under-approximation when the encryption function
being modeled is indeed a homomorphism from one group to another.

Table 4.2: Summary of Under approximations w.r.t. AGH

ber of variants of h(x) that can be computed. The symbol & represents the addition of
an AC binary function symbol & on terms of a new sort Keys; it can be thought of as a
multiset union operator. This introduces an over approximation if the order of applications

~1. a constant 1 and equations

of encryption to a message matters. PG adds an inverse (_)
making = a pre-group operator (unit, inverses, but no associativity, also known as a loop,
see [71] ), while APG makes  an Abelian pre-group operator (commutativity, unit, inverses,
but no associativity). PXor makes = a pre-Exclusive-or operator (Exclusive-or without asso-
ciativity). AA denotes an under approximation of associativity. D denotes the decryption
equation d(e(X, K), K) = X; this says that the result of decrypting an encrypted message is

the original message. 2AGH denotes homomorphic encryption that maps one Abelian group
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to another: e(X #,Y) = e(X) =, e(Y'). The operators =, and =, are Abelian group operators
(commutativity, unit, inverses, associativity). Notice that, there is no key explicitly defined
in 2AGH, since encryption with a specific key is implicitly captured by the definition of the
encryption operator e. 2XORH denotes homomorphic encryption over two Xor operators,
which is an over approximation of 2AGH. In all cases the axioms B are either B = ¢ or the
union of all the equations defining C' and AC' properties. We also note that in many cases
we completed the theory to ensure convergence; these are described in detail in Section 4.3.
The superscript number of each theory denotes the “wvariant complexity” and denotes the
sum of the number of variants obtained for each function symbol in the theory (excluding
constants). If the superscript is oo, this means that the theory doesn’t have the FVP. The
details of over approximation and under approximation w.r.t. AGH of all theories are given
in Tables 4.1 and 4.2 respectively. The theories with a decryption operator are omitted from
Tables 4.1 and 4.2 .

The rest of this chapter is organized as follows. In Section 4.2 we give the motivation of
FVP in terms of cryptographic protocol analysis. In addition we describe related work in
unification and apply it to show that none of the possible decompositions of AGH satisfy
the necessary conditions for variant unification. In Section 4.3 we present the various homo-
morphic theories we investigated and their properties. In Section 4.4 we present the results
of performing experiments on several representative theories, using Maude-NPA to analyze

protocols specified using these theories. We conclude in Section 4.5.

4.2 MOTIVATION AND RELATED WORK

In this section we discuss the related work that precedes and motivates the work presented
in this chapter. This is divided into two parts. The first motivates our interest in FVP in
terms of its application to cryptographic protocol analysis. The second gives a brief history of
work on unification modulo one-sided distributivity that applies to homomorphic encryption
and uses these results to show that no decomposition of AGH satisfies all the conditions
necessary for the finite variant property, and thus demonstrates the need for other solutions

such as theory approximations.

4.2.1 Motivation

Unification-based cryptographic protocol analysis tools are used to analyze cryptographic
protocols in which an attacker interacting with the protocol may cause security properties to

be violated. Actions of principals are modeled symbolically using logical variables, and paths
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through protocols are computed by unifying messages expected by a principal with messages
sent by a principal, often modulo some equational theory that describes the properties of
the crypto algorithms used.

Any unification technique used in cryptographic protocol analysis must satisfy two prop-
erties. First of all, it must behave well with respect to composition, especially of disjoint
theories, since cryptographic protocols often combine different algorithms described by dif-
ferent theories. Although methods for combining unification algorithms of disjoint theories
are well-known [72, 73], the solution in the general case can be highly nondeterministic and
inefficient, so more efficient special algorithms are desirable.

The second property that must be satisfied is a little more subtle, and has to do with the
fact that many of the state space reduction techniques used require that terms in the state
be in some kind of normal form with respect to the theory E'w B used. Generally this is
expressed by writing ' w B as a decomposition (R, B) where B is regular and has a finitary
unification algorithm, and R are the rules obtained by orienting E, which are convergent
modulo B. This ensures enough stability in normal form representations of terms so that
syntactic state space reduction techniques can be applied.

Both the first and second desiderata of unification-based cryptographic can be achieved, if
the decomposition (R, B) has the finite variant property, via variant unification as described
in Chapter 2. Since the first step of variant unification requires the computation of all the
irreducible variants of each side of the unification problem, and a solution is discarded if
a solution makes either side reducible, variant unification guarantees the irreducibility con-
straint required by state space reduction techniques. Moreover, variant unification behaves
well under composition, at least in the area of cryptographic protocol analysis. First of all,
the axioms B are relatively few and well-understood. Moreover, if the combination of the
two theories also has a finite variant decomposition, then the same finite variant algorithm
can be applied as well.

Not surprisingly many tools have followed approaches similar, if not identical, to variant
unification. Both Maude-NPA [16] and Tamarin [35] use variant-based unification explicitly.
Indeed support for variant-based unification is built into Maude 2.7. Moreover, other tools
have used approaches that have many features in common with variant-based unification.
For example, ProVerif [38, 74] and OFMC [31, 75] both compute the variants of protocol
rules, modulo the free theory for ProVerif, and modulo the free theory or AC for OFMC.
This has the effect of computing the variants of both sides of the unification problem. More
recently, variants have been applied to expanding the capacity of ProVerif to deal with AC
theories. Thus, in [66] Kiisters and Truderung implement a special case of the exclusive-or

theory in the ProVerif tool by expressing it as a rewrite theory with the finite variant property
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with respect to the free theory and computing variants that are unified syntactically. This
requires some restrictions on the syntax of the protocol, however. Similar approaches have
been applied by Kiisters and Truderung for modular exponentiation [32], and Arapinis et al.
[34] for commuting encryption and AC theories.

Variant-based unification does have some drawbacks, however. First of all, it can be ineffi-
cient for theories of high variant complexity. This can be mitigated by the use of asymmetric
unification [76], in which only the variants of the right-hand side of a unification problems
are computed, and irreducibility constraints are also enforced only on the right-hand sides.
This requires the use of specialized asymmetric unification algorithms, so combination is no
longer as straightforward, but it is still possible to apply the state space reduction techniques,
and efficiency gains, as shown in [76], can be dramatic.

A more serious problem arises when a theory of interest fails to have an FVP decomposition
at all. Fortunately, most theories of interest to cryptographic protocol analysis are FVP
with respect to a decomposition in which B is either the empty theory or any combination
of A, C, and U axioms. However, there is one notable exception, the theory of encryption
homomorphic over another operator, that is e(X = Y, K) = e(X, K) = e(Y, K) where * is an
operator that may have some other equational properties, shown not to satisfty FVP when
the homomorphic equation is in R by Comon and Delaune in [50]. Comon and Delaune
consider the case in which e has only one argument and = is exclusive-or, but their case can
be considered as corresponding to a degenerate case of e with two arguments, in which only
one key is used. Moreover, their counterexamples apply to any sub theory of the theory they
use for =, including the Abelian group theory, AC, and the free theory.

Comon and Delaune prove their result by producing counterexamples to a property that
they show to be equivalent to FVP. However, it is also easy to produce direct counter
examples. Assuming that the distributive equation is oriented as the rewrite rule e(X =
Y) — e(X) = e(Y), then the irreducible variants of e(Z) are [(e(Z),1), (e(Z1) = e(Zs),{Z —
Zy = Zs}),...]. If the equation is oriented as e(X) = e(Y) — e(X =Y'), then the variants of
e(Z W) are [(e(Z « W), 1), (e(e(Zy » W), AZ — e(Z1), W — e(W1)}),...].

4.2.2 Related Work in Equational Unification and its Application to Decompositions of
AGH

Equational theories that include a homomorphic property appear in many applications,
and thus there is a long history of research on unification in this area. As in Comon and
Delaune, the homomorphic operator under consideration generally has only one argument.

However, as shown before, this theory can be considered as applying to a degenerate case of
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homomorphic encryption in which only one key is used and so is still relevant.

The earliest work on homomorphic theories is by Tiden and Arnborg [77] who gave a
unification algorithm modulo the theory of one-sided distributivity:®> z = (y + 2) = (z * y) +
(x * z). The complexity of their algorithm is exponential. A polynomial-time algorithm for
unifiability (existence of a unifier) modulo this theory was developed by Marshall [78, 79].
An alternative unification algorithm using a very different approach was developed by Hai
Lin in his dissertation [80, 81]. This algorithm for the equational property e(X * Y, K) =
e(X, K) =e(Y, K) in which = is a free operator was implemented in Maude-NPA and several
protocols were tested [70].

Theories of homomorphisms of the form e(x = y) = e(x) * e(y), where the = operator has
additional properties, were first considered by Nutt [82] and also by Baader [83, 84]. The
unification problem is decidable when = is an Abelian group [84] and undecidable when = only
has the associative and commutative properties [85]. The decidability results were extended
to one-sided distributivity in [86, 87]. Liu in [88] gives a dedicated algorithm for the case in
which = is exclusive-or.

We make use of all these previous results to study the decompositions of AGH and show
that none of them meet our needs. We give the equations for AGH below (ignoring equations

needed to complete the theory for coherence):

(@xy)xz = wx(y=2) (4.1)
Txy = Y*IT (4.2)
rxl = x (4.3)

()™t =1 (4.4)
e(l) = 1 (4.5)
e(rxy) = e(z)xe(y) (4.6)

We note that although unification modulo AGH itself is finitary, this does not help us
for variant-based unification, since AGH is not regular. Indeed, because of the need for
regularity of B (without it a convergent decomposition becomes practically impossible),
Eq. 4.4 must be in R for any decomposition (X, B, R). Moreover, because commutativity
can not be written as a rewrite rule, and because unification modulo associativity without
commutativity is not finitary, Eqs. 4.1 and 4.2 must be in B.

We also know that if Eq. 4.6 is in R, then the decomposition will fail to have the fi-

nite variant property, as we have noted earlier. Thus the only choices left for B are B; =

2Note: in this theory the operation + corresponds to our use of * and # corresponds to our use of e.
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{4.1,4.2,4.3,4.5,4.6}, By = {4.1,4.2,4.6}, B3 = {4.1,4.2,4.5,4.6}, and By = {4.1,4.2,4.3,4.6}.
Unification for By and Bs is known to be undecidable [85]. The theories B3 and By have not
been as well studied, but we note that the problems e(x) =’ z and x*x =" 2 have nonfinitary
solutions for B3 and By respectively. For the former, the set of mgu’sis {z — 1,z — 1+1,...};
for the latter it is {x — e(1),z — e(e(1)),...}.

4.3 FVP THEORIES OF HOMOMORPHIC ENCRYPTION

In this section we present all these theories mentioned in Figure 4.1. All the theories are

based on the following homomorphic theory.

Definition 4.1. The homomorphic theory is defined as Ty = (X, &, Ry). The signature
Yy is defined by sorts {Key, Msg} with the subsort relation Key < Msg, the binary operator
_x _: Msg x Msg — Msg, the encryption operator e : Msg x Key — Msg. and possible
symbols for constructing keys. The set Ry of rules contains only the following rule, which

is a variation of Equation (4.6), where X,Y are of sort Msg and K is of sort Key:
e(X+Y K) — e(X,K)=e(Y,K) (4.7)

The bounded homomorphism theories kH and kHD are presented in Section 4.3.1, in
which the number of message concatenations by * are bounded taking advantage of sorts.
The theories Hg, and HDg, for homomorphic encryption with a multiset of keys are presented
in Section 4.3.2.1, in which an AC binary function symbol & on keys is introduced, and the
homomorphic encryption thus uses a multiset of keys instead of a key. The theories PGHg,,
PGHDyg, for homomorphic encryption over a Pre-Group are presented in Section 4.3.2.2.
Besides the AC binary function symbol & on keys, these theories also feature an inverse

-1

operation (_)~', a unit constant 1 and equations making the binary operator = a pre-group

operator (unit, inverses, but no associativity). The theories are extended with associativity
approximation in PGAAHg and PGAAHDg,. Theories APGHg, APGHDyg, denoting ho-
momorphic encryption over an Abelian Pre-Group are presented in Section 4.3.2.3. Based
on homomorphic encryption over a Pre-Group, the operator * is further interpreted as an
Abelian pre-group operator (commutativity, unit, inverses, but no associativity). The theo-
ries APGHg,, APGHDy are extended with associativity approximation in APGAAHg and
APGAAHDy, respectively. Theories PXorHg, PXorHDg, denoting homomorphic encryption
over a Pre-Xor operator are presented in Section 4.3.2.4. Based on homomorphic encryp-
tion over an Abelian Pre-Group, the operator = is now interpreted as a pre-Xor operator
(exclusive-or without associativity). The theories PXorAAHg and PXorAAHDyg extend
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PXorHg, and PXorHDyg,, respectively with associativity approximations. Theories 2AGH
and 2AGHD are presented in Section 4.3.3.1, and 2XORH in Section 4.3.3.2. 2AGH denotes
homomorphic encryption that maps one Abelian group to another. 2XORH denotes homo-
morphic encryption over two Xor operators, which is an over approximation of 2AGH. We
have proved that these theories all have the FVP. Therefore, they can be often combined
with other theories with disjoint symbols, which is another great benefit of our approach.
As an example, we presented in each Section the theories that can be combined with Tpg,
a theory denoting another encryption which is not homomorphic. The combined theories
kHPK, kHDPK, H¢, PK, HDgPK, ... all have the FVP.

We also note that, any FVP decomposition (X, B, R) has a fixed minimal set of variants
determined by the symbols in ¥. We use this to introduce the notion of variant complezity,

which can be used as a rough metric of the complexity inherent in using a particular theory.

Definition 4.2. For T = (X, B, R), the decomposition of an FVP theory, the variant com-
plezity is defined as the sum ve(T) = X, ros v(f), where v(f) is the cardinality of the complete
and finite set of variants of f(vy,...,v,) where vy, ..., v, are distinct variables of the biggest

possible sorts making f(vy,...,v,) well typed.

Example 4.1. Consider the theory with sorts {Msg, Key}, operators: e : Msg x Key —
Msg,d : Msg x Key — Msg and rule d(e(X, K), K) = X, where X is of sort Msg, and
K is of sort Key. The variant complexity of this theory is 3, since the term e(X, K) has
1 variant: (e(X, K),¢) and the term d(X, K) has 2 variants: (d(X, K),¢) and (X, {X —
e(Xy, Ky), K — Ki}), with X, X variables of sort Msg and K, K variables of sort Key.

4.3.1 Theory of Bounded Homomorphism

In this section, we first introduce equational theories for bounded homomorphism. The
length of possible message concatenations is bounded by introducing a new sort SingleMsg,
which is a subsort of Msg. The theories Tyy and Typyp thus obtained are convergent and
FVP. We also illustrate in this section that T,y and Tiyp can be combined with some other

commonly used theories while remaining FVP.

~k
Definition 4.3 (T}y). The bounded homomorphic theory is defined as Tyy = (Xpu, &, Ry )
for k the bound. The signature Xy is defined by adding sort SingleMsg to the previous sorts
Msg and Key with the subsort relation Key < SingleMsg < Msg. The signature ¥y contains

an overloaded definition of the encryption operator, i.e.,

e : SingleMsg x Key — SingleMsg  and e : Msg x Key — Msg.
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~k

The equation (4.7) of Ry is replaced in Ry by the following rules: for all 1 < j < k, add
~k

e(Syx---%S;, K) — e(S,K)*---xe(S}, K) to Ry , where the operator _» _ denotes message

concatenation, K is a variable of sort Key, and Sy,..., S, are variables of sort SingleMsg.

For k = 3, the set of rules in }/%;3 is:

6(51 * SQ,K) - 6(51, K) * 6(52, K)
6(51 * SQ * Sg,K) - 6(51,K) * €(SQ,K) * 6(53,K)

The theory Ty is convergent and have the FVP. Indeed, ve(Tsy) = 4, since v(x) =
1,v(e) = 3. To show that the theory Ty has FVP, we verified the confluence of Ty using
Maude CRC tool, terminating using Maude MTT tool and the variant complexity using
Maude by variant generation.

Note that in order to derive a bounded homomorphic theory we need to take advantage
of the order-sorted technique by declaring a subsort SingleMsg, and the homomorphic en-
cryption operator e is overloaded. Also note that the bound k is usually chosen depending
on different applications. Although the bounded homomorphic theory is an underapproxi-
mation of the theory T4y, in concrete applications, with a properly chosen bound k, manual
reasoning based on the results we get from using the bounded theory Ty could be used to

overcome the restriction of underapproximation.

Example 4.2. Consider the following unification problem:

X:Msg # Y:Msg =’
e(data(A:Name, r:Fresh) = data(B:Name, r':Fresh), K:Key)

in the theory Ty, where data : Name x Fresh — Data is an additional operator that generates
principal’s secrets, and we assume that a secret is a single message, i.e., the subsort relation

Data < SingleMsg. We get the following unifier by variant based unification:

{ X:Msg — e(data(Al:Name,rl:Fresh), K1:Key),

Y:Msg — e(data(B1:Name, r2:Fresh), K1:Key),
A:Name — Al:Name, r:Fresh — r1:Fresh,
B:Name — B1:Name, 7’ :Fresh — r2:Fresh,

K : Key — K1:Key }

Decryption operators are usually used in protocols to denote principals’ ability to extract

information out of certain encrypted messages. We can extend the theory T,y by adding a
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decryption operator d and the equations capturing the encryption/decryption cancellation
relation between d and the homomorphic encryption operator e. We refer to the resulted

theory as TkHD-

Definition 4.4 (Tyyp). The bounded homomorphic theory with decryption is defined as
—~k
Terp = (X5 U Xk U Xpee, &, Ry U Rpee U Rippec). The signature Y p.. contains the

overloaded decryption operator d with typings:
d: Msg x Key — Msg,  d: SingleMsg x Key — SingleMsg.

The encryption/decryption cancellation properties are captured by the rules Rp.., where X

is of sort Msg and K is of sort Key:
e(d(X, K), K) — X d(e(X, K), K) — X

The rules Ryy.pe. capture the homomorphic property of the decryption operation, and are
needed for the theory to be convergent. For all 1 < j < k, we add d(Sy #--- * S;, K) —
d(S1, K)#---#d(Sj, K) to Ryppec, where the operator _* _ denotes message concatenation,
K is a variable of sort Key, and Si,...,S; are variables of sort SingleMsg. The rules for

bound k£ = 3 are as follows:

d(Sl * SQ7K) - d(Sl,K) * d(SQ,K)
d(Sl * 52 * Sg,K) - d(81,K) * d(SQ,K) * d(Sg,K)

We can follow the same approach as in theory Ty to compute the variant complexity and
verify that the theory Tyyp has the finite variant property. The variant complexity of the
theory Tsgp is 29.

Example 4.3. To illustrate the decryption operation, we consider the following unification

problem:

X:Msg + Y:Msg ="
d(e(data(A:Name, r:Fresh) = data(B:Name, r’:Fresh), K:Key), K:Key)

in the theory Tspp, where data : Name x Fresh — Data is an additional operator that
generates principal’s secrets, and we assume the subsort relation Data < SingleMsg. We get

the following unifier by variant based unification:
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{ X:Msg — data(Al:Name,r1:Fresh), Y:Msg — data(B1:Name, r2:Fresh),
A:Name — Al:Name, r:Fresh — r1:Fresh,
B:Name — B1l:Name, r’":Fresh — r2:Fresh,

K : Key — K1:Key }

The theory Ty and Tyyp can be extended by adding axioms to the free operator =, while

remaining FVP.

Definition 4.5 (T3, ). The theory Tiy, . extends Tiy by adding associativity and commu-
—~k
tativity axioms to *, i.e., Tym,. = (Xkm, Bac, Ry ) for k the bound, where the set of axioms

Bac includes the associativity and commutativity (AC) axioms of the binary operator =.

The theory Tyup,. extends the theory Tjyp in the same way.

4.3.1.1 Combining T}y with theories having disjoint symbols.

Cryptographic protocols usually use more than one kind of encryption. Since the theory
Ty is FVP, the general variant-based unification algorithm can be applied, which can easily
be combined with other theories with disjoint symbols. Consider the theory Tpx defined
below, which has the FVP.

Definition 4.6 (Tpk). The theory Tpk is defined as: Trx = (Xpk, &, Rpk), where Ypg
is defined by two sorts {Name, Msg} with the subsort relation Name < Msg, together with
operators pk : Msg x Name — Msg and sk : Msg x Name — Msg, where pk and sk represent
encrypt a message with public key and private key respectively. The encryption/decryption

cancellation property is described in Rpx as follows:
sk(pk(X,A),A) =X  pk(sk(X,A),A) =X

where X is a variable of sort Msg and A is a variable of sort Name.

Combining the theories Ty and Tpg, we obtain the theory Tygpx = Try U Tpk, which has
the FVP. The same proof approach as in theory Tyg can be applied. Also, by combing the
theories Tygp and Tpg, we get the theory Tipppxk = Tpx U Trrp, which also has the FVP.

Example 4.4. Consider the same unification problem as in Example 4.2

X:Msg  Y:Msg =’
e(data(A:Name, ’:Fresh) = data(B:Name, r":Fresh), K:Key)
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in the theory Tsypix we get the same unifier as in Example 4.2 using variant based unification.

As another example, consider the theory Tx,, = (X xor, Bxors Rxor), Where X x,, is defined
by sorts {Nonce, NSet} with the subsort relation Nonce < NSet, together with the exclusive-
or operator @ : NSet x NSet — NSet and the identity 0 :— NSet. The axioms By, are

associativity and commutativity axioms for @. The exclusive-or rules Ry,, are as follows:
NAN=0 Ne0=N NONDOM =M

where N and M are variables of sort NSet. The theory Tx,, has the finite variant property.
Therefore, by combining the theory Ty with T'x,,., we obtain the theory Tiy.xor = Ter VT xor
which is also FVP.

4.3.2 Homomorphic Theories: Theory of Homomorphic Encryption with a Multiset of
Keys

Since neither AGH nor H have the FVP, we have extended H with a new presentation of
e(M, K) built on top of a new symbol _&_, which is associative and commutative (AC), and
keeps all the keys used for homomorphic encryption in a multiset. Since nested encryptions
with the same subset of keys can be flattened using AC, together with orienting the equation
4.7 as e(X,K)xe(Y,K) — e(X Y, K), this theory has the FVP. But one side effect is that
the order of applications of homomorphic encryption to a message becomes immaterial.
This is not a standard property of encryption, homomorphic or not, so in most cases, the
multiset AC axioms are over approximations that are used to get the finite variant property.
Soundness (i.e., any attacks found are real attacks) is lost since the over approximation may
introduce spurious attacks, but they can be discarded upon inspection. Also, we note that
there are a few cases, such as Distributed ElGamal [89], in which encryption does satisfy
this multiset condition, so this may be useful for reasoning about an additional class of
crypto-algorithms as well.

In this section, we first introduce the theory Ty, , which consists of homomorphic encryp-
tion over a free operator and uses a multiset of keys. This theory is convergent and has the
FVP. Indeed, ve(Th, ) = 8.

The theory Ty, is then enriched with group operators and axioms. Since the FVP is lost
again when adding the full group axioms due to the fact that confluence requires adding
an infinite number of extra rules, associativity is approximated by a sub-theory. We call a
group without associativity a pre-group. The theory T’pqn, , which is obtained by extending

the Ty, to homomorphic encryption over a pre-group operator is convergent and has the
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FVP. Indeed, ve(Tren, ) = 20.

The theory T, is then further enriched with Abelian group operators and axioms. Again,
associativity is approximated. The theory T4 pgn, , which is obtained by extending the T,
to homomorphic encryption over an Abelian pre-group operator is convergent and has the
FVP. Indeed, its variant complexity is ve(Tapan,, ) = 20.

The theory Ty, can also be enriched with an Xor operator and axioms. Associativity of
the Xor operator is also approximated. The theory Tpx,rm, , which is obtained by extending
the T, to homomorphic encryption over a pre-Xor operator is convergent and has the FVP.

Indeed, its variant complexity is ve(Tpxorm,, ) = 12.

4.3.2.1 Theory of Homomorphic Encryption over a Free Operator.

In this section we introduce the theories of homomorphic encryption over a free operator
with a multiset of keys (with/without the identity). We started with the theory T, , which
is then extended with a decryption operation in Typ,, a projection operation over the free

operator in THE' The identity of the multiset of keys is included in the theory T

Definition 4.7 (T, ). The theory for homomorphic encryption with a multiset of keys is
defined as Ty, = (Xp, ., Ba,, Ru, ). The signature Xy, is defined by sorts {Key, Keys, Msg}
with the subsort relation Key < Keys, Keys < Msg, and operators

&_: Keys x Keys — Keys, _% _: Msg x Msg — Msg, e : Msg x Keys — Msg

where _x _is a free operator, which can be understood as list concatenation operator, & _ de-
notes a multiset union operator that is associative and commutative, and e denotes message

encryption. The axioms By, are AC for _&_. There are five rules defined in Ry, .

e(X,U)xe(Y,U) - e(X =Y, U) (4.8)
e(e(X,V),U) - e(X,U&V) (4.9)
(X, U&V) = e(Y,U) — ee(X, V) = Y,U) (4.10)
e(X,U) «e(Y,U&V) - e(X = e(Y,V),U) (4.11)
e(X,U&V) «e(Y,ULW) — e(e(X, V) xe(Y,W),U) (4.12)

where X, Y are variables of sort Msg, and U, V, W are variables of sort Keys. The equation
(4.8) is the reversed version of (4.7). The equation (4.9) captures the property that a nested
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encryption is simplified into an encryption with a multiset of keys, which is the key point for
achieving a theory having the FVP. The remaining rules describe the homomorphic property

of an encryption with respect to a multiset of keys, and are added for confluence of the theory.

Note that the order of key application is immaterial in this theory. When the order of the
key application matters, the set of actual attack states will be a subset of the attack states
with this theory.

Example 4.5. The unification problem of Example 4.2 returns the same unifiers with this

new theory Ty, as with the previous theory Tjp.

The extension of Ty, with a decryption operator is denoted Txp,. The theory obtained
is convergent and has the FVP (ve(Typ,, ) = 13).

Definition 4.8 (Typ, ). The theory Typ, is defined by extending T, with a decryption
operator d : Msg x Keys — Msg together with additional rules Ry, _p.. which describe

encryption/decryption cancellation properties with respect to a multiset of keys:

d(e(X,U), X
d(e(X,U&V),
d(e(X,U), U&W

d(e(X,U&V), U&W

l

— e

(X, V)
— d(X, W)
(

U)
U)
)
) = d(e(X, V), W)

—

with X of sort Msg, and U, V, W of sort Keys.

Example 4.6. The unification problem of Example 4.3 returns the same unifiers with this

new theory Typ, as with the previous theory T'syp.

We can also add projection operators to the theory Ty, (resp. Tup, ) to extract messages
from concatenated messages. The theory THE (resp. THD>) is obtained by adding the
projection operator p; and po, which are defined as: p; : Msg — Msg, p, : Msg — Msg to the

signature Xy, (resp. Xpup, ), together with the following rules to Ry, (resp. Rup, ):

(X +Y)—>X pi(e(X,U)) = e(p(X),U)
p(X Y)Y pa(e(X,U)) — e(pa(X),U)

~—

where X, Y, Z are variables of sort Msg, and U is a variable of sort Keys.
The theories Ty and T HDE have the FVP.
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Example 4.7. Consider the following unification problem:

e(X:Msg, K :Key) =’
p1(e(data(A:Name, r:Fresh) = data( B:Name, ":Fresh), K':Key)

in the theory T HDE where data : Name x Fresh — Data is an additional operator denoting
a principal’s secrets, and we assume the subsort relation Data < Msg. We get the following

unifier by variant based unification:

{ X:Msg — data(Al:Name,rl:Fresh), K:Key — K1:Key,
A:Name — Al:Name, r:Fresh — r1:Fresh,
B:Name — Bl:Name, r’:Fresh ~ r2:Fresh,

K’ :Key — K1:Key }

An identity of the multiset of keys can be added to the theory Ty, , which we call the
theory Ty . The signature X, is extended with a new sort NeKeys denoting a non-empty
set of keys, with the subsort relation Key < NeKeys and NeKeys < Keys. The operators
& is overloaded by : &_: NeKeys x NeKeys — NeKeys. The axioms By extends By, by
including ACU for _&_. A new rule e(X,null) — X is added to Ry, , and rules 4.10 and

4.11 in Ry, thus become redundant, i.e., the set of rules in the theory Ry is:

e(X,null) > X
e(e(X,V),U) - e(X,V&U)
e(X, K&V ) #e(Y, K&U) — e(e(X, V) xe(Y,U), K)

where U and V' are variables of sort Keys, and K is a variable of sort NeKey.

Example 4.8. Consider a similar unification problem as in Example 4.2

X:Msg # Y:Msg =’
e(data(A:Name, r:Fresh) = data(B:Name, r':Fresh), K:Keys)

in the theory Ty , we get the same unifier as in Example 4.2 together with the following

extra unifier by variant based unification.
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{ X:Msg+— data(Al:Name, r1:Fresh), Y:Msg — data(B1:Name, r2:Fresh),
A:Name — Al:Name, r:Fresh — r1:Fresh,
B:Name — B1:Name, r’:Fresh — r2:Fresh,
K : Key — null }

This extra unifier can be excluded by changing the variable K in the unification problem

to be of sort NeKeys instead of Keys.

The theory T, has the FVP, therefore the general variant-based unification algorithm
can be applied. Thus, T, can be combined with other theories with disjoint symbols. For
example, consider the theory Tpx that we introduced in Section 4.3.1. By combining the
theory Ty, with Tpg, we obtain the FVP theort Ty, px = Th, U Tpk. Similarly, combining
the theory Txp, with Tpg, we get the FVP theory Typ, pk = Trx U Tup,, -

4.3.2.2 Theory of Homomorphic Encryption over a Pre-Group.

In this section we extend T, to be a homomorphic encryption over a pre-group. For the
reasons that we mentioned before, associativity is under approximated by a sub-associativity

theory.

Definition 4.9 (Tpg). The pre-group theory is defined as Tpg = (Xpg, &, Rpc). There is
only one sort Msg, and three group operators {_* _, _~! 1}, where _= _ : Msg x Msg — Msg
is the group operator, _~! : Msg — Msg generates the inverse of an element and the constant
1 is the identity. The set of rules Rpg contains all group axioms except associativity, where

X is a variable of sort Msg:

X+x1—-X 1+ X - X
X+ X151 X 1eX 51
(X_l)_1—>X 17t 51

Definition 4.10 (Tpgp, ). The theory for homomorphic encryption with a multiset of keys
over pre-group is defined as Tpen, = (Xn, v Xpe, Bu,, Rpen, ), where Rpgn, = Rpa U
Ry, U RpgH, -Aus- The set of rules Ry, is as defined in the theory Ty, in Definition 4.7 and
Rp¢ is as defined in the theory Tpe in Definition 4.9. The following set of rules Rpapy, -Aus
is added to complete the theory:

e(1,U) — 1 (e(X,U))! - e(X1U)
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with X of sort Msg and U of sort Keys.

Example 4.9. Recall the unification problem in Example 4.2, with an instance of theory

TpeH, , we get all the unifiers in Example 4.2, together with the following unifiers:

{X:Msg — e(data(Al:Name, r1:Fresh) * data(B1:Name, r2:Fresh), K1:Key),

Y:Msg — 1, K:Key — K1:Key,
A:Name — Al:Name, r:Fresh — r1:Fresh,
B:Name — Bl:Name, r’:Fresh — 72:Fresh, }

{Y:Msg — e(data(A1:Name, r1:Fresh) = data(B1:Name, r1:Fresh), K1:Key),

X:Msg — 1, K:Key — K1:Key,
A:Name — Al:Name, r:Fresh — r1:Fresh,
B:Name — B1:Name, r’:Fresh — r2:Fresh }

Adding associativity approximation to Tpg. Although the theory Tps defines a group
without associativity, we can provide several sound approximations of associativity by adding
a subtheory of the full associativity theory. This is an under approximation and the com-
pleteness (i.e., if there is an attack, an attack will be found) is lost since there may be attacks
that can show up with full associativity theory but cannot be found with a sub-associativity
theory. Here we introduce some of the possible sub-associativity theories as examples to
illustrate this approach. The first associativity approximation below captures the property
that a term of sort Nonce can be canceled by its inverse when they are in the two separate

ends of a sequence of terms of sort Msg.

Definition 4.11 ( Tpgaa). The theory for a pre-group with associativity approximation
Tpaaa is defined as Tpgaa = (Xpg u {Nonce}, &, Rpg U Rpgaa). We assume the subsort
relation Nonce < Msg. The sub-associativity axioms Rpgaa are specified as follows, where

X is a variable of sort Msg and N is a variable of sort Nonce:

(N1« X)«N - X N#(X+*N1') - X
(N*X)*N_l—>X N_l*(X*N)—>X

For different applications, different approximation can be chosen. We list below some
alternative sub-associativity axioms of Rpg44, which are combined with the pre-group theory

Tpg in the same way as in Trgaa.
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1. Alternative sub-associativity axioms Rpgaa,. This captures the property that a term
of sort Nonce can be canceled by its inverse when they are next to each other but not

associated together.

(X+NHs«N - X N#«(N1'+X) - X
(X+N)«N!' > X N1« (N+X)—> X

2. Alternative sub-associativity axioms Rpgaa,. This captures the property that a term
of sort Nonce can be canceled by its inverse when they are in the two separate ends of

a sequence of terms of sort Msg.
(N+X)«N!' > X (X+N)+«N!' > X

N1+ (X*N)—X N1« (N+X)—> X

3. Alternative sub-associativity axioms Rpgaa,. This captures the property that a term

of sort Msg can be canceled by its inverse when they are separated by a nonce.

(X1« N)+ X > N X+(X'«N)—>N
(N+ X H+«X >N X+(N+XH >N
(X+N)+ X' >N X 1'«(X*N)—>N
(N+X)« X' >N X' (N+X)—>N
X*(X*N71)71—>N X*(Nfl*X)flﬂN
(X+NH 1« X >N (N1« X) '« X > N

where X is a variable of sort Msg and N is a variable of sort Nonce.

Remark 4.1. Notice that, in order to get a sound sub-associativity approximation for this

theory, it is crucial to take advantage of the order-sorted type structure.

We can also add associativity approximation to the theory of homomorphic encryption
over a pre-group by combining Tpgr, With Tpgaa.
Definition 4.12 (Trgaan, ). Combining the theories Tpgp, and Tpgaa, we obtain the theory

Trcaan, = Trar, Y Trcan.

With different associativity approximations, we similarly obtain the theories Tpgaasn, =
Trch, Y Trgaa, and Tpeassn, = Trcu, Y Tpcaa,- For the alternative associativity ap-

proximation Tpgaa,, the following auxiliary rules Rs4,, — are needed, i.e., Tpgassn, =
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Trer, Y Tpgaas Y Raa,,,, -

l

(X, U) + (N #e(X1,U)) —
(N +e(X 1 U))*e(X,U)
(e(X,U) » N) = e(X ™, U)
(X1 U) * (N = e(X,U))

N e(X,U) = (e(X 1 U) « N)
N (e(X 1 U)+N)xe(X,U) —
N )
N )

l

(N «e(X,U))=e(X 1 U
e(XHU)« (e(X,U)« N

Lol
1
=2 =2 =2 =

The theories Tpep, and Tpgaan, can be extended by adding a decryption operator, and/or

associativity approximations, while remaining FVP.

Definition 4.13 (Tpgup, ). The theory Tpgup,, is defined by extending the theory Trap,
with the decryption operator d : Msg x Keys — Msg, together with the equation Ry, pec

introduced in Definition 4.8, and the auxiliary rule

d(1,U) —> 1
Definition 4.14 (Trgaanp, ). Adding the same associativity approximation to Traup, , we
obtain the theory TPGAAHD& = TPGHD& U TPG’AAH&-

Similarly, adding different alternative associativity approximations to Tpgup, , we achieve
the F'VP theories Trgaaiup, = Traup, Y Trcasr, Tpcassup, = Treup, Y Tpgaash, , and

Trcaasiap, = Trcup, Y Trcaas, -
Example 4.10. Consider the following unification problem:
X:Nonce =7

d(e(n(A:Name, r:Fresh) = n(B:Name, r’:Fresh), K:Key), K:Key)
+ inv(n(A:Name, r:Fresh)).

in the theory Trgaanp,, where n : Name x Fresh — Nonce is an additional operator that

generates nonces. We get the following unifier by variant based unification:

{X:Nonce — n(B1:Name, r2:Fresh), K : Key — K1:Key
A:Name — Al:Name, r:Fresh — r1:Fresh,
B:Name — B1:Name, r’:Fresh +— 72:Fresh}

The theory Tpqp, can also be combined with the theory Tk defined in 4.3.1. The resulting

theory Tpar, P = Tpam, Y Tpk also has the FVP. Similarly, we can also combine the theory
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Treup, or Tpaaan, wWith Tpg and derive more theories enjoying the finite variant property.

4.3.2.3 Theory of Homomorphic Encryption over an Abelian Pre-Group.

We further approximate the theory AGH by adding a commutative axiom to the binary
group operator in the pre-group. This provides a theory for homomorphic encryption over

an Abelian pre-group.

Definition 4.15 (Tapg). The theory of Abelian pre-groups Tape = (Zapq,
Bapg, Rapg) is obtained from the theory of pre-group Tpg by adding as axioms Bypg the
commutativity equation X *Y =Y = X. Because of commutativity, the rules 1+ X — X

and X * X! — 1 in Tps become redundant.

We can similarly provide a sound approximation of associativity by adding a subtheory of
the full associativity theory. Here again, we introduce some possible sub-associativity theo-
ries for Abelian pre-group as examples to illustrate this approach. The first approximation
captures the property that a term of sort Nonce can be canceled by its inverse when they
are in the two separate ends of a sequence of terms of sort Msg. Since = is commutative in

Abelian pre-groups, less rules are needed comparing to the ones for pre-groups (e.g., Trgaa)-

Definition 4.16 (T'4pgaa). The theory for an Abelian pre-group with associativity approx-
imation TAPG’AA is defined as TAPGAA = (EAPG ) {NOHCG},BApg, RAPG U RAPGAA)- We
assume the subsort relation Nonce < Msg. The sub-associativity rules R pga4 are specified

as follows:
(N1« X)«N - X (N+X)«*N' - X

with X of sort Msg and N of sort Nonce.

We also present a theory for an Abelian pre-group with an alternative associative approxi-
mation T'ypgaa;. The theory Typaaa; combines a sub-associativity theory with the Abelian
pre-group theory Ty p¢ in the same way as in Typgaa, except that it uses an alternative set
of sub-associativity rules R pgaa;. This captures the property that a term of sort Msg can
be canceled by its inverse when they are separated by a nonce. The sub-associativity rules

are as follows:

(Xfl*N)*X—>N (X*N)*X71—>N
X+(X«NH TN
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The homomorphic encryption with a multiset of keys over an Abelian pre-group is thus

defined by combining the theories Ty, and T4pg as follows:

Definition 4.17 (T4pcn, ). The theory of homomorphic encryption with a multiset of keys
over an Abelian pre-group is defined as Tapen, = (X, W ara, Barcu,, Rrau, Y RpcH, -Aus)-

The axioms Bypgp, define the commutativity property of _# _and AC of _&_.

Example 4.11. For the unification problem in Example 4.2, with an instance of the theory

Tapchy,, we found the unifiers described in Example 2, together with the following unifier:

{X — e(data(B1:Name, r1:Fresh), K1:Key),
Y — e(data(Al:Name,rl:Fresh), K1:Key),
A:Name — Al:Name, r’:Fresh — r1:Fresh,

B:Name — B1:Name, K : Key — K1:Key}

The theory Tspcn, can be extended by adding a decryption operator, and/or associativity

approximations. Both extensions have the FVP.

Definition 4.18 (T4pcup,, ). Tapcup, is obtained by adding decryption operator d : Msg x
Keys — Msg to the signature of Tupgn,, together with the set of encryption/decryption
cancellation equations Ry, _p. in Definition 5, and together with the auxiliary rule d(1,U) —
1.

By Combining the theory T'wpgn, with Tapgaa, we obtain the theory of homomorphic
encryption with a multiset of keys over Abelian pre-group with associativity approximation,
which is defined as: Tapcaan, = Tarcu, Y Tapcaa-

To combine the theory T4 pcn, with the alternative associativity approximation T4pcaa1,

the following auxiliary rules are added to achieve the theory Tapgaain,:
(N+e(X 1 U))*e(X,U) - N (N«e(X,U))+e(X 1 U) > N

Adding the associativity approximation to T4 pgup,, , we obtain the theories Tupgaanp, =
Tapcap, Y Tapcaan,, and Tapcaaiap, = Tapcup, Y Tapcaain,, -

We can combine the theory T4 per, wWith Tpg to get the theory Tapcn, Pk = Tarcu, V1rk,
which also has the finite variant property. Similarly, we can define the theory T4pgup, Px =
Tapcup, VIpk. A similar combination approach can be applied to Tapcaan, and Tapcaaim,
to obtain new theories with the FVP.
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4.3.2.4 Theory of Homomorphic Encryption over Pre-Xor.

Based on the theory of homomorphic encryption over an Abelian pre-group, in this section
we approximate the theory AGH by adding pre-Xor axioms instead of Abelian pre-group
axioms to the binary operator =. Again, associativity of * is under approximated by a

sub-associativity theory. This provides a theory for homomorphic encryption over pre-Xor.

Definition 4.19 (Try,.). The pre-Xor theory is defined as Trxor = (X pxor, Brxor, Rpxor)-
There is only one sort Msg, and two operators {_= _, 1}, where _x _ : Msg x Msg — Msg is
the binary Xor operator and the constant 1 is the identity. The axioms Bpx,, contain the
commutativity equation X =Y =Y % X. The rules Rpx,, are specified as follows, where X

is a variable of sort Msg:
X+ X -1 X*1—->X

The associativity of the Xor operator * can be approximated as follows:

Definition 4.20 ( Tpx,aa). The theory for a pre-Xor with associativity approximation
Tpxoran is defined as Trxoraa = (X pxors Brxors Rpxor W Rxoraa). The set of sub-associativity

axioms Rx,.44 contains the equation
X*(X=Y)=Y

where X and Y are variables of sort Msg.

Note that, although this associativity approximation contains only one equation, it still

covers a fair amount of different cases, since both X and Y have the top sort Msg.

Definition 4.21 (Tpx,rn, ). The theory for homomorphic encryption with a multiset of
keys over pre-Xor is defined by combining the theories T, and Tpx,, as follows: Trxorm, =
(X b, Y Xpxor, Bu, U Bpxors Rpxorn, ), Wwhere Rpxorn, = Rpxor U R, U Rpxort,-Aus- The

set Rpxor, -Aus cOntains only one rule e(1,U) — 1, where U a variable of sort Keys.

Example 4.12. For the unification problem in Example 4.2, with an instance of the theory
Tpxorm,, we find all the unifiers described in Example 4.11, together with the following

unifier:
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{X:Msg — Z:Msg, Y:Msg — Z:Msg
A:Name — C:Name, r:Fresh — r1:Fresh,
B:Name — C:Name, r’:Fresh + r1:Fresh,

K : Key — K1:Key}

We can also add a decryption operator, and/or associativity approximations to the theory

of homomorphic encryption over Xor, while remaining FVP.

Definition 4.22 (Tpxoraan, ). Combining the theories Trxorm, and Tpxoraa, we obtain the

theory Tpxoraan, = Tpxort, Y TPxoraa-

Definition 4.23 (Tpxorup, ). The theory Tpx,mup, is defined by extending the theory
T'pxort, With the decryption operator d : Msg x Keys — Msg, together with the equation
Ry, pec introduced in Definition 4.8, and the auxiliary rule d(1,U) — 1.

The theory that includes both the decrypiton operator and the associativity approximation

is: Tpxoraanp, = LPxorting Y TPxorAAH,, -

Example 4.13. Consider the following unification problem:

X:Nonce =7
d(e(e(n(A:Name, r:Fresh), K':Key) = n(B:Name, r'":Fresh), K:Key), K:Key)
= e(n(A:Name, r:Fresh), K':Key).

in the theory Trxoraanp,, where data : Name x Fresh — Data is an additional operator that
generates principal’s data, and we assume the subsort relation Data < Msg. We get the

following unifier by variant based unification:

{X:Nonce — n(B1:Name, r2:Fresh), K : Key — K1:Key
A:Name — Al:Name, r:Fresh — rl:Fresh,
B:Name — B1:Name, r’:Fresh — r2:Fresh,

K':Key — K2:Key}

4.3.3 Homomorphic Theories: Theory of Homomorphic Encryption over Two Groups

In this section we introduce theories of homomorphic encryption over two different groups.
Since this is essentially a function mapping from one group to another, it does not have

recursive calls, allowing the theories to have the FVP.
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We first introduce the theory Ts4gy, which defines homomorphic encryption over two
Abelian groups. This theory is defined based on the decomposition of an Abelian group by
Lankford in [90], which was proved to have the FVP by [50, 57]. The theory T4 has the
FVP. Indeed, ve(Topcn) = 2276.

Notice that the variant complexity of the theory Thsqy is really high. To achieve a lower
variant complexity, we introduce the theory Toxorg, which defines a homomorphic encryp-
tion over two Exclusive-or(Xor) theories. This is an over approximation of homomorphic
encryption over two Abelian groups. The variant complexity of this theory is much lower,

indeed, ve(Toxory) = 48.

4.3.3.1 Theory of Homomorphic Encryption over Two Abelian Groups

Definition 4.24 (T'45). The theory of Abelian groups is defined as Tag = (X ag, Bag, Rag)-
The signature X 4 is defined by sort AG and the set of Abelian-group operators

_x_: AG x AG - AG
T AG - AG 1:— AG

The axioms By are associativity and commutativity axioms for _* _ . The set of rules Ra¢

define all other Abelian group axioms:

X+l—>X X1y (XxY)™!
X+(XhH -1 (X+Y) sy - (X)7!

(X H !X (X' Y) S X (YT

11 >1 X 1e(Y142) - (X+Y) e Z
X+«(X'Y)>Y (X+Y) '« (Y*Z)> X'« Z

with X,Y, Z of sort AG.

Definition 4.25 (To4cy). The theory of homomorphic encryption over two Abelian groups
is defined as Toacy = (XZ2acu, Beach, Reagr). The signature Ypsqy is defined by sorts
{AG,, AG,} , and the homomorphic encryption operator e : AG, — AG,, together with
the set of group operators for the domain Abelian group AG,, which are {#4,1,, !¢}, and
the set of group operators for codomain Abelian group AGy, which are {x;, 15, ~*}. Notice

that there is no key explicitly defined here, since encryption with a specific key is implicitly
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captured by the definition of the encryption operator e. The axioms Bysqy are AC axioms for
the binary Abelian group operators _#, _, _#, .. The set of rules Rosqy defines the remaining
Abelian group axioms of AG, and AG}, which are instances of R ¢ in Tyq together with
the homomorphic property of e:
e(X)spe(Y) —e(X #Y)
e(X)we(Y)s Z > e(X % Y)x Z

The following rules are added to complete the theory.

6<1a) — 1b
e(X)™H —e((X)71)
(e(X) % Z)71 — e(X 1) % (Z77)
with X, Y of sort AG,, and Z of sort AGy
Example 4.14. Consider the following unification problem:

X:AGy, ="e(data(A:Name, r:Fresh) «, data(B:Name, r’:Fresh))
+, e(data(B:Name, r’:Fresh)~!*)

in the theory Thsqy, where data : Name x Fresh — Data is an additional operator that
generates principal’s secrets, and we assume the subsort relation Data < AG,. We get the

following unifier by variant based unification:

{X:AGy, — e(data(Al:Name, r1:Fresh)),
A:Name — Al:Name, r:Fresh — r1:Fresh,
B:Name — B1:Name, r":Fresh — 72:Fresh}

The unification problem:
X:AGy, #, Y:AG, =" e(data(A:Name, 7:Fresh) #, data(B:Name, ’:Fresh)

in the theory Thaqy get 64 unifiers by variant based unification, which we omit here.
We can also extend Trsqy by adding decryption operator in the following way:

Definition 4.26 (T2a¢up). Teacup is obtained by adding a decryption operator d : AG, —
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AG, to the signature of Thsqy, together with the rules d(1,) — 1, and d(e(X)) — X with
X of sort AG,.

4.3.3.2 Theory of Homomorphic Encryption over Two Xor Operators

Definition 4.27 (Toxorn). The theory for homomorphic encryption over two Xor operators
is defined as Toxory = (X2xorn, Bexorn, Rexorn). The signature Yoxory is defined by sorts
{Xor,, Xorp}, and the homomorphic encryption operator e : Xor, — Xorp, together with
the Xor operator and the corresponding identity of Xor,, which are {=,,1,}, and together
with the Xor operator and the corresponding identity of Xor,, which are {#,,1,}. Notice
again that there is no key explicitly defined here. The axioms Bsxory are associativity and

commutativity axioms for _x, _, _%, . The set of rules Roxory are defined as following:

X*QX—>1Q P*bP—>1b
X*ala—>X P*blb—>P
X#gX#Y Y Py Py Q - Q

together with the homomorphic property of e:

e(ly) — 1
e(X)mpe(Y) —e(X #Y)
e(X)spe(Y)s, P—>e(X % Y)x P

with X, Y of sort Xor,, and P, ) of sort Xory

We can also extend Thxory by adding a decryption operator in the similar way as in

ToacHD-

Definition 4.28 (Toxormp). The theory Toxorpp is obtained by adding a decryption op-
erator d : Xor, — Xor, to the signature of Toxory, together with rules d(1,) — 1, and
d(e(X)) — X with X of sort Xor,.

Example 4.15. Consider the following unification problem:

X:Xory, =’
e(data(A:Name, r'":Fresh) =, data(B:Name, r":Fresh)) =, e(data(B:Name, r':Fresh))
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in the theory Toxormy, where data : Name x Fresh — Data is an additional operator that
generates principal’s secrets, and we assume the subsort relation Data < Xor,. We get the

following unifier by variant based unification:

{X:Xorp — e(data(Al:Name, r1:Fresh)),
A:Name — Al:Name, r:Fresh — r1:Fresh,

B:Name — B1:Name, r":Fresh — 72:Fresh}

The unification problem:

X:Xorp #, Y:Xor, =" e(data(A:Name, r:Fresh) %, data(B:Name, r’:Fresh)

in the theory Tsx,m has 17 unifiers by variant based unification, which we omit here.

4.4 EXPERIMENTS

In this section we describe the experiments we have performed on various of the Multiparty
Computation Protocol and Homomorphic Hash Protocol that were previously specified and
analyzed in [70]. In that paper a number of protocols were analyzed in Maude-NPA using
a dedicated unification algorithm for equational theory H. That is, Equation (4.7) was
used and nothing else. This was necessary because the special-purpose unification algorithm
was not easily combinable with other theories. However, since in the present work we are
using variant unification, we have much more freedom with respect to the equations we can
include, as long as the theories satisfy FVP. Extra security properties are therefore analyzed
in this work thanks to the richer equational theories.

The experiments in this section serve several purposes. The first is to determine which of
the theories we have generated are suitable for cryptographic protocol analysis. The second
is to evaluate the variant complexity metric defined in this work. How well does lower
variant complexity correlate with performance, and if it does, at what point does higher
variant complexity begin to make analysis impossible? The third is to use the experimental
results to gain insights into how performance can be improved.

The protocols have been specified and analyzed using the Maude-NPA cryptographic

protocol analysis tool. One uses Maude-NPA by specifying an insecure state, called an
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attack state, from which Maude-NPA searches backwards. If it finds a path to an initial
state then it has found an attack on the protocol. If it terminates without reaching an initial
state then the attack state has been proven unreachable modulo the axioms of the given

equational theory.?

4.4.1 Multiparty Computation Protocol.

In the Multiparty Computation Protocol an initiator Alice and a responder Bob send
messages encrypted with a homomorphic public key encryption operator e to a server who
combines the encrypted data using an operator =. As a result of participating in the protocol,
both Alice and Bob are supposed to receive a homomorphically encrypted version of D4+ Dpg,
where D, is Alice’s secret data and Dp is Bob’s secret data, without either learning the
other’s secret. However, it is possible for Alice to accept data that did not come from Bob
if she is not able to distinguish D4 = D from nonsense. If she is able to, no authentication
attack is possible. We specified two attack states: one in which Alice cannot reject nonsense,
and one in which she can.

The protocol itself proceeds as follows:

1. A — B sign(B; Na; pk(e(Da, pkey(A, B)), S), A)
A starts by encrypting her data first under the homomorphic public key, then under
the server’s public key. She then attaches a nonce and B’s name, signs it, and sends
it to B.

2. B — A:sign(Na; Np;pk(e(Dp,pkey(A, B)), S), B)

B sends a similar message to A, including both his and A’s nonce.

3. A— S :sign(A; B; Na; Npipk(e(Da, pkey(A, B)), S);

pk(€<DB,pk'€’y(A, B))7 S)7 A)
A sends a signed message containing both nonces and both encrypted data sets to .S.

4. S — A, B : sign(A; B; Na; Np;

sign(e(Da, pkey(A, B)) = e(Dp, pkey(A, B)), 5)
The server combines both encrypted data sets using = and sends the result to A and

B. They can now decrypt it to obtain D4 = Dp.

The attack runs as follows:

30f course, if the given equational theory only under-approximates the intended equational theory, there
still may be an attack not detectable due to the under-approximation.
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1. A— I(B) : sign(B; Na;pk(e(Da, pkey(A, B)),S), A)
A initiates the protocol with B.

2. I - B:sign(B;Na; E, I)
I intercept’s A’s message, and uses it to create a message for B. The message F could

or could not be A’s encrypted data. This is irrelevant to the attack.

3. B — A sign(Na; Ng; pk(e(Dg, pkey(I, B)), S), B)
B believes that he is talking to I and sends the corresponding reply message. I forwards
it to A.

4. A — S :sign(A; B; Na; Np;
pk(e(Da, pkey(A, B)), S); pk(e(Dp, pkey(l, B)), 5), A)
A now forwards both encrypted data sets to the server S, who removes the outer layer

of encryption, applies f, and sends the results back to A and B.

5. 85 > A, B :sign(A; B; Na; NB;
sign(e(Da, pkey(A, B)) « e(Dp, pkey(I, B)), S)
If A now attempts to decrypt the result of S’s computation with her private key
corresponding to pkey(A, B), she will get nonsense, because one of the data sets was
encrypted with pkey(I, B). Depending upon whether or not A can recognize that she

has received nonsense, this can be used to prevent this attack.

We thus specify two versions of this protocol : one in which A verifies that she has received
e(X =Y, pkey(A, B)) for some X and Y, and one in which she does not.

If, in addition, we assume that = is an Abelian group operator, there are several attacks
in which Bob can learn Alice’s secret (and vice versa). In the first, Bob simply sends
the unit 1 as his data and receives Dy * 1 = Dy in return. In the second, Bob sends
his correct data and receives Dy = Dpg, and multiplies by (DB)_1 to obtain D4. These
attacks, although simple, were of interest to us because they follow from the Abelian group
properties of #, and so we ran Maude-NPA on an attack state in which Bob learns Alice’s
secret, using the homormorphic encryption over an Abelian pre-group with associativity
approximation. To demonstrate the associativity approximation’s influence on performance,
we investigated two such theories: Tapgaani, is the theory Tspgr, with the approximation
equation: (Dy* Ds) = (Dl)_1 = Dy. Tapcaans, is the theory Ty pgy, with the approximation
equation: (D * X) = (D1)™! = X with X of sort Msg, and D; and D, of sort Data, which
is a subsort of Msg. Notice that we start from an associativity approximation that is just

expressive enough for this specific protocol and then try a more expressive one.
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Steps Ts Ty, TapcH,
States | Time(ms) || States | Time(ms) || States | Time(ms)

Step 1 5 15941 8 1114538 11 4885493
Step 2 6 34298 9 1557783 13 4800678
Step 3 1 36514 2 2194422 2 8633163
Step 4 1 3084 1 6174 1 38997
Step 5 3 2409 3 5287 3 28363
Step 6 6 8106 6 29910 6 45339
Step 7 4 19615 4 103886 4 416986
Step ...
Step 15 ) 44835 ) 187119 ) 321147

Table 4.3: Results for authentication of Bob to Alice

Steps Tsr Ty, TapcH,
States | Time(ms) || States | Time(ms) || States | Time(ms)
Step 1 3 26183 4 1308574 8 3513537
Step 2 2 13251 3 1382475 6 4867452
Step 3 1 8489 1 2203056 1 8218407
Step 4 0 2974 0 4933 0 2775

Table 4.4: Results for authentication of Bob to a stronger Alice

Note that, additional equations needed can be approximated using attacker rules when
the theories themselves are not expressive enough. Approximation via attacker rules is less
expressive than using equational theories, but in some cases, depending both on the theory
and the protocol, they can be proven equivalent with respect to specific security properties.

We tried the authentication attack on the protocol specified with the theories Tyg (bounded
homomorphism, variant complexity 4), T, (multi set of keys with free operator, variant
complexity 8), and Tupgn, (Abelian pre-group,variant complexity 20). The results are
given in Table 4.3 for the insecure version of the protocol and Table 4.4 for the second
version of the protocol. We note that all the theories we obtained can be used for analyzing
this attack, since the higher the variant complexity, the longer the analysis time, we thus
consider only three equational theories. For the secrecy attack we investigated T'4pgaani,
and Tapcaang, as well as the theories Tpsqy (homomorphism between two Abelian groups,
variant complexity 2276) and Thxor (homomomorphism between two exclusive-or theories,
variant complexity 48), since Abelian group axioms are necessary for the secrecy attack.
The results for Tupgaami, and Tapcaams, are given in Table 4.5. The attack patterns are
specified in Maude-NPA as follows: the state ATTACK-STATE(0) indicates that Alice finished

her strand without the corresponding Bob’s strand and Alice cannot check the format of the
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received message.

eq ATTACK-STATE(O)
= :: 1, r’ :: kxkx Alice **x
[ nil ,
+(sign(b; n(a,r); pk(e(data(a,r’),pkey(a,b)),s),a)),
-(sign(n(a,r); N; Y1 ,b )),
+(sign(a; b; n(a,r); N; pk(e(data(a,r’),pkey(a,b)),s); Y1, a)),
-(sign(a; b; n(a,r); N; X3 * X4, s )) | nil ]
|| empty
|| nil
|| nil
|| never(
crrl, r2 .. **xBob *xx
[ nil |
-(sign(b; n(a,r); pk(e(data(a,r’),pkey(a,b)),s), a)),
+(sign(n(a,r); n(b,r1); pk(e(data(b,r2),pkey(a,b)),s), b)),
nil ]

& S:StrandSet || IK:IntruderKnowledge)

The state ATTACK-STATE (1) checks the same authentication property as ATTACK-STATE(0)

but with a stronger Alice who can tell whether she received nonsense or not.

eq ATTACK-STATE(1)
= ::1r, r’ :: k%xx Alice **x

[ nil ,

+(sign(b; n(a,r); pk(e(data(a,r’),pkey(a,b)),s),a)),
-(sign(n(a,r); N; Y1, b)),

+(sign(a; b; n(a,r); N; pk(e(data(a,r’),pkey(a,b)),s); Y1, a)),

-(sign(a; b; n(a,r); N; e(X3 * X4, pkey(a, b)), s)) | nil ]
|| empty

[l nil

Il nil

|| never(

corl, r2 :: **x*kBob k*x

[ nil |

-(sign(b; n(a, r); pk(e(data(a,r’),pkey(a,b)),s), a)),
+(sign(n(a, r); n(b,rl); pk(e(data(b,r2),pkey(a,b)),s), b)),
nil ]

& S:StrandSet || IK:IntruderKnowledge)
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Tables 4.3 and 4.4 show the number of states generated by Maude-NPA and the amount
of time taken for each step of the backwards reachability analysis. In Table 4.3, for each
theory Maude-NPA found the authentication attack in six steps. However, in each case
Maude-NPA failed to terminate and kept generating five states after fifteen steps. Upon
investigation, these appeared to be infinite paths that were not discarded by the Maude-
NPA state space reduction techniques. As we can also see from the table, as the variant
complexity of theories involved in the specification grows, the number of states and the time
needed for Maude-NPA to find the attack also grows, as well as the time it takes to complete
each step. Furthermore, the time it takes to complete a step increases with the variant
complexity of the theory even when the number of states generated at the step is the same
for all three theories. We conjecture that this is the result of Maude-NPA generating many
states that are then removed by the state space reduction mechanisms. Greater variant
complexity means that more failed states are generated as well as successful ones.

For the second attack analysis, when Alice can tell whether she received nonsense or not,
we verified that there is no authentication attack between Alice and Bob. Table 4.4 shows
the number of states and attacks generated by Maude-NPA in each step for the attack state
with different theories described above. For each theory Maude-NPA terminated at Step 4.
We note a similar relationship between between performance and variant complexity as in
Table 4.3.

The secrecy attack is specified in Maude-NPA by following attack pattern:

eq ATTACK-STATE(2)
=::r, r’
[ nil ,
+(sign(i; N; pk(e(data(a,r’),pkey(a,i)),s),a)),
-(sign(n(a,r); N; Y1, i)),
+(sign(a; i; n(a,r); N; pk(e(data(a,r’),pkey(a,i)),s); Y1, a)),
-(sign(a; i; n(a,r); N; e(X1, pkey(a, i)), s )) | mnil]

|| data(a, r’) inI

For the secrecy attack we found that the theories Th4gy and Toxor gave very discouraging
results. For Theory Tosgy Maude-NPA was not even able to complete Step 1, even for a
simpler version of the protocol we constructed (see below). For theory Toxor Maude-NPA
did a little better; it was able to complete Steps 1 and 2, but not Step 3. This is not
surprising, given the high variant complexity of the theories. We did not investigate these

two theories any further.
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Original

Steps TApGAAHIL, TApPGAAHZ,
States | Time States | Time
Step 1 8 133571 8 250829

Step 2 11 7196213 17 8383711
Step 3 13 13728328 44 25724593
Step 4 8 35712864 106 | 199325826
Step 5 8 21233267 (timeout)
Step 6 11 30402427
Step 7 23 40922662
Step 8 35 62267212

Step 9 (timeout)
Simpli fied
Steps TaPcAAHI, TApcaAH2,
States | Time States | Time

Step 1 12 36965 12 66910
Step 2 14 38855 32 67577
Step 3 11 52049 72 323521
Step 4 7 34262 179 | 1486682
Step 5 10 21881 482 15140859
Step 6 8 29695 (timeout)
Step 7 8 | 18233

Step 8 9 22508
Step 12 4 4534

Table 4.5: Results for secrecy

Even with Tapgaami, and Tapcaanz,, Maude-NPA struggled to find the secrecy attack,
as we can see in Table 4.5 for Tupgaans,. We thus tried Maude-NPA on a simpler version
of the protocol to get a better idea of the performance tradeoffs, omitting the checks for
authentication and freshness. This simplification is intended to reduce search space while
keeping the part of the protocol that is of interest to us. Maude-NPA was able to find
the two attacks in five steps for the simplified protocols. The search of the protocol with
Tapcaami, terminated after 12 steps and 4 possible attack sequences were found, while the
one with Tupgaanz, took a much longer time for each search step and suffered from state
explosion. Even so, it was able to produce 5 attack sequences before the explosion.

Since the associativity approximation of Tapgaami, is more restrictive than that of
Tapcasns, (indeed it is a special case of it), less variants are generated for the same term,
which reduced the state generation time. This result thus shows the tradeoff needed between

a more general theory and performance in practice.

52



4.4.2 Homomorphic Hash Protocol.

In this protocol, an initiator Alice and a responder Bob communicate to agree on a secret
N,. The messages are encrypted using a shared key, together with a hash function for the
integrity of the messages. But let us suppose that the hash function A has a fatal flaw: the
hash function h is homomorphic. This flaw leads to a possible authentication attack. The

protocol proceeds as follows:

1. A-> B: A;Ny

The protocol starts by A sending her name and a nonce to B.

2. B— A: Np;shk(Ns* Na, Kag); shk(h(Np * Ny« Ng, Kap), Kag)
After receiving the message from A, B generates his nonce and the intended secret Nj.
B then responds with his nonce, together with two messages that are encrypted with a
shared key. To guarantee the integrity, one of the encrypted messages includes a hash

of both A and B’s nonces and the secret.

3. A— B: S]’L/{Z(NA, KAB); Shk(h(NB * N,/47KAB)7KAB)

A confirms that she received the message.

Now taking advantage of the homomorphic property of the hash function, an intruder can
pretend to be Alice and trick Bob into believing that he has agreed on a secret with Alice.

The flaw is as follows:

1. I(A) > B: A; Ny

I pretends to be A, and send B A’s name and its nonce.

2. B —> I(A) . NB; Shk(Ns, N[, KAB); Sh/{(h(NB * Ns * NI>KAB)>KAB)
B responds to A, which is intercepted by I.

3. I(A) = B : shk(Ng; Ny, Kag); shk(h(Np = Ng = Ni, Kag), Kag)
I sends B the encrypted part of the message that it intercepted in the previous step.
Since h is homomorphic over #, we have h(Ng * Ny * NA, Kap) = h(Np Kap) *
h(Ns* NA K4p). Therefore one can send the confirmation message without knowing
K ap. Depending on whether B can tell the difference between a single nonce and a
combination of different nonces, B can be fooled into accepting the message he sent in

the second step of the protocol as a confirmation.

We tried the authentication attack on the protocol specified with the theories Tyy (bounded

homomorphism), Ty, (multiset of keys with free operator), Tpgy, (homomorphism over
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pre-group), Tapch, (homomorphism over Abelian pre-group), Taper, (homomorphism over
pre-Xor), and Texogry (homomorphism between two exclusive-or theories). We note that all
the theories we obtained can be used for analyzing this attack. But Maude-NPA struggled to
finish even the first step with the theory Ts4¢g (homomorphism between two Abelian groups,
variant complexity 2276) due to the high variant complexity, we therefore omit it here. The
results are given in Table 4.6 for the protocol in which Bob cannot tell the difference between
a single nonce and a combination of different nonces. In Table 4.7, we give the results for
the protocol with a stronger Bob who can distinguish the difference between a single nonce
and a combination of different nonces.

The attack pattern is specified in Maude-NPA as follows, which indicates that principal
B, who is acting as the responder, finished his strand thinking that he agreed on a secret

with A, but A did not actually participate in the communication.

eq ATTACK-STATE(0)
=::r, r’
[ nil, -(a ; Na),
+(n(b, r) ; shk(h(n(b, r) * n(b, r’) * Na, mkey(a, b)),
mkey(a, b)) ; shk(n(b, r’) * Na, mkey(a, b))),
-(shk(h(n(b,r) * Na’, mkey(a, b)), mkey(a, b)) ;
shk(Na’, mkey(a, b))) | nil ]
|| empty
|| nil
|| nil
|| never(
(::r1, r2 :: [nil | +X), -(Y), +(Z), nill
& S:StrandSet || K:IntruderKnowledge)
(::r1, r2 :: [nil | +(X), nil]
& S:StrandSet || K:IntruderKnowledge))

Table 4.6 shows the number of states generated by Maude-NPA and the amount of time
taken for each step of the backwards reachability analysis. For each theory, except the theory
Toxorn, Maude-NPA found the authentication attack in two steps and terminated in six
steps. For the protocol with the theory Thxory, Maude-NPA also found the authentication
attack in two steps, but it was not able to terminate. As we can see from the tables, as the
variant complexity of theories involved in the specification grows, the number of states and
the time needed for Maude-NPA to find the attack also grows in general.

But we also noticed an exception with the theory Tpx,rm,, which generates more states

than the protocol using theory T4pgn,. Upon inspection, by the construction of the terms
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Steps T4H TH& TPGH&
States | Time(ms) || States | Time(ms) || States | Time(ms)
Step 1 6 4225 3 1947 5 3174
Step 2 6 4613 4 2048 4 3497
Step 3 7 5825 6 2805 6 3097
Step 4 4 6866 8 6232 8 6938
Step 5 2 3190 4 5675 4 6096
Step 6 1 1692 1 3701 1 4032
Steps TapcH, Tpxort, ToxorH
States | Time(ms) || States | Time(ms) || States | Time(ms)
Step 1 5 2989 12 4640 14 10377
Step 2 4 3167 17 8767 15 18159
Step 3 6 2950 21 15340 19 22570
Step 4 8 6520 25 31086 23 42073
Step 5 4 5983 9 21238 13 35978
Step 6 1 3908 1 11924 15 31286
Step 7 1 0 1 0 20 101249
Step 8 1 0 1 0 timeout

Table 4.6: Results for authentication of A to B

in the protocol specification, the protocol using the theory Tpx,-z, tends to generate not
only the states that are generated when using the theory 17’4 pgn, , but also some twin states
in which certain terms are unified. These twin states turn out to be unproductive states. By
adding disequality constraints in the attack pattern, we were able to reduce half of the states
while still terminating and found the stated authentication attack. This is also an example
showing that the patterns in the protocol specification may also influence the performance.
For the second attack analysis, when B can tell whether he received a nonce or not, we
verified that there is no authentication attack between A and B. Table 4.7 shows the number
of states and attacks generated by Maude-NPA in each step for the attack state with different
theories described above. For each theory Maude-NPA terminated within 4 steps. We note
a similar relationship between performance and variant complexity as in Table 4.6.
Another interesting observation is that, if in the second step the message that B sends
to A contains h(Ng = Ny = Ng, Kap) instead, this attack can be prevented for theories in
which = is not commutative, even when B cannot tell the difference between a single nonce
and a combination of different nonces; but this fix cannot prevent this attack for theories in
which = is commutative. The number of states generated by Maude-NPA and the amount of
time taken for each step of the backwards reachability analysis are given in Table 4.8. For
the protocols with theories Ty, T, and Tpqh, , Maude-NPA terminated in 5 steps without

finding this authentication attack. For the protocols with theories T4pcn, and Trxorm, ,
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Steps T4H TH& TPGH&
States | Time(ms) || States | Time(ms) || States | Time(ms)
Step 1 1 1382 1 969 1 1043
Step 2 0 783 2 860 2 984
Step 3 0 0 1 1681 1 1826
Step 4 0 0 0 996 0 1077
Steps TapcH, Tpxort, ToxorH
States | Time(ms) || States | Time(ms) || States | Time(ms)
Step 1 1 984 4 2046 4 3771ms
Step 2 2 964 8 3015 6 5145
Step 3 1 1757 4 5204 2 8102
Step 4 0 1117 0 3317 0 3623

Table 4.7: Results for authentication of A to a stronger B

Maude-NPA found the authentication attack in 5 steps and terminated in 6 steps. For the
protocols with the theory Tox,.y, Maude-NPA also found the authentication attack in 5

steps but did not terminate. We saw a similar relationship between performance and variant

complexity as in Table 4.6.

Steps Tiu Ty, TpaH,
States | Time(ms) || States | Time(ms) || States | Time(ms)
Step 1 3 2747 2 1595 4 2811
Step 2 1 2118 3 1329 3 2721
Step 3 1 965 3 2496 3 2705
Step 4 0 906 1 2541 1 2750
Step 5 0 0 0 772 0 826
Steps TapcH, TpxorHy, Toxort
States | Time(ms) || States | Time(ms) || States | Time(ms)
Step 1 4 2962 8 3843 8 8354
Step 2 4 2788 18 6578 18 13805
Step 3 7 4177 22 17146 16 32024
Step 4 6 6802 18 23796 16 40088
Step 5 3 5208 5) 15533 7 34454
Step 6 1 2331 1 5310 11 13037
Step 7 1 0 1 0 19 416986
Step 8 1 0 1 0 timeout

Table 4.8: Results for authentication of A to B
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4.5 CONCLUDING REMARKS

The lack of FVP for H and AGH has made unification-based formal protocol analysis
difficult to perform by extensible and generic methods such as variant-based unification.
In this chapter we have addressed this problem by studying a hierarchy of theories for
homomorphic encryption that are all FVP. The existence of finitary unification algorithms
for these theories seems to be a new result in the area of unification theory. We have
also introduced variant complexity as a metric and shown how it affects performance. One
important lesson learned from our experiments in using these theories for protocol analysis
is that there is a tradeoff between theory accuracy (typically at the cost of higher variant
complexity) and efficiency of the analysis process. Our hierarchy allows users to choose the

right balance for their problem to negotiate this tradeoff.
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CHAPTER 5: STRAND SPACE WITH CHOICE VIA A PROCESS
ALGEBRA SEMANTICS

5.1 INTRODUCTION

In the course of developing a specification language suitable for the formal analysis of
cryptographic protocols, it has become clear that there are certain universal features that
can best be handled by accounting for them directly in the syntax and semantics of the formal
specification language, e.g., unguessable nonces, communication across a network controlled
by an attacker, and support for the equational properties of cryptographic primitives. Thus a
number of different specification languages have been developed that include these features.

At the same time, it is necessary to provide support for more commonly used constructs,
such as choice points that cause the protocol to continue in different ways, and to do so in
such a way that they are well integrated with the more specifically cryptographic features of
the language. However, in their original form most of these languages do not support choice,
or support it only in a limited way.

In particular the strand space model [25], one of the popular models designed for use
in cryptographic protocol analysis, does not support choice in its original form; strands
describe linear sequences of input and output messages, without any branching. One way of
dealing with this limitation, and of formalizing strand spaces in general, has been to embed
the strand space model in some other formal system that supports choice, e.g., event-based
models for concurrency [52], Petri nets [53], or multi-set rewriting [54]. However, we believe
that there is an advantage in introducing choice in the strand space model itself, while
proving soundness and completeness with another formal system in order to validate the
augmented model. This can allow us to concentrate on handling the different types of choice

that commonly arise in cryptographic protocols.

5.1.1 Contributions

We address the problem of representing choice in the strand space model, particularly
as it is used in the Maude-NPA cryptographic protocol analysis tool. We have identified a
class of choices which includes finite branching and some cases of infinite branching. At the
theoretical level, we provide a bisimulation result between the expected forwards execution

semantics of the new process algebra and the original symbolic backwards semantics of

IThis chapter is based on the paper [91], joint work with Santiago Escobar, Catherine A. Meadows, José
Meseguer and Sonia Santiago.
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Maude-NPA. This requires extra intermediate forwards and backwards semantics that are
included in this chapter, together with all the proofs. What these results make possible
is a sound and complete symbolic reachability analysis method for cryptographic protocols
with choice modulo equational properties of the cryptographic functions satisfying the finite
variant property (FVP). At the tool level, we have fully integrated the process algebra
syntax, and its transformation into strands, and have developed new methods to specify
attack states using the process notation in the recent release of Maude-NPA 3.0 (see [58]).
Furthermore, we illustrate the expressive power and naturalness of adding choice to strand

spaces with various examples, and show how it can be effectively used in formal analysis.

5.1.2 Choice in Maude-NPA

Previous to this work, Maude-NPA offered some ways of handling choice, but its scope
was limited, and a uniform semantics of choice was lacking. Several kinds of branching
could be handled by a protocol composition method in which a single parent strand is
composed with one or more child strands. However, repurposing composition for branching
has its limitations. First of all, it is possible to inadvertently introduce non-deterministic
choice into what was intended to be deterministic choice by unwise choice of input and
output parameters. Secondly, the limitation to pattern matching rules out certain types
of deterministic choice conditioned on predicates that cannot be expressed this way, e.g.,
disequality predicates. Finally, implementation of choice via composition can be inefficient,
since Maude-NPA must evaluate all possible child strands that match a parent strand.

Maude-NPA, in common with many other cryptographic protocol analysis tools, also offers
a type of implicit choice that does not involve branching: non-deterministic choice of the
values of certain variables. For example, a strand that describes an initiator communicating
with a responder generally uses variables for both the initiator and responder names; this
represents a non-deterministic choice of initiator and responder identities. However, the
semantic implications of this kind of choice were not that well understood, which made it
difficult to determine where it could safely be used. Clearly, a more unified treatment of
choice was necessary, together with a formal semantics of choice.

In this work we have developed a taxonomy of choice features in which the categories
of deterministic and non-deterministic choice are further subdivided. First of all, non-
deterministic choice is subdivided into ezplicit and implicit non-deterministic choice. In

explicit non-deterministic choice a role? chooses either one branch or another at a choice

2 As further explained later, the behaviors of protocol participants, e.g., sender, receiver, server, etc., are
described by their respective roles.
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point mnon- deterministically. In implicit non-deterministic choice a logical choice variable
is introduced which may be non-deterministically instantiated by the role. Deterministic
choice is subdivided into (explicit) if-then-else choice and implicit deterministic choice. In
if-then-else choice a predicate is evaluated. If the predicate evaluates to true one branch is
chosen, and if it evaluates to false another branch is chosen. Deterministic choice with more
than two choices can be modeled by nesting of if-then-else choices. In implicit deterministic
choice, a term pattern is used as an implicit guard, so that only messages matching such
pattern can be chosen, i.e., accepted, by the role. Although implicit deterministic choice can
be considered a special case of if-then-else choice in which the second branch is empty, it is
often simpler to treat it separately. Classifying choice in this way allows us to represent all
possible behaviors of a protocol by a finite number of strands modeling possible executions,
while still allowing the variables used in implicit non-deterministic and deterministic choice

to be instantiated in a typically infinite number of ways.

5.1.3 A Motivating Example

In this section we introduce a protocol that we will use as a running example. It is a
simplified version of the handshake protocol in TLS 1.3 [92], a proposed update to the TLS
standard for client-server authentication. This protocol, like most other protocol standards,
offers a number of different choices that are applied in different situations. In order to
make the presentation and discussion manageable, we present only a subset here: the client
chooses a Diffie-Hellman group, and proposes it to the server. The server can either accept
it or request that the client proposes a different group. In addition, the server has the option
of requesting that the client authenticates itself. We present the protocol at a high level
similar to the style used in [92].

Example 5.1. We let a dashed arrow --+ denote an optional message, and an asterisk *

denote an optional field.

1. ¢'— S : ClientHello, Key_Share
The client sends a Hello message containing a nonce and the Diffie-Hellman group it

wants to use. It also sends a Diffie-Hellman key share.

e 1.1 S --» C : HelloRetryRequest
The server may optionally reject the Diffie-Hellman group proposed by the client

and request a new one.

e 1.2 C --» S : DHGroup, Key_Share

The client proposes a new group and sends a new key share.
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2. S — C: ServerHello, Key_Share,
{AuthReq*},{CertificateVerify }, {Finished}
The server sends its own Hello message and a Diffie-Hellman key share. It may option-
ally send an AuthReq to the client to authenticate itself with a public key signature
from its public key certificate. It then signs the entire handshake using its own public
key in the CertificateVerify field. Finally, in the Finished field it computes a MAC over
the entire handshake using the shared Diffie-Hellman key. The {} notation denotes a
field encrypted using the shared Diffie-Hellman key.

3. C — §: {CertificateVerify*}, {Finished}
If the client received an AuthReq from the server it returns its own CertificateVerify
and Finished fields.

5.1.4 Plan of the chapter

The rest of this chapter is organized as follows. We first define the process algebra syntax
and operational semantics in Section 5.2. In Section 5.3 we extend Maude-NPA’s strand
space syntax to include choice operators. The main bisimulation results between the ex-
pected forwards semantics of the process algebra in Section 5.2 and the original symbolic
backwards strand semantics of Maude-NPA of Section 3 are Theorems 5.4 and 5.5. They are
proved by introducing an intermediate semantics, a forward strand space semantics originally
introduced in [60]. First, in Section 5.3 we extend the strand space model with constraints,
since strands are the basis of both the forwards semantics and the backwards semantics of
Maude-NPA. In Section 5.4 we augment the forwards strand space semantics of [60] with
choice operators and operational semantic rules to produce a constrained forwards seman-
tics. In Section 5.5 we prove bisimilarity of the process algebra semantics of Section 5.2 and
the constrained forwards semantics of Section 5.4. In [60] the forwards strand space seman-
tics was proved sound and complete w.r.t. the original symbolic backwards semantics of
Maude-NPA and, therefore, such proofs had to be extended to handling constraints. In Sec-
tion 5.6 we augment the original symbolic backwards semantics of Maude-NPA with choice
operators and operational semantic rules to produce a constrained backwards semantics. In
Section 5.7 we then prove that the constrained backwards semantics is sound and complete
with respect to the constrained forwards semantics. By combining the bisimulation between
the process algebra and the constrained forwards semantics on the one hand (Theorem 5.1)
and the bisimulation between the constrained forwards semantics and the constrained back-

wards semantics on the other hand (Theorems 5.3 and 5.2) we obtain the main bisimulation
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results (Theorems 5.4 and 5.5). Finally, in Section 5.8 we describe how the process algebra
has been fully integrated into Maude-NPA and show some experiments that we have run
using Maude-NPA on various protocols exhibiting both deterministic and non-deterministic

choice. In Section 5.9 we discuss related work. Finally, we conclude in Section 5.10.

5.2 A PROCESS ALGEBRA FOR PROTOCOLS WITH CHOICE

In this section we define a process algebra that extends the strand space model to naturally
specify protocols exhibiting choice points. Throughout this chapter we refer to this process
algebra as the protocol process algebra.

The rest of this section is organized as follows. First, in Section 5.2.1 we define the syntax
of the protocol process algebra and state the requirements that a well-formed process must
satisfy. Then in Section 5.2.2, we explain how protocol specifications can be defined in this
process algebra. In Section 5.2.3 we then define the operational semantics of the protocol
process algebra. Note that the operational semantics of Maude-NPA given in Section 3
corresponds to a symbolic backwards semantics, while in Section 5.2.3 we give a rewriting-
based forwards semantics for process algebra. Sections 5.5 and 5.7 will relate these two

semantics using a bisimulation.

5.2.1 Syntax of the Protocol Process Algebra

In the protocol process algebra the behaviors of both honest principals and the intruder
are represented by labeled processes. Therefore, a protocol is specified as a set of labeled
processes. Each process performs a sequence of actions, namely, sending or receiving a
message, and may also perform deterministic or non-deterministic choices. The protocol
process algebra’s syntax is parameterized® by a sort Msg of messages and has the following

syntax:

ProcConf ::= LProc | ProcConf & ProcConf | &
LProc ::= (Role,I,J) Proc
Proc ::=nilP | + Msg | — Msg | Proc - Proc |
Proc 7 Proc | if Cond then Proc else Proc
Cond = Msg # Msg | Msqg = Msg

3More precisely, as explained in Section 5.2.2, they are parameterized by a user-definable equational
theory (Xp, Ep) having a sort Msg of messages.
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e ProcConf stands for a process configuration, that is, a set of labeled processes. The

symbol & is used to denote set union for sets of labeled processes.

e LProc stands for a labeled process, that is, a process Proc with a label (Role, I, J).
Role refers to the role of the process in the protocol (e.g., initiator or responder). I
is a natural number denoting the identity of the process, which distinguishes different
instances(sessions) of a process specification. J indicates that the action at stage J of
the process specification will be the next one to be executed, that is, the first J — 1
actions of the process for role Role have already been executed. Note that we omit [

and J in the protocol specification when both [/ and J are 0.

e Proc defines the actions that can be executed within a process. +Msg, and —Msg
respectively denote sending out or receiving a message Msg. We assume a single chan-
nel, through which all messages are sent to or received by the intruder. “Proc - Proc”
denotes sequential composition of processes, where symbol _._ is associative and has
the empty process nilP as identity. “Proc 7 Proc” denotes an explicit nondeterministic
choice, whereas “if Cond then Proc else Proc” denotes an explicit deterministic choice,

whose continuation depends on the satisfaction of the constraint Cond.

e (Cond denotes a constraint that will be evaluated in explicit deterministic choices. In
this work we only consider constraints that are either equalities (=) or disequalities

(#) between message expressions.

Let PS, QS, and RS be process configurations, and P, (), and R be protocol processes.

Our protocol syntax satisfies the following structural axioms:

PS&QS = QS & PS (5.1) PS&@ = PS (5.4)
(PS& QS) & RS = PS & (QS & RS) (5.2) P nilP =P (5.5)
(P-Q)-R=P-(Q-R) (5.3) nilP - P = P (5.6)

The specification of the processes defining a protocol’s behavior may contain some variables
denoting information that the principal executing the process does not yet know, or that will
be different in different executions. In all protocol specifications we assume three disjoint

kinds of variables:

e fresh wvariables: these are not really variables in the standard sense, but names for
constant values in a data type Vgesn Of unguessable values such as nonces. A fresh
variable r is always associated with a role ro € Role in the protocol. For each protocol

session 7, we associate to r a unique name r.ro.: for a constant in the data type Viesh.
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What is assumed is that if r.ro.i # r’.ro’.j (including the case r.ro.i # r.ro.j), the
values interpreting r.ro.i and 1’'.ro’.j in Vgesnh are both different and unguessable. In
particular, for role ro € Role, the interpretation mapping I : {r.ro.i | i € N} — Veen
is injective and random. In our semantics, a constant r.ro.i denotes its (unguessable)
interpretation I(7.70.1) € Vgesn. Throughout this chapter we will denote this kind of

variables as r,r1, 7o, .. ..

e choice variables: these are variables first appearing in a sent message + M, which
can be substituted by any value arbitrarily chosen from a possibly infinite domain.
A choice variable indicates an implicit non-deterministic choice. Given a protocol
with choice variables, each possible substitution of these variables denotes a possible
continuation of the protocol. We always denote choice variables by uppercase letters

postfixed with the symbol “?” as a subscript, e.g., A7, B, .. ..

e pattern variables: variables first appearing in a received message —M . These vari-
ables will be instantiated when matching sent and received messages. Implicit deter-
manistic choices are indicated by terms containing pattern variables, since failing to
match a pattern term may lead to the rejection of a message. A pattern term plays
the implicit role of a guard, so that, depending on the different ways of matching it,
the protocol can have different continuations. This kind of variables will be written

with uppercase letters, e.g., A, B, N4, ....

Note that fresh variables are distinguished from other variables by having a specific sort
Fresh. Choice variables and pattern variables can never have sort Fresh.

To guarantee the requirements on different kinds of variables that can appear in a given
process, we consider only well-formed processes. We make this notion precise by defining
a function wf : Proc — Bool checking whether a given process is well-formed. A labeled
process is well-formed if the process it labels is well-formed. A process configuration is well-
formed if all the labeled process in it are well-formed. The definition of wf uses an auxiliary
function shVar : Proc — VarSet, retrieving the “shared variables” of a process, i.e., the set
of variables that show up in all branches. Below we define both functions, where P, (), and

R are processes, M is a message, and T is a constraint.

shVar(+M - P) = Var(M) u shVar(P)

shVar(—M - P) = Var(M) v shVar(P)

shVar((if T then P else Q) - R) = Var(T) u (shVar(P) n shVar(Q)) v shVar(R)
(

shVar((P ? Q) - R) = (shVar(P) n shVar(Q)) u shVar(R)
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shVar(nilP) =
wf(P-+M) = wf(P) if (Var(M) n Var(P)) < shVar(P)
wf(P-—M) = wf(P) if (Var(M) n Var(P)) < shVar(P)
wf(P - (if T then Q else R)) = wf(P-Q) A wf(P - R)

if P # nilP and @ # nilP and Var(T) < shVar(P)
wf(P-(Q7R))=uwf(P-Q) Awf(P-R) if Q # nilP orR # nilP
wf (P - nilP) = wf(P)
wf (nilP) = True.

Remark 5.1. Note that the well-formedness property implies that if a process begins with a
deterministic choice action if T then () else R, then all variables in T" must be instantiated,
and thus only one branch may be taken. For this reason, it is undesirable to specify processes
that begin with such an action. Furthermore, note that the well-formedness property avoids
explicit choices where both possibilities are the nilP process. That is, processes containing

either (if T then nil else nil), or (nil ¢ nil), respectively.

We illustrate the notion of well-formed process below.

Example 5.2. The behavior of a Client initiating an instance of the handshake protocol
from Example 5.1 with the Server, where the Server may or may not request the Client to

authenticate itself, may be specified by the well-formed process shown below:

(Client) + (hs;n(C2,71); Go; gen(Go); keyG (G, Cr,12)) -
— (hs; N; Go; gen(Gr); E; Z(AReq, G2, E,Cy,11, S, HM)) -
if (AReq = authreq)
then
+ (e(keyE(Ge, E,Co,11),
sig(C,W(HM, AReq, S?,G, E,C7,11));
mac(keyE(G2, E,,Cy,r1), W(HM, AReq, S, G2, E,C5,711)))) -
else
+ (e(keyE(Ge, E,Co,13),
mac(keyE(Go, E,Co,19), W(HM, AReq, S,G7, E,C2,71))))

where KeyG, Z and W are macros used to construct messages sent in the protocol. The
variables C; and G are choice variables denoting the client and Diffie-Hellman group re-
spectively, and the variables r; and ry are fresh variables. All other variables are pattern

variables. In particular, the variable A Req is a pattern variable that can be instantiated to
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either authreq or noauthreq. The Client makes a deterministic choice whether or not to sign

its next message with its digital signature, depending on which value of AReq it receives.

Example 5.3. The behavior of a Server who may or may not request a retry from a Client

in an instance of the handshake protocol from Example 5.1 may be specified as follows:

(Server) : — (hs; N; G; gen(G); E)-
(((+(hs;retry)-
— (hs; N';G'; gen(G'); E')-
+ (hs;n(S7,71); G' gen(G'); keyG(G', Sz, 72);
Z(AReqy,G' E', S, 1,52, HM)))
?
(+(hs;n(S2,71); G; gen(G); keyG(G, S, 12);
Z(AReq+,G,E, S,r2,S2, HM)))))

In this case the server nondeterministically chooses to request or not to request a retry.
In the case of a retry it waits for the retry message from the client, and then proceeds with
the handshake message using the new key information from the client. In the case when
it does not request a retry, it sends the handshake message immediately after receiving the
client’s Hello message. The variable 75 is a fresh variable, while S; and ARegq, are choice
variables. S denotes the name of the server, and ARegq, is nondeterministically instantiated

to authreq or noauthreq.

Example 5.4. The following process does not satisfy the well-formedness property.

(Resp) — (pk(B, A; NA)):
(+(pk(A, L;n(B,7))) 7 + (pk(A,2))) -
+ (pk(Ce,n(B,7)))

The problem with this process is the fresh variable r appearing in message +(pk(C>,n(B,1))),

since

r ¢ shVar(—(pk(B, A; NA)) - (+(pk(A, 1;1(B,7))) 7 + (pk(4,2))))

more specifically, because it does not appear in message +(pk(A, 2)), but r € Var(—(pk(B, A;
NA)) - (+(pk(A, 1;n(B, 1)) 7 + (pk(A,2)))).
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5.2.2  Protocol Specification in Process Algebra

Given a protocol P, we define its specification in the protocol process algebra, written
Ppa, as a pair of the form Ppy = ((Xpap, Epay), Pra), where (Xpa,, Epa,) is an equational
theory explained below, and Ppy is a term denoting a well-formed process configuration
representing the behavior of the honest principals as well as the capabilities of the attacker.
That is, Ppa = (r0;)Py & ... & (ro;)P;, where each rog, 1 < k < i, is either the role of
an honest principal or identifies one of the capabilities of the attacker. Ppy cannot contain
two processes with the same label, i.e., the behavior of each honest principal, and each
attacker capability are represented by a unique process. Eps, = Ep U Epy is a set of
equations with Fp denoting the protocol’s cryptographic properties and Eps denoting the
properties of process constructors. The set of equations Ep is user-definable and can vary
for different protocols. Instead, the set of equations Ep, is always the same for all protocols.

Y pap, = 2p U Xpy is the signature defining the sorts and function symbols as follows:

e Y5 is an order-sorted signature defining the sorts and function symbols for the messages
that can be exchanged in protocol P. However, independently of protocol P, ¥p must
always have a sort Msg as the top sort in one of its connected components. We call
a sort S a data sort iff it is either a subsort of Msg, or there is a message constructor
¢:51...5..5, = 5, with S’ a subsort of Msg. The specific sort Fresh for fresh variables
is an example of a data sort. Choice and pattern variables have sort Msg or any of its

subsorts.

e >.p, is an order-sorted signature defining the sorts and function symbols of the pro-
cess algebra infrastructure. Ypy corresponds exactly to the BNF definition of the
protocol process algebra’s syntax in Section 5.2.1. Although it has a sort Msg for
messages, it leaves this sort totally unspecified, so that different protocols P may use
completely different message constructors and may satisfy different equational prop-
erties Fp. Therefore, ¥ ps will be the same signature for any protocol specified in
the process algebra. More specifically, ¥ ps contains the sorts for process configura-
tions (ProcConf), labeled processes (LProc), processes (Proc), constraints (Cond), and
messages(Msg), as well as the subsort relations LProc < ProcConf. Furthermore, the

function symbols in ¥ ps are also defined according to the BNF definition.

Therefore, the syntax X p4, of processes for P will be in the union signature Xpg U Xp,
consisting of the protocol-specific syntax ¥p, and the generic process syntax > ps through
the shared sort Msg.
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5.2.3 Operational Semantics of the Protocol Process Algebra

Given a protocol P, a state of P consists of a set of (possibly partially executed) labeled
processes, and a set of terms in the intruder’s knowledge {I K'}. That is, a state is a term of
the form {LP, & --- & LP, | {IK}}. Given a state St of this form, we abuse notation and
write LP, € St if LP, is a labeled process in the set LP, & --- & LP,.

The intruder knowledge I K models the single channel through which all messages are sent
and received. We consider an active attacker who has complete control of the channel, i.e, can
read, alter, redirect, and delete traffic as well as create its own messages by means of intruder
processes. That is, the purpose of some L P, € St is to perform message-manipulation actions
for the intruder.

State changes are defined by a set Rpa, of rewrite rules, such that the rewrite theory
(X pap+State, Epap, Rpay) characterizes the behavior of protocol P, where X pa, 4 siate €xtends
Y pa, by adding state constructor symbols. We assume that a protocol’s execution begins
with an empty state, i.e., a state with an empty set of labeled processes, and an empty
intruder knowledge. That is, the initial state is always of the form {¢ | {empty}}. Each

transition rule in Rpy, is labeled with a tuple of the form (7o, 4, j, a, n), where:

e 70 is the role of the labeled process being executed in the transition.

e | denotes the identifier of the labeled process being executed in the transition. Since
there can be more than one process instance of the same role in a process state, @
is used to distinguish different instances, i.e., ro and ¢ together uniquely identify a

process in a state.
e j denotes the process’ step number since its beginning.

e ¢ is a ground term identifying the action that is being performed in the transition. It

(13

has different possible values: “+m” or “—m” if the message m was sent (and added to

7 if the message m was sent but

the intruder’s knowledge) or received, respectively; “m
did not increase the intruder’s knowledge, “?” if the transition performs an explicit
non-deterministic choice, or “7T” if the transition performs a explicit deterministic

choice.

e n is a number that, if the action that is being executed is an explicit choice, indicates
which branch has been chosen as the process continuation. In this case n takes the
value of either 1 or 2. If the transition does not perform any explicit choice, then

n = 0.
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Below we describe the set of transition rules that define a protocol’s execution in the
protocol process algebra, that is, the set of rules Rps,. Note that in the transition rules

shown below, PSS denotes the rest of labeled processes of the state (which can be the empty
set ).

e The action of sending a message is represented by the two transition rules below.
Since we assume that the intruder has complete control of the network, it can learn
any message sent by other principals. Rule (PA++) denotes the case in which the sent
message is added to the intruder’s knowledge. Note that this rule can only be applied
if the intruder has not already learnt that message. Rule (PA+) denotes the case in
which the intruder chooses not to learn the message, i.e., the intruder’s knowledge
is not modified, and, thus, no condition needs to be checked. Since choice variables
denote messages that are nondeterministically chosen, all (possibly infinitely many)

admissible ground substitutions for the choice variables are possible behaviors.

{(ro,i,j) (+M - P) & PS | {IK}}
—(roijiMo0) {(r0,1,j + 1) Po & PS | {MoeZ, IK}}
if (MoeT) ¢ IK

where o is a ground substitution binding choice variables in M (PA++)

{(ro,i,j) (+M - P) & PS | {IK}}
—(ro,i,j,Ma,0) {(TO,i,j + 1) Po & PS ’ {IK}}

where o is a ground substitution binding choice variables in M (PA+)

e As shown in the rule below, a process can receive a message matching a pattern M
if there is a message M’ in the intruder’s knowledge, i.e., a message previously sent
either by some honest principal or by some intruder process, that matches the pattern
message M. After receiving this message the process will continue with its variables
instantiated by the matching substitution, which takes place modulo the equations Fp.
Note that the intruder can “delete” a message via choosing not to learn it (executing
Rule PA+ instead of Rule PA++) or not to deliver it (failing to execute Rule PA-).

{(ro,i,§) (~M - P) & PS | {M'eL, IK}}
—)(ro,i,j,fMo',O) {(TO,i,j + 1) Po & PS | {M/EI, IK}}
if M' =, Mo (PA-)
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e The two transition rules shown below define the operational semantics of explicit deter-
manistic choices. That is, the operational semantics of an of T then P else () expression.
More specifically, rule (PAifl) describes the then case, i.e., if the constraint 7" is sat-
isfied, the process will continue as P. Rule (PAif2) describes the else case, that is,
if the constraint 7' is not satisfied, the process will continue as (). Note that, since
we only consider well-formed processes, these transition rules will only be applied if
j = 1. Note also that since T" has been fully substituted by the time the if-then-else
is executed, and the constraints that we considered in this chapter are of the form
m #p, m' or m =g, m', the satisfiability of T can be checked by checking whether

the corresponding ground equality or disequality holds.

{(ro,i,7) ((if T then P else Q) - R) & PS | {IK}}
—(roig1) {(ro,1,7 +1) (P R) & PS|{IK}} iof T (PAif1)

{(ro,i,7) ((if T then P else Q) - R) & PS | {IK}}
—(roijr.2) {(ro,i,5 +1) (Q- R) & PS [{IK}} if =T (PAif2)

e The two transition rules below define the semantics of explicit non-deterministic choice
P 7 Q. In this case, the process can continue either as P, denoted by rule (PA?71), or
as @, denoted by rule (PA72). Note that this decision is made non-deterministically.

{(ro,1,7) (P 7 Q) R) & PS | {IK}}
— (o2 1(ro,i,j+1) (P-R) & PS|{IK}} (PA?1)

{(ro,i,j) (P ? Q) R) & PS | {IK}}
7 (ro,i,j,7,2) {(’I“O,’i,j + 1)(@ : R) & PS | {IK}} (PA?Q)

e The transition rules shown below describe the introduction of a new process from the
specification into the state, which allows us to support an unbounded session model.
Recall that fresh variables are associated with a role and an identifier. Therefore, when-

ever a new process is introduced: (a) the largest process identifier (i) will be increased
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by 1, and (b) new names will be assigned to the fresh variables in the new process.
The function MazProcld(PS,ro) in the transition rule below is used to get the largest
process identifier (i) of role ro in the process configuration P.S. The substitution p,, ;41
in the transition rule below takes a labeled process and assigns new names to the fresh
variables according to the label. More specifically, (ro,i + 1,1) Py(r1,...,70)Proit1 =
(ro,i+1,1) Pe(ry,...,m){r1 — r.roi+1,...,r, — ry.roi+ 1}. In a process state, a
role name together with an identifier uniquely identifies a process. Therefore, there is
a unique subset of fresh names for each process in the state. In the rest of this chapter

we will refer to this kind of substitutions as fresh substitutions.

g
v (7“0) Pk € PpA

{PS | {IK}}
> (ro,i+1,1,A,Num) {(TO,’i + 172) P]; & PS | {IK’}}
VIFA{(ro,i+1,1) Pepros+1 [ {IK}} > (PAL)

> (ro,i+1,1,A,Num) {(TO,i + 1a 2) P]; | {IK/}}
where pro i1 5 a fresh substitution,
| ¢ = MazProcld(PS,ro)

Note that A denotes the action of the state transition, and can be of any of the forms

explained above. The function MaxProcld is defined as follows:

MazxProcld(, o) = 0
MazxProcld((ro,i,j)P&PS, ro) = max(MazxProcld(PS,ro),1)
MaxProcld((rd, i, j)P&PS,ro) = MaxProcld(PS,ro) if ro # rod

where PS denotes a process configuration, P denotes a process, and ro, ro’ denote role

narmes.

Therefore, the behavior of a protocol in the process algebra is defined by the set of tran-
sition rules Rpa, = {(PA++), (PA+), (PA-), (PAifl), (PAif2), (PA?1), (PA72)} U (PA&).

Our main result is a bisimulation between the state space generated by the transition rules
R;;, associated to the symbolic backwards semantics of Section 3, and the transition rules
Rpya, above, associated to the forwards semantics for process algebra. This is nontrivial,
since there are three major ways in which the two semantics differ. The first is that processes

“forget” their past, while strands “remember” theirs. The second is that Maude-NPA uses
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backwards search, while the process algebra proceeds forwards. The third is that Maude-
NPA performs symbolic reachability analysis using terms with variables, while the process
algebra considers only ground terms.

We systematically relate these different semantics by introducing an intermediate seman-
tics, a forward strand space semantics extending that in [60]. First, in Section 5.3 we extend
the strand space model with constraints, since strands are the basis of both the forwards
semantics and the backwards semantics of Maude-NPA. In Section 5.4 we augment the for-
wards strand space semantics of [60] with choice operators and operational semantic rules
to produce a constrained forwards semantics. In Section 5.5 we prove bisimilarity of the
process algebra semantics of Section 5.2 and the constrained forwards semantics of Section
5.4. In [60] the forwards strand space semantics was proved sound and complete w.r.t.
the original symbolic backwards semantics of Maude-NPA. But now such proofs have to
be extended to handle constraints. In Section 5.6 we also augment the original symbolic
backwards semantics of Maude-NPA with choice operators and operational semantic rules
to produce a constrained backwards semantics. In Section 5.7, we then prove that the con-
strained backwards semantics is sound and complete with respect to the constrained forwards
semantics. By combining the bisimulation between the process algebra and the constrained
forwards semantics on the one hand, and the bisimulation between the constrained forwards
semantics and the constrained backwards semantics on the other hand, we obtain the main
bisimulation result.

Besides provgiving a detailed semantic account of how the strand model can be extended
with choice features, the key practical importance of these bisimulation results is that, with
the relatively modest extensions to Maude-NPA described in Section 5.8.1 and supported by
its recent 3.0 release, sound and complete analysis of protocols with choice features specified

in process algebra is made possible.

5.3 CONSTRAINED PROTOCOL STRANDS WITH CHOICE

To specify and analyze protocols with choices in Maude-NPA, in this section we extend
Maude-NPA’s strand notation by adding new symbols to support explicit choices. We refer
to the strands in this extended syntax as constrained protocol strands.

In Section 5.3.1 we describe the syntax for constrained protocol strands. Then, in Sec-
tion 5.3.2 we define a mapping from a protocol specification in the protocol process algebra,

as described in Section 5.2.2, to a specification based on constrained protocol strands.
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5.3.1 Constrained Protocol Strands Syntax

In this section we extend Maude-NPA’s syntax by adding constrained messages, which are
terms of the form {Cstr, Num}, where Cstr is a constraint, and Num is a natural number
that identifies the continuation of the protocol’s execution, among the two possibilities after
an explicit choice point. More specifically, we extend the signature of strand set in the

Maude-NPA’s syntax as follows:

e A new sort Cstr represents the constraints allowed in constrained messages, containing
three symbols: (i) ? : — Cstr, (ii) .=_ : Msg Msg — Cstr, and (iii) -#_ : Msg Msg —
Cstr.

e A new sort CstrMsg for constrained messages, such that CstrMsg < SMsg, where SMsg
is an existing Maude-NPA sort denoting signed messages (i.e., messages with + or -).

Therefore, now a strand is a sequence of output, input and constrained messages.

e A new operator {_, _} : Cstr Nat — CstrMsg constructs constrained messages.

We refer to this extended signature as Y cgrss,. Note that the protocol signature Yp is
contained in Maude-NPA’s signature Xgg,,, and therefore in X ¢gg5,. Furthermore, in the
constrained semantics we allow each honest principal or intruder capability strand to be
labeled by the “role” of that strand in the protocol (e.g., (Client) or (Server)). Therefore,
strands are now terms of the form (ro,i)[uy, ..., u,], where ro denotes the role of the strand
in the protocol, 7 is a unique identifier distinguishing different instances of strands of the
same role, and each u; can be a sent or received message, i.e., a term of the form M*, or a
constraint message of the form {Cstr, Num}. We often omit 4, or both ro and i for clarity

when they are not relevant.

5.3.2 Protocol Specification using Constrained Protocol Strands

The behavior of a protocol involving choices can be specified using the syntax presented

in Section 5.3.1 as described below.

Definition 5.1 (Constrained protocol strand specification). Given a protocol P, we define
its specification by means of constrained protocol strands, written Pegigs, as a tuple of the
form Pesirss = (Ecestrssps Essp)s Postrss), where Yogrss, is the protocol’s signature (see
Section 5.3.1), and Ess, = Ep U Egg is a set of equations as we defined in Chapter 3,
where Fp denotes the protocol’s cryptographic properties and Fgg denotes the protocol-

independent properties of constructors of strands. That is, the set of equations Ep may
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vary depending on different protocols, but the set of equations Egg is always the same for
all protocols. Pegrgs is a set of constrained protocol strands as defined in Section 5.3.1,
representing the behavior of the honest principals as well as the capabilities of the attacker.
That is, Pegrss is a set of labeled strands of the form: Pegyss = {(ros)[u11, ..., uin, | &

- & (rom)[Umas - - s Umm,, |}, Where, for each o, such that 1 < k < i, rog is either the
role of an honest principal, or identifies one of the capabilities of the attacker. We note that
Pegrss may contain several strands with the same label, each defining one of the possible

paths of such a principal.

The protocol specification described above can be obtained by transforming a specification
in the process algebra of Section 5.2.2 as follows. Given a protocol P, its specification in the
process algebra Ppy, consists of a set of well-formed labeled processes. We transform a term
denoting a set of labeled processes into a term denoting a set of constrained protocol strands
by the mapping toCstrSS. The intuitive idea is that, since our process contains no recursion,
each process can be “deconstructed” as a set of constrained protocol strands, where each
such strand represent a possible execution path of the process.

The mapping toCstrSS is specified in Definition 5.2 below.

Definition 5.2 (Mapping labeled processes toCstrSS). Given a labeled process LP and a
process configuration LPS, we define the mapping toCstrSS : Ts,, (X) — Tsoys, (X)

recursively as follows:

toCstrSS(LP & LPS) = toCstrSS*(LP, nilP) & toCstrSS(LPS)
toCstrSS(&) = &

where (¢ is the empty set of strands. t0CstrSS* is an auxiliary mapping that maps a term
denoting a labeled process to a term that denotes a set of constrained protocol strands. It
takes two arguments: a labeled process, and a temporary store that keeps a sequence of
messages. More specifically, toCstrSS*: Ts,, (X) X Tsgygs, (X) = Toouss, (X) is defined

as follows:

toCstrSS*((ro,i,7) nilP,L) = (ro,i) [ L |

toCstrSS*((ro,i,j) + M . P,L) = toCstrSS*((ro,i,7) P, (L, +M))
toCstrSS*((ro,i,j) — M . P, L) = toCstrSS*((ro,1,5) P, (L, —M))
toCstrSS*((ro,i,5) (if T then P else Q) . R, L)

= toCstrSS*((ro,i,j) P . R, (L, {T,1})) &
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toC’strSS*((ro,z,]) Q. R, (L, {—T,2}))
toCstrSS*((ro,i,7) (P 7 Q) . R, L)
= toCstrSS*((ro i,j) P.R,(L, {?,1})) &
toCstrSS*((ro,i,j) Q . R, (L,{?,2}))

where P, (), and R denote processes, M is a message, T is a constraint, and L denotes a list
of messages, i.e., input, output or constraint messages.

Note that toCstrSS does not modify output and input messages, since messages are ac-
tually terms in 7y, (&) in both the protocol process algebra, and the constrained forwards
semantics. toCstrSS can be used both as a map between specifications, and as a map from

process configurations and strand sets appearing in states.
We illustrate the toCstrSS transformation with the example below.

Example 5.5. If we apply the mapping toCstrSS to the process in Example 5.3 we obtain

the following term which denotes a set of strands:

(Server) [ {?,1},
hs; N; G; gen(G); E),
hs;retry),
hs; N'; G'; gen(G'); E')),
hs;n(S?,71); G'; gen(G'); keyG(G’, S7,72);
Z(AReqs, G’ E',S,1r9,S;, HM))] &
(Server) [ {?,2},
— (hs; N; G5 gen(G); E),
+ (hs;n(S?,rl); G; gen(G); keyG (G, S, 12);
Z(AReq,,G,E,S,ry,S7, HM))]

_|_

—~ o~ o~ o~

_|_

A protocol specification in the protocol process algebra can then be transformed into

a specification of that protocol in the constrained protocol strands described below using
toCstrSS.

Definition 5.3 (Specification transformation). Given a protocol P and its protocol process
algebra specification Ppy = ((Xpap, Ep U Epa), Ppa), with Ppy = (ro1)Pi& ... &(ro,) Py, its
specification by means of constrained protocol strands is Pesirss = (X estrssp, Ep U Ess),
Pesirss) with Pegyrss = toCstrSS(Ppy).
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5.4 CONSTRAINED FORWARDS STRAND SEMANTICS

In this section we extend Maude-NPA’s rewriting-based forwards semantics in [60] by
adding new transition rules for constrained messages. We refer to this extended forwards
semantics as constrained forwards strand semantics. We show that the process algebra
semantics and the constrained forwards strand semantics are label bisimilar. Therefore,
protocols exhibiting choices can be specified and executed in an equivalent way in both
semantics.

In the constrained forwards strand semantics, state changes are defined by a set R¢sirr, of
rewrite rules, so that the rewrite theory (Xcsirssy, Essp, Rostrrp ) characterizes the behaviors
of protocol P.

The set of transition rules Reg,p, is an extension of the transition rules Rp, in [60]. The
transition rules are generated from the protocol specification. A state consists of a multiset
of partially executed strands and a set of terms denoting the intruder’s knowledge. The
main differences between the sets Resyr, and Rp, are: (i) new transition rules are added
in Regrr, to appropriately deal with constraint messages, (ii) strands are labeled with the
role name, together with the identifier for distinguishing different instances, as explained in
Section 5.3.1, (iii) transitions are also labeled, similarly as in the protocol process algebra,
(iv) the global counter for generating fresh variables is deleted from the state. Instead,
special unique names are assigned to fresh variable, which simplifies our notation.

In the constrained forwards strand semantics we label each transition rule similarly as in
Section 5.2.3, that is, using labels of the form (ro,i,j,a,n), where ro, i, a, and n are as
explained in Section 5.2.3, and j in this case is the position of the message that is being
exchanged in the state transition. Also, similar to Section 5.2.3, for transitions that send
out messages containing choice variables, all (possibly infinitely many) admissible ground
substitutions for the choice variables are possible behaviors. A similar mechanism for distin-
guishing different fresh variables is used as that explained in Section 5.2.3. Since messages
are introduced into strands in the state incrementally, we instantiate the fresh variables
incrementally as well. Recall that fresh variables always first show up in a sent message.
Therefore, each time a sent message is introduced into a strand in the state, we assign new
names to the fresh variables in the message being introduced. The function MazStrid for
getting the max identifier for a constrained strand of a certain role is similar to MaxProcld
in Section 5.2.3.

Since now messages in a strand can be sent or received messages, i.e., terms of the form
m* or m~, as well as constraint messages { Cstr, Num}, we represent them in the rules below

simply as terms of the form u; when their exact form is not relevant. We will use the precise
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form of the message when disambiguation is needed.

Before explaining the new transition rules for constraint messages, we show how the tran-
sition rules in [60] are labeled.

The constrained forwards strand semantics extends Maude-NPA’s forwards semantics in
[60] by adding transition rules to handle constraint messages, i.e, messages of the form
{Cstr, Num}, where Num can be either 1 or 2. First, we add the two transition rules below
for the cases when such a constrained message comes from explicit choices. Note that, as
a consequence of well-formedness, the constraints introduce no new variables, and since the
constraints that we consider are of the form m #g, m’ or m =g, m’, the satisfiability of
C'str can be checked by checking whether the corresponding ground equality or disequality
holds.

-

Y (ro) [uq,... ,uj_l,u;r,ujﬂ, ooy upn] € Postrss A j>1:
{SS&{IK} & (ro,i) [ui,...,uj—1]}
_)(T07i,j:(ujﬂm,10)+,0)

1SS & {ujproio€l, IK} & (ro,i) [ui, ..., uj—1, (Wjpr,io) "]} > (F++)
IF (ujpro.i0€T) ¢ IK

where o is a ground substitution binding choice variables in u;,

Proi = {11 — T1.70.0, ..., Ty > Tp.10.0} 1S a fresh substitution.
( " )
vV (ro) [ula---aujflau]’ s Uty -5 Un] € Postrss A j>1:
{SS& {IK} & (TO,i) [U1, NN ,Uj_l]}
—>(ro,i,j,ujpm7¢cr,0) > (F+)

< {SS&{IK} & (ro,i) [ut,. .., uj—1, (Ujpreio)t]}

where o is a ground substitution binding choice variables in u;,

Proi = {r1 — r1.10.4, ...,y — Ty.T0.0} IS a fresh substitution.
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Y (ro) [uf, .y Up] € Pogrss

{SS& {IK}} (ro,i+1

7j7(u1p'ro,i+10')+70)
{SS& (ro,i + 1) [(u1pro,i+10)T | & {u1pro,it10€L, IK}}
IF (u1pro,is10€L) ¢ IK > (F++&)

where o is a ground substitution binding choice variables in uq,
i = MaxStrld(SS,ro),

| Proji+1 = {ri > riroi+1,...,ry — rproi+ 1} is a fresh substitution.

i (7‘0) [uf, e ,un] € PCstrSS :

{SS& {IK}} T (ro,i+1,5,u1pro,i+10,0)
{SS&Z (TO,i + 1) [(Ulpro,i+10)+] & {IK}}

> (F+&)
where o is a ground substitution binding choice variables in uy,
i = MaxStrld(SS,ro),
Proi+1 = {r1 — ri.rodi+1,...,ry — ry.roi+ 1} is a fresh substitution. )

W (7“0) ['LLl, e ,uj_l,uj_,ujﬂ, e ,un] € Postrss Anj > 1
{SS &{ueZ, IK} & (ro,i) [u1, ..., uj—1]} (F-)
T (royiju; ,0)

{SS & {u;eZ, IK} & (ro,i) [u,. .. ,uj_l,uj_]}

V(ro) [uy,u2,...,un] € Posyss :

{SS & {u1eZ, IK}}

= (royi+1,1,u7,0) {SS & (ro,i + 1) [uy | & {weZ, IK}}
where i = MaxStrld(SS, ro)

(F-&)
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Y (ro) [ui,...,uj—1,{Cstr, Num}, uji1,...,un] € Posirss

Ay >1:
) {SS &{IK} & (ro0,1) [ut, ..., uj—1]} [ (Fif)
—(ro,i,j,T,Num)
{SS&A{IK} & (ro,i) [ui, ... ,uj—1,{Cstr, Num}|}
IF Cstr
(V (7"0) [ul, . ,Uj_l, {?, Num}, uj+1, . ,un] € PCstrSS )
Ag>1¢
1{SS &{IK} & (ro,i) [ui,...,u; 1]} > (F?)
—(ro,i,j,?,Num)
{SS&{IK} & (ro,1) [u1,...,uj—1,{?, Num}|}

The following set of transition rules adds to the state a new strand whose first message is

a constraint message of the form {?, Num}:

Y (ro) [{7, Num},ug,...,un] € Posirss )

(SS & {IK})

(ro,i+1,1,7, Num)
{SS & (ro,i +1) [{?, Num} | &{IK}}
where i = MaxzStrld(SS,ro)

(F?&)

\

Definition 5.4. Let P be a protocol with signature X cy,95, and equational theory Fgg,,. We
define the constrained forwards rewrite theory characterizing P as (X csirssp, Essp, Rostrip )

where Resrr, = (F4++) U (F+) u (F++&) u (F+&) u (F-) u (F-&) u (Fif) u (F?) U (F7&).

5.5 BISIMULATION BETWEEN CONSTRAINED FORWARDS STRAND
SEMANTICS AND PROCESS ALGEBRA SEMANTICS

In this section we show that the process algebra semantics and the constrained forwards
strand semantics are label bisimilar. We first define PA-State and FW-State, the respective

notions of state in each semantics.
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Definition 5.5 (PA-State). Given a protocol P, a PA-State of P is a state in the protocol

process algebra semantics that is reachable from the initial state. The initial PA-State is
Pinit = {D | {empty}}.

Definition 5.6 (FW-State). Given a protocol P, a FW-State of P is a state in the con-
strained forwards strand semantics that is reachable from the initial state. The initial FW-
State is Fiu = { & {empty}}.

The bisimulation relation is defined based on reachability, i.e., if a PA-State and a FW-
State are in the relation H, then they both can be reached from their corresponding initial
states by the same label sequence. Note that we only consider states that are reachable from
the initial states.

Let us first define the notation of label sequence that we will use throughout.

Definition 5.7 (Label Sequence). An ordered sequence « of transition labels is defined by
using _._ as an associative concatenation operator with nil as an identity. The length of
a label sequence « is denoted by |a|. Given a label sequence o, we denote by |, the
sub-sequence of labels in « that have ro as role name, and ¢ as identifier, i.e., labels of the

form (ro,i, -, _,_) (_is a shorthand for denoting any term).

Definition 5.8 (Relation #H). Given a protocol P, the relation H is defined as: H =
{(Pst, Fst) € PA-State x FW-State | 3 label sequence o 8.t. Py —o Pst, Fiy —o Fst}.

Recall that a process can be “deconstructed” by the mapping toCstrSS into a set of
constrained protocol strands, each representing a possible execution path. If a PA-State
Pst and a FW-State Fst are related by H, then an important observation is that there
is a duality between individual processes in Pst and strands in Fst: if there is a process
in the Pst describing a role’s continuation in the future, there will be a corresponding
strand in Fst describing the part of the process that has already been ezecuted, and vice
versa. Another observation is that, since the intruder’s knowledge is extracted from the
communication history, following the definition of H, the states Pst and F'st have the same
communication history. Therefore, they have the same intruder’s knowledge. We formalize
these observations in Lemmas 5.1 and 5.2. These lemmas then lead us to the main result
that H is a bisimulation relation.

We now define the relation Hp_ g, which relates a possibly partially executed labeled
process and a constrained strand. This relation defines the duality relation between a labeled
process and a constrained strand. If a labeled process LP is related to a constrained strand
Str by the relation Hpp_ g, then: (i) LP and Str denote the behavior of the same role
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with the same identity in the same protocol, and (ii) for any strand Strpp, Strpp denotes
a possible execution path of LP iff Str followed by Str,p forms a valid possible execution

path of the protocol.

Definition 5.9 (Relation Hpp_gs-). Given a protocol P, and a possibly partially executed
labeled process LP of P, a possibly partially executed constrained strand Str of P, then
(LP, St?“) € HLpfgtr if

toCstrSS(LP) = &{(ro,i)[ujs1, - .., Un|prosf | 3 ground substitution ¢

A(ro)|ur, ... wj, Ujt1, - ., Un] € Postr s.1. Str = (ro,)[us, . . . ;] proi0}

where &{S1, 52, ...,S,} is a shorthand for a term S1&S>& ... &S, denoting a set of strands.
Proi = {r1 — m1.10.0,. .., Ty > Tp.r0.1} for fresh variables 7, ..., 7y, in [ug, ... wj, U1,

Example 5.6. Following Examples 5.3 and 5.5, we show a process L P and a strand Str that
are related by the relation Hyp_g,.. LP (resp. Str) is the labeled process (resp. constrained

strand) of the Server role after making the first explicit nondeterministic choice.

LP =(Server, 1,2) o(+(hs;retry) - —(hs; N'; G'; gen(G'); E')-
+ (hs;n(S2,71); G'; gen(G'); keyG (G, Sa, 19);
Z(AReq,,G' E', S, r9,S7, HM)))
Str =(Server, 1) o[ {7,1}, —(hs; N; G; gen(G); E)]

where ¢ is a ground substitution instantiating the pattern variables N, GG, and FE.

We then lift the duality relation between individual processes and strands to a duality
relation between a PA-State and a FW-State.

Definition 5.10 (Relation Hpg_ps). Let Pst = {LP,& ... &LP, | {IK}} be a PA-State and
Fst = {Stri& ... &Str,,&{IK'}} be a FW-State, if (Pst, Fst) € Hps_rs, then:

(i) For each labeled process LP; € Pst, 1 < k < n, there exists a strand Stry € Fst,
1 < k' < m, such that (LPy, Stry) € Hip_sir-

(ii) For each strand Stry € Fst, 1 < k' < m, there exists a labeled process LP; € Pst,
1 < k < n, such that (LPy, Stry) € Hip_si-

The lemma below states that the relation H induces the duality relation Hps_pg.
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Lemma 5.1. Let Pst = {LP & ... &LP, | {IK}} be a PA-State and Fst = {Stri&...
&Str&{IK'}} be a FW-State, if (Pst, Fst) € H, i.e., exists a label sequence o such that
Pinit —o Pst, and Fiyy — Fst, then (Pst, Fst) € Hpgs_s.

Proof. We first prove property (i). If || = 0, since both the strand set and the process
configuration are empty, the statement is vacuously true.

Now suppose that |a| > 0. Then, without loss of generality, assume there exists a labeled
process LP, = ((ro,i,j) Py) in Pst, with i,7 = 1. Then there is at least one label in « of
the form (ro,i,_, -, ) (_is a short hand for any content), therefore, there is a strand St in
Fst of the form (ro,i)[vy,...,vj].

We then show that the above-mentioned LFP; and Stry are related by Hpp s, i-e., (LPy,
Stry) € Hip_si- Since the state Fst is reachable from the initial state by the label sequence
a, and Stry € Fst, [vi,...,v;] denotes exactly the sequence of messages in the unique
sequence of labels Oé|(m,i)- Moreover, j' = j — 1.

Since the process state Pst is reachable from the initial state P;,;; by label sequence «, there
exists a unique process (r0)Ps.. in the specification Ppy, and LP; represents all possible

behaviors of (r0) Py, after the sequence of transitions oz|(myi). Therefore, toCstrSS(LPy) =

&{(ro,i)[u;, ..., upn|proib |
3 ground substitution 6
A(ro)[ur, ..., uj_1, Uy, . .., up] € toCstrSS((ro) Ppec)

s.t. (ro,i)[ur, ..., uj_1]proif = (ro,i)[vy, ..., vj_1]}

By the correspondence between protocol specifications defined in definition 5.3 |, Pogsprr =
toCstrSS(Ppa). Also note that (70)Pp. is the only process in Ppy that has ro as its role
name, therefore, toCstrSS((ro) Popee) = {(r0)[u1, ..., u,] | (ro)[us, ..., u,] € Postrr}. There-
fore, toCstrSS(LPy) =

&{(ro,1)[u;, ... un]|proif |
3 ground substitution 6
E|(7”0)[U1, PN ,U]’_l, Uj, Ce ,un] S PCstrF

s.t. (ro,0)[ur, ..., uj_1]proi® = (ro,i)[v, ..., vj_1]}.

Therefore, (LPy, Stri) € Hip_sir-
The proof for property (ii) is similar to the one for property (i).

Lemma 5.2 below formalizes the observation that the equivalence of label sequence implies
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the same intruder knowledge.

Lemma 5.2. Given a PA-State Pst and a FW-State Fst such that (Pst, Fst) € H, i.e.,
there exists a label sequence o such that P,y —o Pst and Fy; —« Fst, then the contents of

intruder knowledge in Pst and in Fst are syntactically equal.

Proof. In both semantics the only transition rules that add new elements to the intruder’s
knowledge are the ones whose label is of the form (ro, 1, j, +m,n). Therefore, given the two
states Pst and Fst as described above, their intruder’s knowledge can be computed from the
sequence of labeled transitions « as IK (Pst) = {meZ | (_,_, -, +m,_) € a} = IK(Fst).

Based on the lemmas above, we can now show that the relation H is a bisimulation. Since
the proof of Theorem 5.1 requires a somewhat lengthy case analysis, it has been moved to

Appendix B.

Theorem 5.1 (Bisimulation). H is a bisimulation.

5.6 CONSTRAINED BACKWARDS STRAND SEMANTICS

In this section we extend Maude-NPA’s symbolic backwards semantics with rules for
constrained messages of the form described in Section 5.3.1, so that it can analyze protocols
exhibiting explicit choices. We refer to this extended backwards semantics as constrained
backwards strand semantics. We then show that the constrained backwards strand semantics
is sound and complete with respect to the constrained forwards strand semantics presented
in Section 5.4, and the process algebra semantics presented in Section 5.2. This result allows
us to use Maude-NPA for analyzing protocols exhibiting choice, including both implicit and
explicit choices, and in particular any protocol specified using the protocol process algebra.

The strand space model used in the constrained backwards strand semantics is the same

as the one already used in Maude-NPA [16], except for the following differences:

e Maude-NPA explores constrained states as defined in [93], that is, states that have
an associated constraint store. More specifically, a constrained state is a pair (St, ¥)
consisting of a state expression St and a constraint, i.e., a set ¥ understood as a

conjunction ¥ = A”  u; + v; of disequality constraints.

e Strands are now of the form [u,...,u; | wit1, ... uy,], where each uy can be of one of
these forms: (i) m™ if it is a sent message, (ii) m~ if it is a received message, or (iii)

{Cstr, Num} if it is a constrained message.
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State changes are described by a set RE;WBP of rewrite rules, so that the rewrite theory
(S cstrssp Fssp, Ros, Bp) characterizes the behavior of protocol P modulo the equations Egg,,
for backwards execution. The set of rules Rg';ter is obtained as follows. First, we adapt the
set of rules Rg; in Chapter 3 to constrained states, which is an embedding of rules in RB;.

Their forwards version is shown below:

(SS & (ro)[L | M~,L'] & {MeT,IK}}, ¥
— ({88 & (ro)[L, M~ | L'] & {MeZ,IK}}, T) (B-)

{SS & (ro)[L | M*, L] & {IK}},¥)
— {8S & (ro)[L,M™ | L'] & {IK}}, ¥) (B+)

(SS & (ro)[L | MT, L] & {M¢Z,IK}}, V)
— {{8S & (ro)[L,M™" | L'] & {M€eZ,IK}},¥) (B++)

V (ro)[li,u™,ls] €P: (B&)
LSS & (ro)[lh|u™,lo | & {ueZ, IK}}, W)
— {SS&{ueZ, IK}}},¥)

where L and L’ are variables denoting a list of strand messages, IK is a variable for a set of
intruder facts (meZ or m¢Z), SS is a variable denoting a set of strands, and [, I denote a
list of strand messages.

Then, we define new transition rules for constrained messages. That is, we add the reversed

version of the following rules:

({SS & {IK"Y & (ro)[L | {2, Num}, L']}, ¥
— {SS&{IK"} & (ro)[L, {7, Num} | L']}, ¥) (B?)

(S8 & {IK} & (ro)[L | {M =g, M, Num},L']},¥)
— ({SS & {IK} & (ro)[L,{M =g, M, Num} | L'}, ¥) (Bif=)

{SS&{IK} & (ro)[L | {M # M', Num}, L'|}, (¥ A M # M'))
— {SS&{IK} & (ro)[L,{M # M’ , Num} | L']}, ¥)
if (U A M #pg, M') is satisfiable in TchtrssP/Ep(X) (Bif#)
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Rule (B?) processes a constraint message denoting an explicit non-deterministic choice
with constant “?”. The constraint store is not changed and no satisfiability check is required.

Rules (Bif=) and (Bif#) deal with constrained messages associated to explicit determinis-
tic choices. Since the only constraints we allow in explicit deterministic choices are equalities
and disequalities, rule (Bif=) is for the case when the constraint is an equality, rule (Bif#)
is for the case when the constraint is a disequality. The equality constraint is solved by
Ep-unification. The constraint in a constrained state is therefore a disequality constraint,
e, ¥ = Al u #g, v;. The semantics of such a constrained state, written [{St, ¥)] is

the set of all ground substitution instances of the form:
[{St, U] = {Sth | O e [X = T, ] A wif #g, v0,1 <i<n}

The disequality constraints are then solved the same way as in [93].

Definition 5.11. Let P be a protocol with signature X5, and equational theory Ep.
We define the constrained backwards rewrite theory characterizing P to be (Ecstrssp, Essps
Rigp,), Where Rl is the result of reversing the rewrite rules {(B-), (B+), (B++), (B?),
(Bif=), (Bif#)} u (B&).

5.7 SOUNDNESS AND COMPLETENESS OF CONSTRAINED BACKWARDS
STRAND SEMANTICS

The soundness and completeness proofs generalize the proofs in [60]. Recall that the state
in the constrained states of constrained backwards strand semantics is a symbolic strand
state, i.e., a state with variables. A state in the forwards strand semantics is a ground
strand state, i.e., a state without variables. The lifting relation defines the instantiation
relation between symbolic and ground states.

We define a symbolic state and a ground state as follows.

Definition 5.12 (Symbolic Strand State). Given a protocol P, a symbolic strand state S

of P is a term of the form:
S={ury, oy rm w1 | Uiy, un | &

Sl T U [ Wiy e Wigm1 | Wiy ey Un, | & SS

(weZ, ... wnel, WieT, ... w, ¢TI, 1K}}
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where for each 1 < j < k, there exists a strand [mlj, M1, My ,mn].] € Pogrss and a
substitution p; : X — Tx, (X) such that my,p; =g, u1,, ..., My, pj =Ep Un,, SS is a variable
denoting a (possibly empty) set of strands, and I K is a variable denoting a (possibly empty)

set of intruder’s knowledge facts.

Definition 5.13 (Ground Strand State). Given a protocol P, a ground strand state s of P

is a term without variables of the form:

s = {[uh,...uil_l] & & [ulk,...,uik_l] &
{wi€Z,...,wnel} }

where for each 1 < j <k, there exists a strand [my,,...m;,_1,m;,,...,my,] € Poargs and a

substitution p; : X — 7Ty, such that M1;Pj =Ep ULy, -5 M5 =Ep Ui

The lifting relation in [60] is extended with constraints and constrained messages. Note
that the u; in the definition below can be sent messages, received messages, or constrained

messages.

Definition 5.14 (Lifting Relation). Given a protocol P, a constrained symbolic strand
state CstrS = (S, ¥) and a ground strand state s, we say that s lifts to CstrS, or that
CstrS instantiates to s with a ground substitution 6 : (Var(S) — {SS, IK}) — Tx,, written
CstrS >% s iff

e for each strand :: ry,... 7y o [u1,... w1 | U, ..., u,] in S, there exists a strand

[v1,...v21] in s such that V1 < j <i—1, v; =g, u;f.
e for each positive intruder fact weZ in S, there exists a positive intruder fact w'eZ in

s such that w' =g, w6, and

e for each negative intruder fact w¢Z in S, there is no positive intruder fact w'eZ in s

such that w' =g, w6.
[ ] E'p ): ve.

In the following we show the soundness and completeness of transitions in constrained
backwards strand semantics w.r.t. the constrained forwards strand semantics by proving
two lemmas stating the completeness and soundness of one-step transition in the constrained
backwards strand semantics w.r.t. the constrained forwards strand semantics. The soundness
and completeness result directly follows these two lemmas. In the proofs we consider only

transition rules added in both semantics to deal with explicit choices, that is, rules (Fif) u
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CstrS < CstrS'
>0 -
v /

S S

Figure 5.1: Lemma 5.3

(F?) u (F7&) in the constrained forwards strand semantics and rules {(B?), (Bif=), (Bif#)}
in the constrained backwards strand semantics. The proof of the soundness and complete-
ness of one-step transitions performed in the constrained backwards strand semantics using
rules {(B-), (B+), (B++)} u (B&) w.r.t to one-step transitions performed in the constrained
forwards strand semantics using rules (F++) u (F+) u (F++&) u (F+&) u (F-) U (F-&) is
the same as in [60], since in these transitions no constraint is involved. Note that although
in [60], Choice Variables were not defined explicitly, the proof extends to strands with choice
variables naturally, since the lifting relation between a ground state and a symbolic state
does not need to be changed to cover choice variables. Since the strand labels are irrelevant
for the results of this section, we will omit them to simplify the notation from now on.
Also, we include the fresh substitution in the substitutions and do not separate the fresh
substitutions explicitly.

Extending the proofs in [60], we first prove how the lifting of a ground state to a symbolic
state induces a lifting of a forwards rewriting step in the forwards semantics to a backwards
narrowing step in the backwards semantics, i.e., the completeness of one-step transition.

The lemma below extends the lifting lemma in [60] to strands with constrained messages.

Lemma 5.3 (Lifting Lemma). Given a protocol P, two ground strand states s and s, a
constrained symbolic strand state CstrS" = (S', V") and a substitution 0" s.t. s — s and
CstrS’ >% s, then there ewists a constrained symbolic strand state CstrS = (S, ¥) and a
substitution 0 s.t. CstrS >% s and either CstrS <%~ CstrS’ or CstrS = CstrS'.

The Lifting Lemma is illustrated by Figure 5.1.

Proof. As has been explained before, we only need to consider the new rules: (Fif), (F7?),
(F?&). The proof in [60] is structured by cases, some of which having specific requirements
on intruder knowledge, or involve changes made to the intruder knowledge. Since all the
new rules we are considering do not have specific requirements on the intruder knowledge,
and do not change the intruder knowledge either, the cases that we need to consider are the
following (cases e and f in the proof in [60]), which involve the appearance or non-appearance

of certain strand(s):

e: There is a strand [uq, ..., uj_1,U;, ..., U] in Pogrss, n = 1,1 < j < n, and a substitu-

tion p such that [uy, ..., u;_1,u;|pis astrand in &' and [uy, ..., wj—1,%; | Wjt1,. .., Uus]p
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is a strand in S'¢".

f: There is a strand [ug, ..., uj—1,Uj, ..., U] In Peogrss, n =1, 1 < j < n, and a substitu-
tion p such that [us, ..., uj_1,u;]pis astrand in s’ but [uq, ..., uj_1, 45 | wjt1,..., us]p

is not a strand in S’¢’.

Now we consider for the forward rewrite rule application in the step s — s'.

e Given ground states s and s’ s.t. s — s’ using a rule in set (Fif), then there exists a
ground substitution 7, variables SS” and IK’, and strand [uy, ..., u;_1, {7, Num}, u;1,
<oy Up] In Pegrss, such that s = {SS'T7&{IK'T}&(ro)[wT, ... ,u;—17]}, and s =
{SST&{IK'T}&|wAT, . .., uj17,{TT, Num}|} and Tt =g, true. Since there exists

a substitution ¢ s. t. CstrS’ >% ', we consider the following two cases:

— Case (e) The strand appears in S’¢. More specifically, [wo,...,u;_10,
{To, Num} | ujii0,...,u,0] is a strand in S" s.t. 06 =g, 7. If the constraint
T is an equality constraint, since T't =g, Tot =g, true, and by the lifting
relation, Ep = W@, rule (Bif=) can be applied for the backwards narrowing
CstrS' < CstrS, and CstrS >% s such that puf =g, ¢'. If the constraint T is a
disequality constraint, since Tt =g, To#' =g, true, and by the lifting relation,
Ep = V0, we have Ep |=Tob' A V0. Therefore, rule (Bif#) can be applied for

the backwards narrowing, and CstrS >? s.

— Case (f) The strand does not appear in S’¢’. Then ¢ makes S’ a valid symbolic
strand state of s, i.e., S = 5" and CstrS’ > s.

e Given ground strand states s and s’ s.t. s — s’ using a rule in set (F?7), then we

consider the following two applicable cases:

— Case (e) The strand appears in 5’0" and thus we can perform a backwards nar-
rowing step from CstrS’ with rule (B?), i.e., CstrS’~» CstrS, and CstrS > s.

— Case (f) The strand does not appear in S’¢'. Then ¢ makes CstrS’ as a valid

constraint symbolic state of s, i.e., CstrS = CstrS’ and CstrS > s.

e Given states s and s’ s.t. s — s using a rule in set (F?&), the proof is similar with

using a rule in the set (F?).

Theorem 5.2 below then follows straightforwardly.
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CstrS <~ CstrS !

>9l =
§ > s

Figure 5.2: Lemma 5.4

Theorem 5.2 (Completeness). Given a protocol P, two ground strand states s, sy, a con-
strained symbolic strand state CstrS and a substitution 6 s.t. (i) so is an initial state, (ii)
so —" s, and (iii) CstrS >% s. Then there exists a constrained symbolic initial strand state

CstrSq, two substitutions i and 0', and k < n, s.t. CstrS «ff\,\u CstrS, and CstrSy >? .

The Soundness Theorem from [60] can also be extended to constrained backwards and
forwards strand semantics. We first show that Lemma 2 in [60], which states the soundness
of one-step transition, still holds after extending it to constrained states. The Soundness

Theorem then follows straightforwardly.

Lemma 5.4. Given a protocol P, two constrained symbolic states CstrS = (S, ¥) and
CstrS' = (S, 0", a ground strand state s and a ground substitution 0, if CstrS <t~ CstrS’
and CstrS >% s, then there exists a ground strand state s' and a ground substitution 0 such

that s — §', and CstrS’ >? .
Lemma 5.4 is illustrated by the Figure 5.2.

Proof. We only need to consider the new rules: rule (Bif=), (Bif#) and (B?).

1) If CstrS <4~ CstrS’ using rule (B?), then there are associated rules in the sets (F?) and
(F7&).

2) If CstrS <~ CstrS’ using rule (Bif=), there is a strand [uy0, . .., uj_10 | {(u = v)o, Num},

. ’ / o ’ / n: / _
Ujy10, ..., upo | in S, [uro’, .. . uj_q0 {(u = v)o’, Num} | ujii0', ... u,0'] in ' s.t. 0 =g,
o'u, U =g, ¥uand uo =g, vo, where [uy,...,uj_1, {u = v, Num}, uji1,...,u,] is a strand
in Pogrss. Since CstrS > s, there is a ground strand [u00, ..., u;_100] in s, and Ep = V.

Therefore, Ep = /6 and uof =g, vof. By rule (Fif), s — s, and CstrS" >+ .
If CstrS <A~ CstrS’ using rule (Bif#), there is a strand [uy0, ..., u; 10 | {(u # v)o, Num},

Ujs10, ..., upo | In S, [ugo’, .. uj10’ {(u # v)o’', Num} | uj0', ... u,0’]in S"s.t. 0 =g,
opand ¥ =g, Vun(u # v)o'p, where [uq, ..., uj_1, {u # v, Num}, w1, ..., u,] is a strand
in Peyrss. Since CstrS >% s, there is a ground strand [uy00, ..., u;_100] ins, and Ep = V6.

Therefore, Ep = W'ud A (u # v)o'uf. By rule (Fif), s — &', and CstrS’ >+ s

The Soundness Theorem below shows that the backwards symbolic reachability analysis

is sound with respect to the forwards rewriting-based strand semantics.
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Theorem 5.3 (Soundness). Given a protocol P, two constrained symbolic strand states
CstrSy, CstrS', an initial ground strand state s and a substitution 0 s.t. (i) CstrSq is a
symbolic initial state, and (ii) CstrSy «o~ CstrS’, and (iii) CstrSy > so. Then there exists

a ground strand state s' and a substitution 0/, s.t. (i) so —* s', and (i) CstrS' >% s'.

The soundness and completeness results in Theorems 5.3 and 5.2 together with the bisim-
ulation proved in Theorem 5.1 show that the backwards symbolic reachability analysis is

sound and complete with respect to the process algebra semantics.

Theorem 5.4 (Soundness). Given a protocol P, two constrained symbolic strand states
CstrSg, CstrS, the initial FW-State Fy,;, a substitution 0, and the initial PA-State Pj,;
s.t. (i) CstrSy is a symbolic initial strand state, and (i) CstrSy «~, CstrS, and (iii)
CstrSy >? Fyi. Then there exists a FW-State Fst such that CstrS =% Fst, and therefore,
there is a PA-State Pst such that Pst ‘H Fst.

Theorem 5.5 (Completeness). Given a protocol P, a PA-State Pst, a FW-State Fst, a
constrained symbolic strand state CstrS s.t. (i) Pst H Fst, (ii) CstrS >% Fst. Then there
is a backwards symbolic execution CstrSy < p CstrS s.t. CstrSy is a symbolic initial strand
state as defined in Chapter 3, and CstrSy >° Fi.

5.8 PROTOCOL EXPERIMENTS

In this section we describe some experiments that we have performed on protocols with
choice. We have fully integrated the process algebra syntax, and its transformation into
strands, and have developed new methods to specify attack states using the process notation
in the recent release of Maude-NPA 3.0 (see [58]).

5.8.1 Integration of the Protocol Process Algebra in Maude-NPA

We have fully implemented the process algebra notation in Maude-NPA. Strands represent
each role behavior as a linear sequence of message outputs and inputs but processes represent
each role behavior as a possibly non-linear sequence of message outputs and inputs. The
honest principal specification is specified in the process algebra syntax. In order for Maude-
NPA to accept process specifications, we have replaced the section STRANDS-PROTOCOL from
the Maude-NPA protocol template by a new section PROCESSES-PROTOCOL; see [58] for de-
tails. The intruder capabilities as well as the states generated by the tool still use the strand

syntax.
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Attack patterns may be specified using the process algebra syntax, under the label ATTACK-
PROCESS, or strand syntax, under the label ATTACK-STATE. We describe how they are specified
in the process algebra syntax below. An attack pattern describes a state consisting of zero or
more processes that must have executed, and zero or more terms in the intruder knowledge. It
may also contain never patterns, that is, descriptions of processes that must not be executed
at the time the state is reached. Never patterns can be used to reason about authentication
properties, e.g., can Alice execute an instance of the protocol, apparently with Bob, without
Bob executing an instance of the protocol with Alice?

Note that processes in an attack pattern cannot contain explicit nondeterminism (7) or
explicit deterministic choice (if), since one and only one behavior is provided in an attack
pattern. This is achieve by requiring that any constraint ¢ appearing in an attack pattern
must be strongly irreducible, that is, it must not only be irreducible, but for any irreducible
substitution ¢ to the variables of ¢, o¢ must be irreducible as well.

That is, imagine a process i the form
—(ml) . + (m2) .if expl = exp2then + (m3) else + (m4)

where each of the expressions expl and exp2 can evaluate to yes or no depending on the
substitutions applied to them.

Then in the attack pattern one must specify one and only one of the following possibilities

—(ml) . 4+ (m2) . yes = yes . + (m3)
—(ml) . +(m2) . yes #no. + (m4)
—(ml) . +(m2) .no=no . + (m3)
—(ml) . 4+ (m2) . no # yes . + (m4)

Finally, never patterns must satisfy a stronger condition: the entire never pattern must

be strongly irreducible. This condition is inherited from the original one in Maude-NPA.

5.8.2  Choice of Encryption Type

This protocol allows either public key encryption or shared key encryption to be used by
Alice to communicate with Bob. Alice initiates the conversation by sending out a message
containing the chosen encryption mode, then Bob replies by sending an encrypted message
containing his session key. The encryption mode is chosen nondeterministically by Alice.

Therefore, it exhibits an explicit nondeterministic choice. Below we show the protocol de-
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scription: the first one reflects the case in which public key encryption (denoted by PubKey)

is chosen.
1. A— B: A; B; PubKey
2. B— A:pk(A,B;SK)
3. A— B:pk(B,A; SK; Na}
4. B — A:pk(A,B;Ny)

The second one reflects the case in which a shared key encryption (denoted by SharedKey)

is chosen.
1. A— B: A; B; SharedKey
2. B— A:shk(key(A, B), B; SK)
3. A— B:shk(key(A,B), A; SK; Ny)
4. B — A: shk(key(A,B),B; Na)

Note that A and B are names of principals, SK denotes the session key generated by B,
and N, denotes a nonce generated by A.

There are different ways of specifying this protocol as two process expressions. We have
chosen to treat the encryption mode as a choice variable which can be either public key
encryption or shared key encryption, and then the receiver will perform an explicit deter-
ministic choice depending on the value of this choice variable. The process specification is

as follows:

(Init) ((+(As; By; PubKey) - —(pk(As, By ; SK))
?
(+(A2; By; SharedKey) - —(e(key(As, Be), By ; SK))
(Resp) — (A; B; TEnc) -
if TEnc = PubKey
then (+(pk(A, B; skey(A, B,r")))
else (+(e(key(A, B), B; skey(A, B,1"))))

We analyzed whether the intruder can learn the session key generated by Bob, when either
the public key encryption or shared key encryption is chosen, assuming both principals are

honest.
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--- initiator accepts session key for shared key encryption and
--- intruder learns it
eq ATTACK-PROCESS(2)
= -(a ; b ; mode)
(mode neq pubkey)
+(she(key(a, b), skey(b,r)))
-(she(key(a, b), skey(b,r) ; N))
+(she(key(a, b), N))
|| skey(b,r) inI

|| nil [nonexec]

--- initiator accepts session key for public key encryption and
--- intruder learns it
eq ATTACK-PROCESS(3)
= -(a ; b ; mode)
(mode eq pubkey)
+(pk(a, b ; skey(b, r)))
-(pk(b, a ; skey(b,r) ; N))
+(pk(a, b ; N))
|| skey(b,r) inI

|| nil [nonexec]

For this property, Maude-NPA terminated without any attack being found for any of the
two attack states.

5.8.3 Rock-Paper-Scissors

To evaluate our approach on protocols with explicit deterministic choices, we have used a
simple protocol which simulates the famous Rock-Paper-Scissors game, in which Alice and
Bob are the two players of the game. In this game, Alice and Bob commit to each other their
hand shapes, which are later on revealed to each other after both players committed their
hand shapes. The result of the game is then agreed upon between the two players according
to the rule: rock beats scissors, scissors beats paper and paper beats rock. They finish by
verifying with each other that they both reached the same conclusion. Thus, at the end of
the protocol each party should know the outcome of the game and whether or not the other

party agrees to the outcome. This protocol exhibits explicit deterministic choice, because
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the result of the game depends on the evaluation of the committed hand shapes according
to the game’s rule. Note that this protocol also exhibits implicit nondeterministic choice,
since the hand shape of the players are chosen by the players during the game.

The protocol proceeds as follows. First, both initiator and responder choose their hand
shapes and send them to each other using a secure commitment scheme. Next, they both
send each other the nonces that are necessary to open the commitments. Each of them then
compares the two hand shapes and decides if the initiator wins, the responder wins, or there
is a tie. The initiator then sends the responder the outcome. When the responder receives
the initiator’s verdict, it compares it against its own. It responds with “finished” if it agrees
with the initiator and “cheater” if it doesn’t. All messages are signed and encrypted, and
the initiator’s and responder’s nonces are included in the messages concerning the outcome

of the game. The actual messages sent and choices made are described in more detail below.
1. A— B:pk(B,sign(A, commit(N4, X4)))
2. B — A: pk(A, sign(B, commit(Ng, Xp)))
3. A— B:pk(B,sign(A, Na))
4. B — A pk(A, sign(B, Np))

5. if (X4 beats Xpg)

then R = Win
else if (Xp beats X )
then R = Lose
elseif (Xp = Xa)
then R = Tie
else nilP

6. A— B:pk(B,sign(A, Na; Ng; R))

7. if (R=Win&Xa beats Xp)
or (R = Lose & Xp beats X4)
or (R = Tie& X4 = Xp)
then B — A : pk(A, sign(B, Na; Ng; finished ))
else B — A : pk(A,sign(B, Na; Ng; cheater ))

One interesting feature of the Rock-Scissors-Paper protocol is that, in order to verify that

the commitment has been opened successfully, i.e., that the nonce received is the nonce used
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to create the commitment, one must verify that the result of opening it is well-typed, i.e.,
that it is equal to “rock”, “scissors”, or “paper”. This can be done via the evaluation of
predicates. First, we create a sort Item and declare the constants “rock”, “scissors”, and
“paper” to be of sort Item. Then we create a variable X : Item of sort Item. We then define
a predicate item? such that item?X : Item evaluates to true. Since only terms of sort Item
can be unified with X : Item, this predicate can be used to check whether or not a term is

of sort Item. The process specification for the initiator and the responder is as follows.

(Initiator) + (pk(B, sig(A,com(n(A,r), XA)))) .
— (pk(A, sig(B,ComXB))) .
+ (pk(B, sig(A,n(A,r)))) .
— (pk(A, sig(B,NB))) .
(if ((item? open(NB,ComX B)) eq ok)
then if ((XA beats open(NB,ComX B)) eq ok)
then + (pk(B,sig(A,n(A,r) ; win)))
else if ((open(NB,ComX B) beats X A) eq ok)
then + (pk(B,sig(A,n(A,r) ; lose)))
else + (pk(B,sig(A,n(A,r) ; tie)))
else nilP) .
— (pk(A, sig(B,n(A,r); NB)) ; S:Status)

— (pk(B, sig(A,ComXA))) .
pk(A, sig(B, com(n(B,r),XB)))) .

(Responder) — (pk( (
(Pk( (

— (pk(B, sig(A, NA))) .
(Pk( (
(

+

+ (pk(A, sig(B,n(B,r)))) .

— (pk(B, sig(A,NA; R))) .

(if ((item? open(NA,ComX A)) eq ok) then

if (R eq win)

then if ((open(NA,ComXA) beats X B) eq ok)
then + (pk(A,sig(B, NA;n(B,r))) ; finished)
else + (pk(A,sig(B, NA;n(B,r))) ; cheater)
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else if (R eq lose)
then if ((XB beats open(NA,ComX A)) eq ok)
then + (pk(A,sig(B, NA;n(B,r))) ; finished)
else + (pk(A, sig(B, NA;n(B,r))) ; cheater)
else if (R eq tie)
then if (XB eq open(NA,ComXA))
then + (pk(A,sig(B, NA;n(B,r))); finished)
else + (pk(A,sig(B, NA;n(B,r))) ; cheater)
else nil P

else nilP)

We first tried to see whether the protocol can simulate the game successfully, so we asked
for different scenarios in which the player Alice or Bob can win in a round of the game.
Maude-NPA was able to generate the expected scenarios, and it did not generate any others.
We then gave Maude-NPA a secrecy attack state, in which the intruder, playing the role
of initiator against an honest responder, attempts to guess its nonce before the responder

receives its commitment.

eq ATTACK-PROCESS(1) =
-(pk(b,sig(i, ComXA:ComMsg)))
+(pk(i,sig(b, com(n(b, r:Fresh), XB:Item))))
-(pk(b,sig(i, NA:Nonce)))
|| n(b, r:Fresh) inI

|| nil [nonexec]

Finally we specified an authentication attack state in which we asked if a responder could
complete a session with an honest initiator with the conclusion that the initiator had carried

out its rule faithfully, without that actually having happened.

eq ATTACK-PROCESS(2) =
-(pk(b, sig(a, ComXA)))
+(pk(a, sig(b, com(n(b,r), XB))))
-(pk(b, sig(a, NA)))
+(pk(a, sig(b, n(b, r))))
-(pk(b, sig(a, NA ; win)))
((item? open(NA, ComXA)) eq ok)
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(win eq win)
((open(NA, ComXA) beats XB) eq ok)
+(pk(a, sig(b, NA ; n(b,r))) ; finished)
|| empty
|| never(
+(pk(b, sig(a, ComXA)))
-(pk(a, sig(b, com(n(b,r), XB))))
+(pk(b, sig(a, NA)))
-(pk(a, sig(b, n(b,r))))
(ok eq ok)
(ok eq ok)
+(pk(b, sig(a, NA ; win)))
-(pk(a, sig(b, NA ; n(b,r))) ; finished)

|| empty ) [nonexec]

For both of these attack states Maude-NPA finished its search without finding any attacks.

5.8.4 TLS

In Section 5.1.3 we introduced a simplified version of the handshake protocol in TLS 1.3
[92]. Even this simplified version produced a very large search space, because of the long list
of messages and the concurrent interactions of a big amount of choices. We are however able
to check the correctness of our specification by producing legal executions in Maude-NPA.
Unlike TLS 1.3, we intentionally introduced a “downgrade attack” in our version in which
the attacker can trick the principals into using a weaker crypto system. However, we have
not yet been able to produce this attack because of the very deep and wide analysis tree
(i.e., long reachability sequences with many branches) that is produced. We are currently

investigating more efficient ways of managing list processing.

5.9 RELATED WORK

As we mentioned in the introduction, there is a considerable amount of work on adding
choice to the strand space model that involves embedding it into other formal systems,
including event-based models for concurrency [52], Petri nets [53], or multi-set rewriting [54].
Crazzolara and Winskel model nondeterministic choice as a form of composition, where a

conflict relation is defined between possible child strands so that the parent can compose
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with only one potential child. In [53] Froschle uses a Petri net model to add branching to
strand space bundles, which represent the concurrent execution of strand space roles. Note
that we have taken the opposite approach of representing bundles as traces of non-branching
strands, where a different trace is generated for each choice taken. Although this results in
more bundles during forward execution, it makes little difference in backwards execution,
and is more straightforward to implement in an already existing analysis tool.

We also note that deterministic choice has been included in the applied pi calculus for
cryptographic protocols [94], another widely used formal model, based on Milner’s pi calculus
[95]. The applied pi calculus includes the rule if M = N then P else @), where P and @) are
terms. This is similar to our syntax for deterministic choice. However our long-term plan is
to add other types or predicates as well (e.g., M subsumes N) ; indeed our approach extends
to any type of predicate that can be evaluated on a ground state. Although the applied pi
calculus in its original form does not include nondeterministic choice, both nondeterministic
and probabilistic choice have been added in subsequent work [96].

In addition, Olarte and Valencia show in [97] how a cryptographic protocol modeling
language can be expressed in their universal timed concurrent constraint programming (utcc)
model, a framework that extends the timed concurrent constraint programming model to
express mobility. The language does not support choice, but utcc does. It seems that it
would not be difficult to extend the language to incorporate the utcc choice mechanisms.

The Tamarin protocol analysis tool [98] includes deterministic branching, which was used
extensively in the analysis of TLS 1.3 [99]. In particular, it includes an optimization for
roles of the form P.(if T then Q else R).S; when backwards search is used, it is sometimes
possible to capture such an execution in terms of just one strand until the conditional is
encountered, thus reducing the state space. Our approach produces two strands, but since
the process algebra semantics makes it easy to tell whether or not R behaves “essentially”
the same no matter if P or @) is chosen, we believe that we have a pathway for including

such a feature if desired.

5.10 CONCLUDING REMARKS

We have presented an extension to the strand space model that allows for both determin-
istic and nondeterministic choice, together with an operational semantics for choice in strand
spaces that not only provides a formal foundation for choice, but allows us to implement it
directly in the Maude-NPA cryptographic protocol analysis tool. In particular, we have ap-
plied Maude-NPA to several protocols that rely on choice in order to validate our approach.

This work not only provides a choice extension to strand spaces, but extends them in other
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ways as well. First of all, it provides a process algebra for strand spaces. In addition, the
process algebra semantics provides a new specification language for Maude-NPA that we

believe is more natural for users than the current strand-space specification language.
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CHAPTER 6: MODULAR VERIFICATION OF SEQUENTIAL
COMPOSITION FOR PRIVATE CHANNELS

6.1 INTRODUCTION

Security protocols often depend on other protocols to generate the keys and other values
they use to communicate securely. This can often be modeled in terms of protocol composi-
tion: the protocol receiving the keys runs as a subroutine of the protocol that generates the
keys. But examining composed protocols can be unwieldy, leading to state space explosion.

Researchers have developed two primary ways of approaching this problem. One is to
think of the parent protocol as creating secure channels that the child protocol can use
for secure communication. Another approach is to perform modular verification, in which
the two protocols are analyzed separately, and conclusions about the composition are made
based on the results.

Secure channels and modular verification are closely related, and indeed we can think of
them as two different kinds of decomposition, the main difference being that the channels
specified in one approach are left implicit in the other. However, they have usually been
treated separately. But the close relationship raises the possibility that techniques developed
for one can be used for another.

In this chapter we take advantage of this relationship to make use of a construct used by
Cheval, Cortier, and Le Morvan [101] to reason about secure channels to prove results about
modular decomposition. This construct is called an encapsulation. It is a combination of
different cryptographic operators that are used to provide functionality such as confidential-
ity and authentication. But its usefulness for modular composition lies in the fact that it is
impossible for encapsulations to leak the keys used to construct them, so that any leakage
that occurs must be the fault of the protocol providing the keys. We can thus think of an
encapsulation together with the keys used to implement it as providing a secure communica-
tion channel, although unlike [101], we do not define the properties of the channels explicitly;
rather they are verified implicitly by the separate analyses of the parent protocol and the
child protocol.

Example 6.1. We use the Passive Authentication (PA) protocol [101] as a running example,
which provides an authentication mechanism proving that the content of the RFID chip in an

E-passport is authentic. We describe below the PA protocol, between a passport (B) and a

!This chapter is based on the paper [100], joint work with Santiago Escobar, Catherine A. Meadows and
José Meseguer.
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reader (A). A secure channel between principals A and B is represented as an encapsulation

expression £(M, ?) where M is the payload message and K is a list of yet unspecified keys.

A — B:E&(read, K)
B — A: E(data; sign(h(data), sk(B)), ?)

In this protocol, data is the passport information, h is a hash function, sign(M, K) is signing

message M with key K, and sk(B) is the signing key of B.

A protocol using channels is parametric in several ways: (i) what keys K are actually
needed by such encapsulation, and (ii) how is the encapsulation £ actually obtained using
cryptographic primitives. In [101], the encapsulation associated to protocol PA is achieved
by using symmetric encryption and MAC with two respective keys, K; and K;. The encap-

sulation can be seen as a macro:

E(M, Ky, Ky) = senc(M, Ky); mac(senc(M, Ky), K»).

To obtain the actual keys K; and K,, we first run a key establishment protocol that is
sequentially composed with PA. The cryptographic protocol analysis tool Maude-NPA [60]
was extended in [48] with a specification language, a semantics, and automatic verification

methods that support sequential protocol composition. We use this extension in this chapter.

Example 6.2. Let us consider the Basic Access Control (BAC) protocol [101] for access

control on private data, which can be used as the key establishment protocol for the PA

protocol.
A — B : challenge
B— A: NB
A — B :senc(Na; Np; Ka, K.), mac(senc(Na; Np; Ka, K.), Ky)
B — A :senc(Np; Na; Kp, K.),mac(senc(Np; Na; K, K.), Kp,)

where senc(M, K.) denotes symmetric encryption of message M using a shared key K, and

mac(M, K,,) denotes M AC' using a shared key K,,.

The sequential protocol composition BAC'; PA is then achieved by running one protocol

after the other and passing information from BAC to PA.

101



Our contributions. The main contribution of this chapter is a modular verification method-
ology. Given parametric specifications of a key establishment protocol P and a protocol @
providing private channel communication, security and authenticity properties of their se-
quential composition P ; @) can be reduced to: (i) verification of corresponding properties
for P, and (ii) verification of corresponding properties for an abstract version Q% of Q
in which keys inherited by @) from P have been suitably abstracted. The semantic ba-
sis of this methodology is provided by two simulation relations Hp and Hg of the form
pdrp ;Q Ha, Q“ that essentially “project out” states of P ; @) to, respectively, states
of P and states of . This then ensures that given an attack state for P ; @, if no attack
of types (i), resp. (ii), exists for P, resp. @, no such attack of the specified kind exists
for P ; (). In addition we offer tool support via the Maude-NPA cryptographic protocol
analysis tool [60]. Furthermore, we are able to easily handle algebraic properties of P, @,
and the encapsulation &£, (e.g. Diffie-Hellman exponentiation used in the IKEv1 protocol;
see Section 6.6) as long as they satisfy the finite variant property, which is also supported
by Maude-NPA.

Plan of the chapter. The rest of this chapter is organized as follows. In Section 6.2 we
recall protocol composition in Maude-NPA, and present the specification of the motivating
example. In Section 6.3 we present an approach to the modeling of channels with secu-
rity assumptions in Maude-NPA. In Section 6.4 we present a modular method for reducing
reachability properties of P; (@) to corresponding properties for P and ()’s abstraction Q.
In Section 6.5 we explain how this modular methodology is supported by Maude-NPA. In
Section 6.6 we present some example protocols we analyzed using our modular approach.

We discuss some related work in Section 6.7 and conclude in Section 6.8.

6.2 PROTOCOL COMPOSITION IN MAUDE-NPA

Recall that, to support sequential protocol composition, strands can be extended with
synchronization messages that are intended for reasoning about child protocols that use
information received from parent protocols, e.g. a session key establishment protocol that
uses a master key received from a master key establishment protocol. Intuitively, sequential
composition of two strands describes a situation in which one strand (the child), can only
execute after another strand (the parent) has completed its execution. Each composition
of two strands is obtained by matching the output parameters of the parent strand with the

input parameters of the child strand in a user-specified way.
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Example 6.3. The PA protocol of Example 6.1 is specified in Maude-NPA by two strands
associated to the reader (A) and passport (B) roles. To be composable with a previous
key establishment protocol, these strands have input parameters (inside a synchronization
message’s curly braces). The passport strand is as follows, where Prev2 is a variable of sort

Role leaving the parent strand unspecified:

(PA.B) :: 7' :: [nil | {Prev2 — PA.B ;; 1-1;; A; B; K1; Ka},
—(&(read, K1, Ks)),
+(&(data(B,r"); sign(h(data(B,r")), sk(B)), K1, K»)), nil]

Example 6.4. The BAC protocol of Example 6.2 is specified in Maude-NPA by two strands
associated to the reader (A) and passport (B) roles. To be usable for sequential composi-
tion with another protocol, these strands have output parameters (inside a synchronization

message’s curly braces). The strand associated to the passport (B) is as follows:

(BAC.B) ::ryro ix [nil |
—(challenge), +(n(B,r)),
—(senc(Na;n(B,r); Ka,ke(B,A));
mac(senc(Nr;n(B,r); Ka, ke(B, A)), km(B, A))),
+(senc(n(B,r); Na; key(B,r2), ke(B, A));
mac(senc(n(B,r); Na; key(B,re), ke(B, A)), km(B, A))),
{BAC.B — PA.B;; 1-1;; A; B,
J1(Ka, key(B,r2)); fa(Ka, key(B,r2))}, nil]
Example 6.5. Given the protocol specification of PA in Example 6.3 and of BAC' in Ex-

ample 6.4, both containing synchronization messages, a concrete state where a strand of the

passport role in BAC has been synchronized with a strand of the passport role in PA looks

as follows:
(BAC.B)
[...,{BAC.B—PA.B;;1-1;; A; B; f1(Ka, key(B,r2)); fa(Ka, key(B,r2))} | nil] &
(PA.B)
[nil, {BAC.B—PA.B;;1-1;; A; B; fi(Ka, key(B,12)); f2(Ka, key(B,r2))} | -]
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6.3 PROTOCOL SPECIFICATION WITH ENCAPSULATIONS

In this section we define the specification of secure channels using encapsulations with
protocol composition. The specification consists of the composition of two main protocols:
(i) a key establishment protocol (P) as the parent protocol, and (ii) the key application
protocol (@) as the child protocol. Private communication in protocol @ is achieved by means
of encapsulations (patterns constructed with cryptographic primitives) taking advantage of
the keys established by protocol P. The relation between the protocol P and protocol @) is
defined by the map p”, which relates the principals in Q to a list of keys that are established
in P. The map p” defines the interface for composing protocols P and Q. We will first
show in Section 6.3.1 the specification of the protocol () with encapsulation. The map p” is

defined in Section 6.3.2. In Section 6.3.3, we define the admissible composition of protocols
P and Q.

Notation. In the rest of this chapter we will use S to denote states, SS to denote the set of
strands in a state, and IK to denote the intruder knowledge set in a state. Different subscripts
are used to distinguish states, strands and intruder knowledge of different protocols. The
subscript ; (resp. P, resp. Q% ) denotes protocol P;,Q (resp. P, resp. Q“ ). For example,
S. denotes a state of protocol P;, Q. Given a set of strands S5, we denote by SS|g and SS|p
the strands in the strand set SS that are (partial) instances of strands in the protocol @
and protocol P respectively. SS|gs denotes the strands in SS that are instances of honest
protocol strands (without the input/output parameters), and SS|py denotes the strands in

SS that are instances of Dolev-Yao strands.

6.3.1 Protocol @) with Encapsulations

In this section, to specify and analyze protocols using encapsulations in Maude-NPA, we
add special sorts and operations to the Maude-NPA message notation that we introduced
in Section 6.2. Messages sent and received through encapsulations are denoted by terms
constructed using these special sorts and operations.

A protocol @) providing private communication is such that all input and output messages
in a strand are actually sent through (possibly different) encapsulations. Its specification has
the form Q = ((Xq, Eq), SSpecy), where the signature Yq is a disjoint union of X¢y, w Xg,

and where:

1. Yoy, is the signature of encapsulation operators used in the private channels, which
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have the general form:
E : QMsg x QKey x - -+ x QKey — EMsg

where QMsg denotes the sort of payload messages sent through the encapsulation,
QKey denotes the sort of keys used in the encapsulation, and EMsg is the sort of
encapsulated messages, representing message transmission. There is also a general sort
Msg of Maude-NPA for messages, and subsort inclusions QMsg < EMsg < Msg and
QKey < Msg. Note that the encapsulation is parameterized by sort QKey.

2. Y, is the signature of cryptographic functions used to actually achieve the encapsula-
tion, i.e., to give concrete meaning to the operator £ in ¥¢y. All operators in g, are
of the general form f:S; x -+ x S, — EMsg, where {Sy,...,S,} < {QKey, EMsg}.

3. Eg is a disjoint union Eg = Eg w Eg, w Bg, where E¢ are the definitional exten-
sions of the operators £ in ¥¢p,. These are defined as equations having the form:
EM, Xy,...,X,) =t(M, Xy,...,X,) with ¢(M, X;,...,X,,) being a Xg,-term of sort
EMsg. B, is a set of Yg,-axioms and Eg, are Xp-equations that are convergent

(confluent and terminating) modulo By, and have finite variant property.

The encapsulation equations E¢ define how cryptographic primitives are used to imple-
ment private communication. We assume that the protocol () is specified using protocol
composition to define how the extra parameters of an encapsulation (principal identifiers

and keys) are bound.

Example 6.6. In Example 6.3, the encapsulation symbol £ : QMsg x QKey x QKey —
EMsg for a secure communication is defined as the definitional extension £(M, Ky, Ks) =
senc(M, K1); mac(senc(M, K1), Ks) in Ee. The two keys K; and K, are generated by a
key establishment protocol for the passport (B) and the reader (A). The signature Xy
contains the encapsulation operator £, and X, contains the operator senc for symmetric
encryption and the operator mac for MAC. The encryption/decryption cancellation of senc

is represented in Eg,.

We assume the following admissibility requirements on the definitional extension equations

E¢ of the encapsulation operators &:

e certain positions in the term t¢ associated by Eg¢ to the encapsulation operator £ are

designated as non-payload positions and are not of sort QMsg;
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e it is impossible for the intruder to learn a term that only appears in non-payload

positions in such a term t¢, and

e QKey is not a subsort of QMsg, and expressions of sort QKey only appear in non-

payload positions in te.

For example, in senc(M, Ky); mac(senc(M, K1), Ks), the non-payload positions are 1.2,

2.1.2, and 2.2, i.e., the positions where K; and K, occur.

6.3.2 The Key Implementation Map p

We assume that a key establishment protocol P in the composition P;, (@ is specified as
P = ((Xp, Ep U Bp), SSpecp), where ¥p is the signature of protocol P. All message sorts
in P are subsorts of PMsg, including QKey. QKey denotes the sort for keys that are being
established in protocol P and will be used for implementing channels in protocol ). Note
that terms of sort QKey are therefore allowed to show up in any messages in protocol P.
Ep u Bp defines the algebraic properties of protocol P. SSpecp is a set of strands specifying
both the capabilities of the attacker and the behavior of the honest principals.

Given a protocol @), from the actual protocol composition P ; () with a key establishment
protocol P it is possible to derive a key implementation map p* that defines the list of keys
established by the protocol P. Indeed, we will denote a protocol composition as P ;, @ to
emphasize the specific key map p. The keys are assigned considering not only the type of
desired communication, but also the names and roles of the intended sender and the receiver
of each protocol. More specifically, a key implementation map p? of protocol P is an indexed
family of mappings p” = {Proie € Tspp. | P77} where pPfele denotes the keys established
by the role Pgoe. FEach pPRee takes two arguments: the first argument is a triple denoting
the sender’s name, sender’s role in protocol P and sender’s role in protocol @); the second
argument is a triple denoting the receiver’s name, receiver’s role in protocol P and receiver’s
role in protocol (). To simplify the presentation, we will refer to the triple as A with A

denoting a name when the roles are understood from the context.

Example 6.7. Following Example 6.2, the key implementation map is:

pPACB (B, BAC.B, PA.B), (A, BAC.A, PA.A))

= (K20 fi(Ka, key(B,ra)), K32 P o fo(Ka, key(B,12))},
pPACA((B, BAC.B, PA.B), (A, BAC.A, PA.A))

= {KT24 s fi(key(A,m), KB), K& s fo(key(A, ), Kp)}

137,4 2B,A
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where A and B are variables denoting the reader and passport respectively, and K4, Kpg
are variables denoting keys. BAC.A, PA.A, BAC.B,PA.B are constants denoting roles.
Although the keys in pPA¢5 and pP4¢4 are syntactically different, keys can have common
instances, e.g. fi(key(A,r1),key(B,rs)), which captures the idea that different roles may

have different views of the same message.

We assume the following admissibility requirements on p:

e Q keys are actual P keys of sort QKey. For any p™ (A, B) = {Yifg’? — K},

Var(K) < Var(Pp|goy, ), where K denotes a list of QKeys.

e Keys must include some random value of sort Fresh. For any pROZP(ﬁ, é) =
—— Rolg

{Xap — K}, VK; € K, there exists r:Fresh s.t. r € Var(K;).
e Keys are disjoint. No two keys bound by p®° are unifiable.

—Rolg —Rolg’

e p is injective. For pfor(A, B) = {Xap — K} and pfet’ (A", BY) = {(Xap — I—é},
we require that there exists a substitution 6 such that (ﬁ, §)0 = (ﬁ’ : B\’)G iff there
exists o such that K 6o =EpuBp K'fo (resp. (Kfo)! =EpUBp K0 for asymmetric

keys).

Since the key implementation map is derived from the protocol composition, the admissi-
bility requirement that ) keys are actual P keys of sort QKey is based on the requirements
on sequential protocol composition. Also because the keys passed from P to @) are intended
for implementing private channels, we thus consider it a good practice to ensure the unique-
ness of keys generated in different sessions of the key exchange protocol and the disjointness
of keys used for different purpose or shared between different principals.

Note that the mapping p can be made more precise by performing analysis in protocol
P, as long as it covers all possible keys that can be synchronized from protocol P to ()
in a reachable state. In order to allow all possible behaviors, key terms used in protocol
specifications can often be quite general. If it can be later verified by performing analysis in
P that in reality only certain key patterns can be passed to protocol (), we then can consider
only these more concrete key patterns when analyzing protocol Q).

The encapsulation equations E¢ and the above map p” jointly define a translation function:

(57 pP) : EQ (X)ChMSg - EQMngEQKeyUEQO (X)

which models the actual composition of all the strands involved between the key establish-
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ment protocol P and the protocol () with private communication

Rol Rolg\ Rolp( & D

S(Ma X1A7BQ7 s ’X"chap A?BQ>pc}foi (Aa B)
The key implementation formalizes the synchronization of parameters in the sequential
protocol composition P;, () in Maude-NPA. The keys generated by protocol P are transferred
to the key parameters in protocol () by synchronizing the output parameters of the parent

protocol P and input parameters of child protocol @) according to p*.

Example 6.8. The input/output parameters of the composed protocol BAC';, PA are as
follows:

(BAC.B) [nil | ...,{BAC.B — PA.B;;1—1;; A; B;
fi(Kr, key(B,r2)); fa(Kr, key(B,r2))}, nil] &
(PA.B) [nil | {BAC.B — PA.B;;1—1;; A; B; K1; Ko}, ..., nil]

6.3.3 The Admissible Composition P;, @

The specification of the composed protocol P;, (@ is defined as: P;,Q = ((Xp;,q,
Ep.,o v Bp,,q), SS])@CP;pQ) where Xp, g = Yo uXp, Ep,,g = Eqg U Ep, Bp,,g = Bg U Bp,
SSpecp, g = SSpecp U SSpecg. The synchronization of input /output parameters of honest
strands are captured in the key implementation map p. To simplify the notation, we will
use I, for Ep, g and B, for Bp, . We will refer to the child protocol in the composition
P;,Q as Q" in the rest of this chapter.

We summarize the syntactic disjointness assumptions between protocols P and ) implied

by this setup as follows:

e all the messages in honest protocol strands of protocol ) are encapsulated, i.e., are

of sort EMsg, and all messages in protocol P are of a sort PMsg or subsorts of a sort
PMsg.

e all the messages that can be shared by protocol P and (Q” must be of sorts QKey, a new
sort Shared or subsorts of Shared. The sort Shared is introduced to denotes the messages
in Ypmsg N Lamsg. And we assume that P and ()” agree on the shared messages, i.e.,
(Eshared:

Eshared U Bshared) = (Xp, Ep U Bp)n(Zqmsg, Eqmsg W Bawmsg). We assume that Shared <
Public.
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Note that QKey is not a subsort of EMsg. Therefore the keys generated by protocol P
cannot be unified with encapsulations or payload messages in (?, i.e., messages of sort QMsg.
By the disjointness feature of this setup, all information synchronized through input-output
parameters in the protocol P;, () are of sort QKey, Shared or subsort of Shared. This setup
is inspired by some of the common assumptions: (i) in the child protocol of P;, @, the keys
used to implement encapsulations will never be sent in plain text or as a payload message;

(ii) protocols P, @ and encapsulations in £ have disjoint encryption subterms.

Remark 6.1. As usual in Maude-NPA, we do not fix the primitives that can be used in either
P or Q. Moreover, P and () do not have to use disjoint cryptographic primitives, as long as

the operators can be correctly overloaded.

Definition 6.1 (Admissible Composition). A composition P;, Q) is admissible if the protocol
@, the key implementation p and the protocol P satisfy the requirements in Section 6.3.1,
6.3.2 and 6.3.3 respectively.

In the rest of this chapter, we assume that the composed protocol P;, Q) is admissible.

6.4 BEHAVIORAL DECOMPOSITION OF P;, Q@

In this section we show that the admissible composed protocol P;,() can be analyzed
by analyzing the protocols P and Q% (an abstraction of Q*) separately. Two simulation
relations Hp and Hg are defined and proved in Sections 6.4.1 and 6.4.2, respectively. The
reachable states in protocol P;, () are related to reachable states of protocol P and reachable
states of protocol Q“ via Hp and Hg, respectively. Therefore, for any reachable attack state
in protocol P;, (@, there are corresponding attack states that are reachable in protocols P
and Q. This then ensures that given an attack state for P;, @), if no attack exists for P,

resp. ¢, then no such attack exists for P;, ().

6.4.1 Simulation of P;, @ by P

In this section we show that, given an admissible composed protocol P;, (), the protocol
P can simulate protocol P;, (@), so that any QKey can be generated by P;, @ if and only if it
can be generated by P.

We first define the simulation relation below. The relation Hp essentially projects out
from a state in the protocol P;,( the strands that are instances of protocol P and the
subset of the intruder knowledge that is in the signature of protocol P. Note that we only

consider states that are reachable from initial states.
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Definition 6.2 (Relation Hp). Given an admissible composed protocol P;, @ and the key
establishment protocol P in P;, @, let S. = SS, & IK; denote a state that is reachable from
the initial state in protocol P;, @, and Sp = SSp & IKp denote a state that is reachable
from the initial state in protocol P, the relation Hp between reachable states in P;, Q) and

in P is defined by the definitional equivalence (5., Sp) € Hp if and only if:
(i) SS;|P‘HS =EpuBp SSP|HSa and SS;|P|DY SEpUBp SSP|DYa
(11) ]K;|2P =EpuBp [Kp

We prove below that the relation Hp is indeed a simulation relation. Before giving the
simulation proofs, we first show in the following lemma that the protocol decomposition pre-
serves the equality relation of terms in the signature ¥ p, which is essential for the simulation

results below.

Lemma 6.1. Given an admissible composed protocol P;, Q) and the key establishment pro-
tocol P in P;,Q, for any two terms t,t' € Tx (X), t =ppupp t' iff t =puB, t'.

Proof. We recall that E, = Ep @ Espared W By, B, = Bp @ Bspared w Bg, where Ep =
Ep @ Eshared; @ = Eshared ¥ iy, Bp = Bp W Bspared, Bg = Bshared w Bg. By the disjointness
of Y¢ and Xp, for any rule | — r in E., if there exists a position pos in ¢, axioms B < B,
and substitution o such that t|,,s =p lo, then | — r € Ep, B < Bp and t[ro],s € T, (X).
We therefore have that t —p, g, t1 iff t —g p t;. Together with the coherence, confluence
and termination of —g, g, and —g g, by successively applying the above argument, we
have t!g, B, =B, t'g, B, Therefore tlg, g, =g, t''p, B, iff t'p g =p 1!k B, which implies

t =gpopp t iff t =pop T,

Corollary 6.1. Given an admissible composed protocol P;,(Q and the key establishment

protocol P in P;,Q, we have the following equality between sets of terms:
{teTs, o X) I t=pus t" and t' : QKey}
={te Ty, o(X) [t =EpuBp t" and t' : QKey}

We refer to this set as [Tqkey|EpuBp n the rest of this chapter.

We prove that Hp is a simulation in the following theorem. The intuition that the relation
Hp is a simulation is that, by the disjointness assumption, terms generated by protocol Q?
cannot be used in (i.e., cannot match) any messages of protocol P, except for terms of sorts
QKey, and Shared or subsorts of Shared. By the protocol construction, ()* cannot reveal

QKey, and the shared messages can be generated by Dolev-Yao transitions in protocol P.
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Theorem 6.1 (Soundness from P;,Q) to P). Given an admissible composed protocol
P;,Q, the key establishment protocol P, and the key application protocol @), if a state S,
is reachable from the initial state of protocol P;,(), then there exists a state Sp that is

reachable from the initial state in protocol P such that (S., Sp) € Hp.

Proof. We prove this theorem by induction on the number of steps that are taken to reach

state S.. Suppose S,

yinit

—" S, with n being the minimum number of steps to reach S.. We
—* Sp and (S;,Sp) € Hp.

Base case. n = 0: Since the initial states of both systems consist of the empty set of strands
Sp

init

prove that there exists a state Sp such that Sp

init

and the empty set of intruder knowledge, proving that (S. ) € Hp is straightforward.

Siit

Induction Step. Suppose that the theorem is true for n = k. We show that the theorem is

true for n = k+ 1. Let S! be the state such that S, , =% S/ —,; S.. Then, according to the

—* Sp and (5!, 5p) € Hp. We

then prove by case analysis on the transition rule r/ that is applied in the k + 1-th induction
step that there exists a state Sp such that Sp,, —* Sp and (S, Sp) € Hp.

induction hypothesis, there exists a state Sp such that Sp

init

1. If rl is of the form: [L]&SS&{IK} — [L,+M|&SS&{IK, M} if M ¢ IK, and rl
is generated from a strand in protocol specification of P, then there exists a strand
[[] € S!, the strand [I,+m] € S, a strand [L, +M, L] in protocol specification of P,
and a ground substitution ¢ such that [[] =g p [L]o, and m =g p Mo. Since
[L,+M,L'] is a strand in the protocol specification of P, all variables in [L, +M, L]
have sorts in »p. Also, by the disjointness of the signatures of protocol P and @,
the range of the ground substitution o only contains terms having sorts in 7Ty, ,. Since
[[] € S” and (S, Sp) € Hp, according to the definition of the relation Hp, there exists a
strand [[,] in the state Sp such that [l,] =g,op, [I]. Since [[] =g, [L]o, by Lemma
6.1, [l,] =epuBp [L]o. Also by Lemma 6.1, m =g ,p, Mo. Since m is not in the
intruder knowledge of state S, according to the definition of the relation Hp, m is not
in the intruder knowledge of state S%. Thus S — Sp by applying the rule rl with the
ground substitution ¢, and therefore (S., Sp) € Hp.

2. The cases where rl is generated according to a strand in protocol P and is of the
form [L|&SS&{IK} — [L, +m]&SS&{IK}, or SS&{IK} — [+ M|&SS&{IK, M}, or
SS&{IK} — [+ M]&SS&{IK} can be proved in a way similar to the previous case.

3. If rl is of the form: [L]&SS&{IK, M} — [L,—M]&SS&{IK, M}, and rl is generated
from a strand in protocol P, then there exists a strand [I] € S!, a message m in
the intruder knowledge of state S/, a strand [L,—M, L] in protocol P, and a ground
substitution o such that [l| =g p [L]oc and m =g p Mo. Since [L,—M,L'] is
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a strand in the protocol P, all variables in [L,—M, L] having sorts in Xp. Also,
by the disjointness of the signatures of protocol P and (), the range of the ground
substitution ¢ only contains ground terms in ¥p. Since [I] € S! and (S!,Sp) € Hp,
according to the definition of the relation H p, there exists a strand [[,] in Sp such that
[l,] =EpuBp [l]. Since m € Ty, and is in the intruder knowledge of state S!, according
to the definition of the relation Hp, there exists m’ in the intruder knowledge of state
Sp such that m =g, p, m'. Since [[] =g p, [L]oc and m =g g, Mo, by Lemma 6.1,
ly, =ppoBp Lo and m’ =g, p, Mo. Thus S, — Sp by applying the rule 7/ with the
ground substitution o, and therefore (S., Sp) € Hp.

4. The case where rl is generated according to a strand in protocol P and is of the form
SS&{IK, M} — [-M]&SS&{IK, M} can be proved in a way similar to the previous

case.

5. If 7l is of the form: [L|&SS&{IK} — [L,+M]&SS&{IK, M} if M ¢ IK, and rl
is generated from a strand in protocol (), then there exists a term m that is in the
intruder knowledge of the state S. but not in S;/ , such that m =g p M0 for some

ground substitution 6.

o If m =g p m' with m’ of sort Shared or any subsort of Shared, according to the
assumption that sort Shared is a subsort of sort Public, m’ can be generated by the
intruder itself (i.e., Dolev-Yao strands) in protocol P. Therefore S}, —py Sp with
m’ in the intruder knowledge of state Sp, and the transition uses only Dolev-Yao
strands. Thus (S.,Sp) € Hp.

e Otherwise (S.,S5%) € Hp.

6. For other cases, (S, Sp) € Hp. The synchronization steps are covered by this case.

It is now straightforward to show that the admissible composed protocol P;, ) can simu-

late protocol P.

Theorem 6.2 (Completeness from P;,Q to P). Given an admissible composed protocol
P;,Q, the key establishment protocol P, and the key application protocol Q, if a state S is
reachable from the initial state in protocol P, the state S is also reachable from the initial
state of protocol P;, Q).
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Proof. Since the protocol P is the parent protocol of the protocol P;, @, the protocol P;, @
can perform exactly the same sequence of transitions from the initial state that the protocol

P performs to reach state S.

By Theorems 6.1 and 6.2, we can conclude that any authentication or secrecy property
of the QKeys holds in P if and only if it holds in P;, (). In particular, this holds for the

following secrecy enforcing property.

Definition 6.3. A protocol P is Secrecy-Enforcing if any state where an honest principal
has accepted a list of QKeys to communicate with another honest principal and the intruder

learns any of the secret QKeys is unreachable in P.

That is, the state Sp = SSp&IKp cannot be reached from the initial states in protocol
P, if there exists a strand [/] in the set of strands SSp in Sp such that [/] is an instance
of honest protocol strands in protocol P, the participants in [/] do not include the intruder,
but the set of intruder knowledge [ Kp is not disjoint with the set of secret QKeys generated
from [I].

In the rest of this chapter, we assume that the key establishment protocol P is Secrecy-
Enforcing. Note that the intruder can still learn keys from communications in P, either
because some of the participants of the protocol are compromised or because the keys were

not intended to be secret in the first place.

6.4.2 Simulation of P;, @ by Q°

In this section we show that the reachability properties of the protocol P;,() can be
simulated by an abstraction of @)?, denoted )%, where actual keys from an admissible P
are replaced by their abstraction using a mapping «. The inherited keys become in some
sense independent of the protocol P. The properties we show in this section will allow us to
reason about properties of P;,() , especially properties about secret payload messages, by
analyzing the protocol Q“.

The key abstraction mapping « can be different for each specific protocol. Usually it is
enough to consider the abstraction of the key patterns that can be synchronized from proto-
col P to protocol Q) in any reachable states, as specified by the mapping p. Let t(z1,...,x,)
denote any such key pattern. We assume that all such patterns are strongly irreducible, i.e.,
that they, and all their instances by irreducible substitutions, are irreducible by equations
Ep modulo axioms Bp. Note that in @) the sort QKey is parametric: it is instantiated to

different data types for keys depending on the choice of P. The central intuition about the
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abstract protocol Q% is that the keys that are instances of each key pattern ¢(z1,...,x,) in p
are abstracted by constructor terms using some new constructors {2, possibly modulo some
axioms B,. Furthermore, key terms that cannot unify with any of the key patterns, are
mapped to a special constant in §2, e.g., ¢. In this way, Q¢ terms of sort QKey become con-
structor terms up to B,-equivalence, thus greatly simplifying their representation. Different
choices of key abstraction are possible (see Example 6.9 below for a concrete illustration).

Here is the general method:

Definition 6.4 (Key Abstraction). A key abstraction « of protocol @Q” by protocol Q¢ is

defined as follows: (i) new key-building constructors 2 and axioms By, are specified, including

a special constant ¢ in 2, (ii) for each key pattern ¢(z1,...,x,) in p, a constructor Q-term
U(Tiy s o5y ) With {z, ... 2.} S {21,...,2,} is chosen, and (iii) the key abstraction « is
defined by equations a(t(x1,...,2,)) = w(z;,, ..., x;, ) for each key pattern t(xq,...,z,) in

p, plus an additional “otherwise” default equation “«a(t) = ¢ [otherwise]” (that applies to
any t that does not E'p U Bp-unify with any of the key patterns) subject to the requirements:
For each key pattern t(xy,...,x,) in p,

t(xy, . 2n) =BpouBp LY, 1) = w(@y, ., 2,) =g w2

which ensures that o maps Fp U Bp-equivalence classes of keys in Q)” to Bg-equivalence

classes of keys in Q.

The key abstraction should be such that the abstract key implementation map for Q¢
obtained by composing p with « satisfies the admissibility requirements as the original map

p (see Section 6.3).

Example 6.9. An example key abstraction « for a reader and a passport’s keys in a concrete

reachable state of the protocol PA” according to the key mapping is:

a( fr(key(reader,ry), key(passport,ry))) = ki(reader, passport,ry),
a( fo(key(reader, ), key(passport,ry))) = ko(reader, passport,rs)

where Q = {kq, ko, c} and B, = &J. This « satisfies the admissibility requirements, since it
ensures that every key is abstracted differently by using the participants of BAC' and a fresh

variable that is involved in the key.

Note that the protocol Q% also extends () with extra Dolev-Yao strands on abstract

keys such that if the intruder was able to generate or learn some QKey & from protocol
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P, then Q% can generate the abstract version «(k), e.g., a Dolev-Yao strand of the form
conil oz [nal |+ (k(i, Ayre)), nil] or [nil | + (¢), nil]. We refer to this set of extra
Dolev-Yao strands as DY .

The key abstraction o is homomorphically extended to terms. We denote by ta the
term t[a(ty), ..., a(tn)]posy... Pos, Where {ti,...,t,} is the set of top QKey subterms, and
Pos; = {pij € Pos(t) | t
substitution such that {x — ta | z +— t € 8}. Note that it is possible that a QKey term can

pi; =EpuBp lij. Given a substitution a, we use fa to denote the

contain other QKey terms as subterms, but we do not need to consider those subterms that

are not at the top QKey position, since ) is parameterized by sort QKey.

Example 6.10. Consider the key abstraction map a of Example 6.9 and the following strand
Str in a state of protocol BAC';, PA:

[ — (E(Read, fi(key(reader,ry), key(passport,rs)),

fa(key(reader,ry), key(passport,r2))))]

The set of top QKey subterms in this strand is:

{fi(n(reader,r1),n(passport,ra)), fao(n(reader,ry),n(passport,re))}
and the result of applying « to Str is:

[—(E(Read, k1 (reader, passport,ry), ka(reader, passport, r2)))]

Note that, for the sake of brevity, the encapsulation operator £ has not been expanded into

its definition in this example.

Given a QKey abstraction « of a protocol ()?, the protocol Q¢ with abstract QKeys is thus
specified as Q% = ((¥q U Q, Ega U Bga), SSpecga ), where ¥q is the signature of protocol
Q@ and (Q is the set of constructors for abstracted keys as defined above. Ego = Eg and
Bga = Bg U Bq. SSpecga is a set of strands specifying both the capabilities of the attacker
and the behavior of the honest principals. SSpecga = SSpecg|uspa U SSpecg|py U Qpy,
i.e., the strands in the specification of the protocol @)” are adapted to use abstracted keys
as follows: (i) the input parameters are removed from the strands of honest principals,
and the keys are instantiated by the corresponding abstracted keys according to the key
implementation map p and the key abstraction «, (ii) the intruder’s strands are extended

with the extra strands denoting intruder’s capability on generating abstracted keys.
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Figure 6.1: Proof of Lemma 6.2

We first show in the following lemma that the decomposition and key abstraction map

preserves equality of terms of sort or subsort of £Msg in the composed protocol.

Lemma 6.2. Gwen an admissible composed protocol P;,Q, and an admissible QKey ab-

straction «, for any terms t,t' € TEP;[,Q(X)nggf ift =g.op t', then ta =Ega UBga to.

Proof. Since Ega = Eq, we only need to prove: if t =g p t', then ta =g, . t'a. The

proof is based on the following observations:
1. By disjointness of Xp and Y, and the definition of Ey,

(a) for any rewrite rule [ — r in Ey, if there is a substitution # and position pos s.t.
t'Ep Bplpos =p 10, and t — tlg, . [10],0s, then pos is not a QKey position and

does not have a QKey position as prefix,

(b) for any rewrite rule [ — r in Eg, if term v is a subterm of [ (resp. r) and

v € [Takey| Epunp, then v e Var(l) (resp. v e Var(r)).

(c) for any rewrite rule I’ — 7’ in Ep, if there is a substitution ¢’ and position pos’
S.t. tlpos =g, U'0, and t — t[r'0'] s, then t|,,s is of sort QKey or sort Shared or
subsort of Shared

2. By the convergence of —p g, =g, B, and —Eg,Bgo s

(a) t=gop Uit tlg B =p 'k B,

(b) ta =p,uBge t'a iff (ta)! gy Boa =Bge (F') By Boas

The intuition of the proof is illustrated in Figure 6.1. To show that if t =g p, t', then

ta =p,uBga t'a where Bga = Bg U By, we show that
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(i)

(ii.)

t!E;vB; =B (t!EPvBP)!EQ’BQ

We prove by contradiction that (t!x, 5,)!E,, B, cannot be further rewritten. Suppose
there is a rule [ — r € E; and substitution ¢ such that (¢!, 5,)Ey,Bolpes =8, 10. By
the definition of !EQ,BQ, the rule [ — r cannot be in Ey. If [ — ris arule in Ep — Ey,
then the redex (t!g, B,) Ey,Bo|pos 15 @ term of sort QKey and is introduced by rules in
Eq. By the disjointness of Xp and X, if new QKeys are introduced to the terms by
applying rules in E(, then there are variables of sort (QKey on the r.h.s of the rule
that do no show up in the Lh.s, which is impossible by the assumption on rules in Eq.

By observation 2, we therefore have t!g_ g =p (t'g, By) 0.8,

if (t'5p.8p) E0,Bo =B, ('Ep,Bp) E0.Bg»

then (t!EP,BPa)!E@BQa =Bga (t/!Ep,BpOé)!EQ,BQa

For any rewrite rule [ — r in Ey, if there is a substitution 0 s.t. t'g, B,|ps =5, 10,
and t'g, B, —E,Bo U'EpBp[T0]pes, then by the definition of the key abstraction
a, (I0)a =pya (t'Ep,Bplpes). By observation 1, since pos is not a QKey position
and does not have a QKey position as prefix, t!g, g,lps@ = tlg, BpQ|ps, there-
fore (10)«a =Bga t'g, BpQpos. Also by observation 1, since all the terms of sort
QKey in [ are variables, (I0)a = [(6c). Therefore !, p,0pos =By [(fa). There-
fore t!p, B0 =By Boa (HEpBpa)[10]0s = ey By [1T0]pes. By successively apply-
ing the above argument, we have that if (t!x, 5,)!5,8, =B (t''Ep.Bp) EB,, then

(! 5p,Bp) Eg.Boe =Boa (t''Ep,.Bp@) Eq,Boa-

(ta) Eg,Boa =Boe (H'Ep,Br) Eg,Boe
By observation 1c and since a term of sort QKey can never be a subterm of a term of
sort Shared, any rewrites on terms of sort Shared are either under a QKey position or in

parallel. And by the definition of the key abstraction «, tov =g, . . 0BgeguBa tEpR.BRC

Since EShared U BShared U Ba = EQ U BQa, (ZfOé)!E@BQa =Bga (t!Ep,Bpa)!EQ,BQa-

which then implies that if t!p 5 =p t'lp 5, then (ta) g, Bye =Boe (') Eg,Boa- Together

with the convergence, we have that t =g p t' < tlg g =5 U!p B = (ta)!E@BQa =Bga

/ /
(t a)!EQ,BQa < ta ~EquBga t'a.

We now define the simulation relation Hg between P;,() and Q®. The relation Hq

essentially projects out from a state in the protocol P;, @ the strands that are instances of

strands in protocol ) together with the set of intruder knowledge that is in the signature of
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protocol (), and then applies key abstraction on them. Again we only consider states that

are reachable from initial states.

Definition 6.5 (Relation Hg). Given an admissible composed protocol P;, @ and the ab-
stracted protocol Q® with a being an admissible QKey abstraction, let S. = SS. & IKj; denote
a state that is reachable from the initial state in protocol P;, @, Sga = SSg« & IKge denote
a state that is reachable from the initial state in protocol Q%, S.|q denote SS|o&IK|s,,,,
and SS|o&IK|g = (S.|g)a. The relation H¢ between reachable states in P;, @ and in Q“
is then defined by the following definitional equivalence: (5., Sge) € He iff:

(1) SSlg SEguBge SSqa; SSlglus =EquBge SSqaHs,
(i) 1Ko =pgopon Kge
where Bga = Bg U B,.

We then show that H defines a simulation relation. The main reason for Hg being a
simulation is that, by the requirements on the key abstraction «, the abstraction preserves
equality and deducibility of keys in protocol Q. In the following we first show in Lemma
6.3 that a transition from a state in the composed protocol P;, () induces a transition from
a corresponding state (i.e., related by Hg) in protocol Q® while preserving the relation H.
This will be used to prove Theorem 6.3, which allows us to simulate protocol P;,( by

protocol Q.

Lemma 6.3. Given an admissible composed protocol P;, (@), the secrecy enforcing key es-
tablishment protocol P, and the abstracted protocol Q% with o being an admissible QKey
abstraction, let S, be a state that is reachable in protocol P;, Q) and Sgo a state that is reach-
able in protocol Q* such that (S,, Sq-) € Hq, if there exists a state S! such that S, —,; S!
by applying the transition rule rl, then there exists a state Sga of protocol Q% such that
Sqa —* Spa and (S, Sga) € He-

Proof. The proof is by case analysis on the transition rule rl. Since the proof of this Lemma
requires a somewhat lengthy case analysis, the details of the proof have been moved to

Appendix C.

Theorem 6.3. Given an admissible composed protocol P;, (@), the secrecy enforcing key es-
tablishment protocol P, and the abstracted protocol Q% with o being an admissible QKey
abstraction, if a state S, is reachable from the initial state of protocol P;, (@), then there
exists a state Sgo such that Sge is reachable from the initial state in protocol Q<, and
(5;,5¢=) € He.
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Proof. Since the initial states of both systems consist of the empty set of strands and empty
set of intruder knowledge, therefore (S;init,Sge, ) € Ho is straightforward. The proof of

this theorem is then a straightforward successive application Lemma 6.3.

From Theorem 6.3 we can conclude that if the intruder cannot learn the secret payload
message between two honest principals in protocol Q¢, then the composed protocol P;,Q
also satisfies this property. These results, as well as those in Section 6.4.1, form the basis
for the modular verification of properties of the protocol P;, @ in Maude-NPA presented in
Section 6.5.

6.5 MODULAR VERIFICATION OF P;,Q IN MAUDE-NPA

In this section we show how the simulation results in Section 6.4 can be used in Maude-
NPA’s protocol analysis. We first present a methodology which, given an attack pattern
in protocol P;, (), generates corresponding attack patterns in protocols P and Q“ whose
reachability can then be analyzed by running Maude-NPA on protocol P and protocol Q%
separately. We then show the correctness of this methodology in Theorem 6.4, which relies
on lifting the simulation results in Section 6.4 to Maude-NPA’s backwards semantics.

Given an attack state pattern Att, of protocol P;,(Q, we wish to obtain an attack state
pattern Attp for protocol P (according to Theorem 6.2) and an attack state pattern Attg
for protocol Q* (according to Theorem 6.3). However, an attack state pattern Att. may not
include any strands of P and we need a completion mechanism which expands a given attack
state pattern so that each child strand in the attack state pattern has a parent strand that
is explicitly listed in the state. Following the semantics of sequential protocol composition
in Maude-NPA [48], the composition completion of an attack pattern does not change the

reachability of the attack pattern.

Definition 6.6 (Composition Completion). Given an attack state pattern Att. of protocol
P;,Q, w.lo.g assume that the strands which are instances of strands in protocol @) in Att.

have the form:

Att.]g =(b1) [{a1 — by 33 Modey ;; My, }, Ly, | mil] &...&
(bn) [{an — bn ;3 Modey, ;5 M,,}, Ly, | nil]

where Vi € [1,n], (b;) [{ai — b; ;; Mode; ;; My}, Ly, ] is an instance of a (possibly partial)
honest protocol strand of protocol ), and all the QKeys in L;, show up in M,,. The
composition completion of Att. is ZE = {Zt\t;l, . Zﬁm} with Zt\t;jep m) = (Att, U Attp;)0;,
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where Attp is defined as follows:

Attp =(a1) [Lay, {ar — by 55 Modey 55 My, } [ nil] &... &
(an) [La,,{an — by ;; Mode, ;; M, } | nil]

where Vi € [1,n], (a;) [nil|Lq,,{a; — b; ;5 Mode; ;;M,,}, nil] € Pp,,q u Att|p, 0; €
Unif g, g, (Mo, = My, A ... A M,, = M,,). We require that all the QKeys in th are

instances of the key patterns.

Example 6.11. Consider the following attack pattern in the protocol BAC;, PA query-
ing whether the intruder can learn data(passport,r’) generated by the passport in the PA
protocol:

Att, =[nil, {BAC.B — PA.B ;; 1 —1;; passport;reader; Ki; K»},
— (E(read(reader), K1, K2)),
+ (E(data(passport,r'); sign(h(data(passport,r')), sk(passport)), K1, K3))
| nil] & data(passport,r’)el

where K and K, denote the key terms fi(key(reader,ry), key(passport,ry)) and fo(key
(reader, ), key(passport,rs)) respectively.

The composition completion /th of Att, is:
Strp& Att.[B — passport, A — reader, K 5 — key(reader,r1)]

where Strp denotes the passport strand in Example 6.4. Note that the unification call
between the input and output synchronization messages gave also some instantiation for P
and, thus, we use Lp to denote Strp|B — passport, A — reader, K, — key(reader,r)].
Note that in the case where two participants of a protocol P can swap roles in protocol @),
the unification of the input and output synchronization messages will produce all different

combinations.

Given an attack state pattern Att, in the protocol P;, @), we follow the following steps to

check whether the attack state pattern Atf. can backwards reach an initial state in protocol
P;,Q:

1. Composition Completion: we first generate the composition completion ZE; = {Zt? 1
. Att, ) of Att,.
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2. For each composition completed state f/ltzj =85 & IK, in Zt\t;, we analyze the

reachability of ZE] as follows:

(a) Reachability in P: check the attack pattern Sp = SS.|p&IK |5, (x) in protocol P.
If Sp cannot backwards reach an initial state, skip the step (b), and mark the
reachability of the state ZE] as false.

(b) Reachability in Q*: check the attack pattern Sg = (SS.[Q&IK |5, (x))a in pro-
tocol Q*. If Sg cannot backwards reach an initial state, mark the reachability of
the state ZE] as false.

If the reachability of all the states in ZE are marked as false, then the attack state Att,
cannot reach an initial state, i.e., the protocol P;, () is secure with respect to the attack
state Att.. Note that extra analysis may be executed in P in order to generate some specific
key abstraction mappings.

The correctness of this approach is proved in the following theorem. The proof is based on
lifting Theorems 6.1 and 6.3 to symbolic states according to the soundness and completeness

of Maude-NPA’s backwards operational semantics w.r.t. the forwards semantics [60].

Theorem 6.4 (Symbolic Modular Verification Theorem). Given an admissible composed
protocol P;,Q, the secrecy enforcing key establishment protocol P, the abstracted protocol
Q“ with o being an admissible QKey abstraction, a symbolic attack state Att. of proto-
col P;,Q, if Att, can backwards reach an initial state in protocol P;, (), then there exists
a state Zt?] = SS.&IK. in the set of composition completion of Att., such that Sp =
SS.|p&IK |5, (x) can backwards reach an initial state in protocol P, and Sgo = (SS|o&

IK |5, (x))c can backwards reach an initial state in protocol Q.

To prove Theorem 6.4, in the following we prove auxiliary Lemmas 6.4, 6.5 and 6.6. We
first show in Lemma 6.4 that if the attack pattern Att, can backwards reach an initial state
in protocol P;, (), then there exists thj in the set of composition completion of Att, that
can backwards reach an initial state. By lifting the results that we have proved in Section
6.4, we then show in Lemmas 6.5 and 6.6, respectively, that if Zﬁj can backwards reach an
initial state, then the state Sp can backwards reach an initial state in protocol P and the
state Sge can backwards reach an initial state in protocol Q. The proof of Theorem 6.4
then follows straightforwardly.

We show in the following Lemma that the composition completion of an attack pattern

does not change the reachability of the attack pattern.
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Lemma 6.4. Given an admissible composed protocol P;, () and an attack pattern Att. of
protocol P;, Q, if Att. can backwards reach an initial state in protocol P;, (), then there exists
a state ZE] in the composition completion ZIE of Att, which can backwards reach an initial
state in P;, Q).

Proof. According to Maude-NPA’s semantics of protocol composition, if the attack pattern
Att. can backwards reach an initial state, then each child strand in Att, can backwards
synchronize with a parent strand such that the composed strand can reach an initial state.
The proof of this Lemma is then straightforward, since the composition completion explores

all possible parent strand that can synchronize with the child strands in Att..

In the following, we lift the protocol composition modularity results that we have proved
in Section 6.4 to symbolic backwards analysis. We first recall the lifting relation that is
defined in [60].

Definition 6.7 (Lifting Relation [60]). Given a protocol P, a symbolic state S and a ground

state s, we say that s lifts to S, or that S instantiates to s with a ground substitution
0: (Var(S) — {SS,IK}) — Tx, written S >? s iff

e for each strand :: ry,... 7y, = [L] in S, there exists a strand [[] in s such that [ =g, L#.

e for each positive intruder fact weZ in S, there exists a positive intruder fact w’ in s

such that v’ =g, w6, and

e for each negative intruder fact w¢Z in S, there is no positive intruder fact w’ in s such

that w' =g, wé.
where SS and [K are variables denoting unspecified set of strands and knowledge.

We then lift Theorem 6.1 in Section 6.4 to symbolic backwards reachability semantics in

the following Lemma 6.5.

Lemma 6.5. Given an admissible composed protocol P;, (), the secrecy enforcing key estab-
lishment protocol P, and an attack pattern Att. of protocol P;,Q), let ZE] = SS.&IK, be
a state in the composition completion of Att,, where SS, and IK, denote the set of strands
and intruder knowledge of Zt?] respectively. If ZE] can backwards reach an initial state in
protocol P;,Q, then the state Sp = SS,|p&IK |5, (x) can backwards reach an initial state in
protocol P.
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Proof. Since the state Zﬁj can backwards reach an initial state Sy in protocol P;, (@, by
soundness of Maude-NPA’s backwards operational semantics w.r.t. the forwards semantics,
there is a grounding substitution 6 and a ground state s, = ss.&ik, where ss, and ik, denote
the set of ground strands and intruder knowledge of s, respectively, such that s, is reachable
from the initial state sy in the forward semantics in P;, ) and thj >% 5. By Theorem
6.1, there exists a state sp that is reachable from the initial state in protocol P such that
(s.,sp) € Hp. By the definition of >%, for any strand L in SS., there is a strand =guB, L0
in ss.. By the disjointness of the signatures of protocol P and protocol Q, if L € SS.|p, then
l € ss|p,and | =g, p, LO. Similarly, if a message M is in IK |5, (x), there is a message m in
the intruder knowledge of sp such that m =g, 5, M0. Since Att. is an attack pattern, there
is no negative intruder fact w¢Z in Att,. Therefore Sp >% sp. Therefore, by completeness of
Maude-NPA’s backwards operational semantics w.r.t. the forwards semantics, Sp can reach

an initial state in protocol P.

We then lift Theorem 6.3 in Section 6.4 to symbolic backwards reachability semantics in

Lemma 6.6.

Lemma 6.6. Given an admissible composed protocol P;, (), the secrecy enforcing key estab-
lishment protocol P, the abstracted protocol Q“ with a being an admissible QKey abstraction,
and an attack pattern Att, of protocol P;,Q, let Zﬁ;j = SS.&IK. be a state in the composi-
tion completion of Att,, where SS. and IK. denote the set of strands and intruder knowledge
of ZEQ respectively. If ZEJ can backwards reach an initial state in protocol P;,Q), then the

state Sga = (99, |Q&IK |5, (x))a can backwards reach an initial state in protocol Q.

Proof. Since the state Zt?] can reach an initial state in protocol P;, (@), by soundness of
Maude-NPA’s backwards operational semantics w.r.t. the forwards semantics, there is a
ground state s, = ss.&ik, and a substitution 6 such that s, is reachable from the initial
state in the forward semantics in P;, () and ZE] >% s.. By Theorem 6.3, there exists a
ground state sga that is reachable from the initial state in the forward semantics in protocol
Q“, and (s.,80-) € Hg. By the definition of >, for any strand L in SS., there is a strand
I =g.op L0 in ss,. By the disjointness of the signatures of protocol P and protocol Q, if
L € 5S.|q, then [ € ss,|g. By the definition of Hg, since (s, sga) € Hg and [ € ss.|g, la
is a strand in sgo. By the requirements on the attack patterns and the key abstraction «,
Lo = (La)0|var(La)- Therefore la =g, opga (La)0|var(Lay. Similarly, if a message Ma is in
the intruder knowledge of Sg«, there exists a message m in the intruder knowledge of sga
such that ma =g,oBge (Ma)0|var(ma) - Since Att, is an attack pattern, there is no negative

intruder fact w¢Z in Att,. Therefore Sge >0 sqge, where §" < 6. Then by completeness of
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Maude-NPA’s backwards operational semantics w.r.t.the forwards semantics, Sgo can reach

an initial state in protocol Q<.

Theorem 6.4 is now a straightforward corollary. It shows that the symbolic reachability
analysis of the composed protocol P;, ) can be reduced to the symbolic reachability analysis
of the parent protocol and the abstracted child protocol separately. The proof of Theorem

6.4 is a straightforward application of Lemma 6.4, Lemma 6.5 and Lemma 6.6.

Example 6.12. As an example of modular protocol analysis, we continue with the protocol
BAC;, PA and Example 6.11. We first check that the protocol BAC is secrecy-enforcing;
therefore the intruder cannot learn K; or K. We then check in protocol BAC the attack
state pattern in which the strand Lp finished execution. Maude-NPA found an initial state.
To generate the key abstraction «, we also check in protocol BAC the attack pattern in
which the passport’s (resp. reader’s) strand finished execution without the corresponding
reader’s (resp. passport’s) strand (an authentication attack). Maude-NPA terminated with-
out reaching any initial states. We therefore obtain protocol PA® from PA by removing the
input synchronization message and replacing the two keys by k1 (A, B, R4) and k2(A, B, Rg)
respectively with R4, Rp of sort Fresh?, a super sort of Fresh. The attack pattern of Exam-
ple 6.11 is now written according to the key abstraction o and the specification of protocol

PA“ as:

[nil, —(E(read(reader), k1 (reader, passport,r1), ke(reader, passport, ra)),
+ (&(data(passport,r'); sign(h(data(passport,r’)), sk(passport)),
k1 (reader, passport,r1), ka(reader, passport,re))) | nil]

& data(passport,r')el

Maude-NPA terminated without finding any initial states, i.e., this attack cannot happen.

We therefore conclude that the intruder cannot learn the secret payload.
6.6 EXPERIMENTS

In this section we describe some experiments that we have performed. using the Maude-

NPA cryptographic protocol analysis tool.

124



6.6.1 BAC-PA.

The basic access control protocol (BAC) and passive authentication protocl (PA) [102]
are used in E-passport to protect the content of the RFID chip. The BAC protocol is used
for preventing skimming, the session keys established by this protocol are used to secure
further communication. The BAC protocol starts with a challenge, which is then followed
by a mutually authenticated communication between the passport and the reader. One of
the protocols that can use the secure communication established by the BAC protocol is the
PA protocol. The PA protocol protects the integrity of the content stored in the passport by
first hashing the data and then having it signed by the Document Signers. Protocols BAC
and PA proceed as explained in Examples 6.1 and 6.2. Our model is similar to [101].

We used Maude-NPA to search for the attack state in which the intruder can learn the
stored data from the communication of an honest passport and an honest reader. We first
analyze in the protocol BAC alone whether the intruder can learn the generated session
keys from an honest passport and reader. Maude-NPA terminated without any attack being

found, therefore the protocol BAC is secrecy-enforcing.

eq ATTACK-STATE(0) =
:r, r2 :: [ nil, -(challenge), +(n(passport, r)),
-(senc(ke(passport, reader), Nr; n(passport, r); Kr);
mac (km(passport, reader), senc(ke(passport, reader),
Nr; n(passport, r); Kr))),
+(senc(ke(passport, reader), n(passport, r); Nr;
key(passport, r2)); mac(km(passport, reader),
senc (ke (passport, reader), n(passport, r);
Nr; key(passport, r2))))
| nil ]
|| £1(Xr, key(passport, r2)) inI

eq ATTACK-STATE(2) =
::r, r2 :: [ nil, -(challenge), +(n(passport, r)),
-(senc(ke(passport, reader), Nr; n(passport, r); Kr);
mac (km(passport, reader), senc(ke(passport, reader),
Nr; n(passport, r); Kr))),

+(senc (ke(passport, reader), n(passport, r); Nr;
key(passport, r2)); mac(km(passport, reader),
senc (ke (passport, reader), n(passport, r);

Nr; key(passport, r2))))
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| nil ]
|| £2(Kr, key(passport, r2)) inI

There are two other attack patterns that use reader’s strand and are similar to ATTACK-
STATE(0) and ATTACK-STATE(2). We omit those two attack patterns for the sake of
brevity.

Note that the search space can be reduced by searching whether the intruder can learn
key(passport,r9) and Kr, respectively, instead of fi(Kr, key(passport,rq)) and fo( Kr, key(
passport,rs)), since the QKeys constructed using f; and fy only show up in the output
parameters.

We then analyze in protocol BAC the attack patterns denoting regular executions with
the reader, passport and their keys being honest. Maude-NPA terminated with initial states

being found. To avoid repetition, here we only list the passport’s strand.

eq ATTACK-STATE(5) =
::r, r2 :: [ nil,
-(challenge),
+(n(passport, 1)),
-(senc(ke(passport, reader), Nr; n(passport, r); key(reader, rl));
mac (km(passport, reader), senc(ke(passport, reader),
Nr; n(passport, r); key(reader, ri1)))),
+(senc(ke(passport, reader), n(passport, r); Nr; key(passport, r2));
mac (km(passport, reader), senc(ke(passport, reader),
n(passport, r); Nr; key(passport, r2)))
| nil ]
|| empty

We therefore analyze in the protocol PA with an admissible key abstraction whether the
intruder can learn the honest passport’s stored data from the communication of a reader and
passport assuming the honest session keys being secure. The attack pattern is as follows:

eq ATTACK-STATE(1) =
::rl1, r2 :: [ nil ,
+(E(read(reader), kil(reader, passport, rl), k2(reader, passport, r2))),
-(E(Dt; sign(sk(passport), h(Dt)),
kl(reader, passport, rl), k2(reader, passport, r2)))
| nill
|| Dt inI
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For this property, Maude-NPA terminated without any attack being found. We then can
conclude that the intruder cannot learn an honest passport’s data from its communications
with a reader using the composition of the protocols BAC and PA.

We also checked whether the intruder can trick the reader into accepting a passport’s data
whose certificate is forged by the intruder. That is, the reader and a passport agreed on a
session key in the BAC protocol, but then in protocol PA, the passport data that is sent to

the reader is certificated by the intruder. The attack pattern is as follows:

eq ATTACK-STATE(3) =
:rl, r2 :: [ nil ,
+(E(read(reader), kl(reader, passport, rl), k2(reader, passport, r2))),
-(E(data(passport, r’); sign(sk(i), h(data(passport, r’))),
k1(reader, passport, rl), k2(reader, passport, r2))) | nil]
|| empty

For this property, Maude-NPA terminated without any attack being found. We then can
also conclude that the intruder cannot forge the certificate.
Note that although the BAC protocol can be cracked by brute-force key search, that is an

attack that is out of the scope of this analysis tool.

6.6.2 BAC-AA.

The session keys established in the BAC protocol can also be used to secure communi-
cations in the Active Authentication (AA) protocol [102], which prevents passport cloning.
The protocol AA starts when the reader sends a challenge to the passport. After receiving
the challenge, the passport generates its own random string, concatenates it with the re-
ceived challenge, signs the concatenated message with its signing key and sends it back to

the reader. More specifically, the protocol AA proceeds as follows:

1. A — B : senc(init; Nr, K1); mac(senc(init; Nr, K1), K2)
2. B — A: senc(sign(Np; Nr, sk), K1); mac(senc(sign(Np; Nr, sk), K1), K2)

where A and B denote the reader and the passport respectively. K; and K5 denote the
session keys generated in protocol BAC. Nr and Np denote random nonces generated by
the reader and passport respectively. senc denotes shared key encryption, mac denotes a

MAC, sign(M, K) denotes message M signed with key K, and sk denotes the signing key.
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We used Maude-NPA to search for the attack state in which the intruder can learn the
stored data or the signing key of a passport. Since we already verified that the BAC pro-
tocol is secrecy enforcing, we therefore analyze in the protocol AA with an admissible key
abstraction that the intruder cannot learn the nonce that is generated by the passport or the
signing key of the passport assuming the honest session keys being secure. For this property,
Maude-NPA terminated without any attack being found. The attack patterns are as below.
Here we only list the attack patterns for the reader’s strand. There are two other similar

attack patterns for the passport’s strand. We omitted those here.

eq ATTACK-STATE(1) =
:rr, rl, r2 :: [ nil ,
+(E(init; q(reader, r),
k1(reader, passport, rl), k2(reader, passport, r2))),
- E(sign(sk(passport), q(passport, r’); q(reader, r)),
k1(reader, passport , rl), k2(reader, passport , r2)))
| nil]
Il g(passport, r’) inI

eq ATTACK-STATE(3) =
:tr, rl, r2 :: [nil ,
+(E(init ; q(reader, r),
k1(reader, passport, rl), k2(reader, passport, r2))),
-(E(sign(sk(passport), q(passport, r’); q(reader, r)),
kl1(reader, passport, rl), k2(reader, passport, r2)))
| nil]
|| sk(passport) inI

We also verified that the reader cannot finish the protocol with a passport whose signature
cannot be verified. The attack pattern is listed below. Maude-NPA terminated without any
attacks being found for this attack pattern.

eq ATTACK-STATE(4) =
crr, rl, r2 ::
[nil, +(E(init; q(reader, r),
k1l (reader, passport, rl), k2(reader, passport, r2))),
-(E(sign(sk(i), q(passport, r’); q(reader, r)),
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k1(reader, passport, rl), k2(reader, passport, r2)))
| nill
|| empty

6.6.3 IKEv].

The Internet Key Exchange (IKE) [103], is a protocol suite in IPSec that establishes session
keys for protecting the remainder of the sessions. There are two phases in IKE, where Phase
1 generates a key SKEYID that is used to generate three keys SKEYID,, SKEYID, and
SKEYID, that are passed on to the Phase 2 protocol. Phase 1 is in turn divided into two
modes, Main Mode, in which identities are always encrypted, and Aggressive Mode, in which
they are not. The Phase 2 mode, called Quick Mode, is used to generate session keys. There
are many ways to mix and match the protocols, which greatly increases the complexity of
formal analysis. So the ability to analyze the Phase 1 and Phase 2 protocols separately
would be preferable.

As an example, we experimented with a slightly simplified version of the Aggressive Mode
with digital signatures (AM;4) and the Quick Mode without perfect forward secrecy (QM)

in IKE version 1. The Aggressive Mode proceeds as follows:

1. A— B:SA;¢"; Na; ID(A)
2. B— A:SA;¢°%; Np;ID(B); sig(SA, sk(B),
prf(SA,prf(SA,g"A**2 Nu;Np),g""; g"4; SA; ID(B)))
3. A— B:sig(SA,sk(A),prf(SA prf(SA,g"***5, Na; Np),g"; g"%; SA; ID(A)))

This protocol has a Diffie-Hellman exponentiation as a core part. The Quick Mode without
perfect forward secrecy proceeds as follows:

1. A— B: MID;e(SA, SKEYID,, prf(SA, SKEYIDq, MID; SA"; MA): SA"; M)
2. B— A: MID;e(SA,SKEYID.,prf(SA,SKEYID,, MID; M 4; SA’; Mp); SA’; Mp)
3. A— B: MID;e(SA, SKEYID., prf(SA, SKEYIDq, MID; Ma; Mp))

where SKEYID, and SKEYID, denote the keys generated in protocol AM,; and passed to
QM, and Ny, N, M4 and Mp denote nonces. The fact that security associations may

specify algorithms is modeled by making the security association S A one of the arguments
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in the cryptographic functions prf, e, and sig.

To check that the intruder cannot learn the generated session key, we first check in the
AM;4 protocol that the key SKEYID exchanged between honest participants cannot be
learned by the intruder. Note that the keys SKEYID,, SKEYID, and SKEYID, are gener-
ated based on the key SKEYID. Moreover, the keys SKEYID,, SKEYID,. and SKEYID,
never show up in the protocol strands of the Aggressive Mode. Therefore, it is enough to just
check the secrecy of the key SKEYID. For this property, Maude-NPA terminated without

any attack being found. Therefore we can conclude that AM;, is secrecy-enforcing.

eq ATTACK-STATE(4) =
::r3, r4d :: [ nil ,
-(sal; ExpA; NA; id(a)),
+(sal; exp(g, c(b, r3)); n(b, rd); id(b); sig(sal, sk(b),
prf(sal, prf(sal, exp(ExpA, c(b, r3)), NA; n(b, rd)),
exp(g, c(b, r3)); ExpA; sal; id(b)))),
-(sig(sal, sk(a), prf(sal, prf( sai,
exp(ExpA, c(b, r3)), NA; n(b, rd)),
ExpA; exp(g, c(b, r3)); sal; id(a))))
| nill
|| exp(ExpA, c(b, r3)) inI

eq ATTACK-STATE(6) =
::rl, r2 :: [ nil,
+(sal; exp(g, c(a, r1)); n(a, r2); id(a)),
-(sal; ExpB; NB; id(b); sig(sal, sk(b), prf(sail,
prf(sal, exp(ExpB, c(a, rl)), n(a, r2); NB),
ExpB; exp(g, c(a, rl1)); sal; id(b)))),
+(sig(sal, sk(a), prf (sal, prf(sal,
exp(ExpB, c(a, rl)), n(a, r2); NB),
exp(g, c(a, rl)); ExpB; sal; id(a))))
| nil]
|| exp(ExpB, c(a, rl)) inI

We were able to find the authentication attack that is mentioned by Cremers in [6], in
which Alice may think that she shared a key with Bob, but Bob actually did not accept that
key. The attack pattern is as follows:

eq ATTACK-STATE(2) =
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::rl, r2 :: [ nil,
+( sal; exp(g, c(a, r1)); n(a, r2); id(a)),
-(sal; ExpB; NB; id(b); sig(sal, sk(b) ,
prf(sal, prf(sal, exp(ExpB, c(a, r1)), n(a, r2); NB),
ExpB; exp(g, c(a, r1)); sal; id(b)))),
+(sig(sal, sk(a), prf(sal,
prf(sal, exp(ExpB, c(a, rl1)), n(a, r2); NB),
exp(g, c(a, r1)); ExpB; sal; id(a)))) | nill
|| empty || nil || nil
|| never (
::r3, r4 :: [ nil |
-(sal; exp(g, c(a, r1)); n(a, r2); id(a)),
+(sal; ExpB; NB; id(b); sig(sal, sk(b),
prf(sal, prf(sal, exp(ExpB, c(a, r1)), n(a, r2); NB),
xpB; exp(g, c(a, r1)); sal; id(»)))), nill
& S:StrandSet || K:IntruderKnowledge)

Although this authentication property failed, the intruder still cannot learn or forge that
session key. Thus our composition result can be applied. Actually, we can verify that the
AM,, protocol satisfies a weaker authentication property: if both honest Alice and Bob
finished their strand and passed the keys to protocol Q, then they must agreed on the same
key. This property is described in the following attack pattern, in which both Alice and Bob
finished their strand in the same section, but the key that Alice received is different from
the key that is generated by Bob. For this property, Maude-NPA terminated without any
attack being found.

eq ATTACK-STATE(10) =

::rl1, r2 :: [ nil,

+(sal; exp(g, c(a, r1)); n(a, r2); id(a)),

-(sal; ExpB; NB; id(b); sig(sal, sk(b) ,
prf(sal, prf(sal, exp(ExpB, c(a, r1)), n(a, r2); NB),
ExpB; exp(g, c(a, rl1)); sal; id(b)))),

+(sig(sal, sk(a), prf(sal,
prf(sal, exp(ExpB, c(a, r1)), n(a, r2); NB),
exp(g, c(a, r1l)); ExpB; sal; id(a)))) | nil]

&
::r3, r4d :: [ nil ,
-(sal; ExpA; n(a, r2); id(a)),
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+(sal; exp(g, c(b, r3)); n(b, rd); id(b); sig(sal, sk(b) ,
prf(sal, prf(sal, exp(ExpA, c(b, r3)), n(a, r2); n(b, rd)),
exp(g, c(b, r3)); ExpA; sal; id()))),

-(sig(sal, sk(a), prf(sal, prf(sal, exp(ExpA, c(b, r3)),

n(a, r2); n(b, rd4)), ExpA; exp(g, c(b, r3)); sal; id(a))))
| nil]l || ExpA != exp(g, c(a, rl))

We then check in QM with an admissible key abstraction that if the keys SKEYID,
SKEYID, and SKEYID,; generated by honest principals cannot be learned by the intruder,
then the secrets that are used for constructing the final session keys cannot be learned by the
intruder either. Here we only present the attack patterns for the initiator’s strand. There

are two other similar attack patterns for the responder’s strand, that we omit.

eq ATTACK-STATE(2) =
i r, r’, rl, r2 :: [nil ,
+(m(a, r); e(sal, k1((a, r1)*(b, r2)), prf(sal,
k2((a, r1)*(b, r2)),m(a, r); gsal; q(a, r’)); gsal; qla, r’))),
-(m(a, r); e(sal, k1((a, r1)*(b, r2)), prf(sal,
k2((a, r1)*(b, r2)),m(a, r); qla, r’); gsal; MB); gsal; MB)),
+(m(a, r); e(sal, k1((a, r1)*(b, r2)), prf(sal,
k2((a, r1)*(b, r2)),m(a, r); qla, r’); MB)))
| nil]
Il q(a, r’) inI

eq ATTACK-STATE(3) =
:tr, r’, rl, r2 :: [nil ,

+(m(a, r); e(sal, ki((a, r1)*(b, r2)), prf(sal,

k2((a, r1)*(b, r2)),m(a, r); gsal; q(a, r’)); gsal; qa, r’))),
-(m(a, r); e(sal, k1((a, r1)*(b, r2)), prf(sal,

k2((a, r1)*(b, r2)),m(a, r); qla, r’); gsal; MB); gsal; MB)),
+(m(a, r); e(sal, k1((a, r1)*(b, r2)), prf(sal,

k2((a, r1)*(, r2)), m(a, r); qla, r’); MB))) | nil]
|| MB inI

Another variant of Aggressive Mode uses public key encryption (AM,;) in which both
participants’ identities and nonces are protected by public key encryption. The protocol

proceeds as follows:
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1. A— B:SA;¢"4; {NA}pk(B); {ID(A)}pk(B)

2. B— A:SA; 9" {NB}pr(a); {ID(B)}pi(a);
prf(SA,prf(SA h(SA,Na; Ng)),g"%; g"4; SA; ID(B))

3. A— B:prf(SA,prf(SA h(SA,Na;Np)),g"*;g"7; SA; ID(A))

where N4 and Ng denote Nonces. The fact that security associations may specify algorithms
is modeled by taking the security association S A as one of the arguments in the cryptographic
functions prf and h.

Similarly, to check the secrecy of the QKeys, it is enough to check the secrecy of the keys
SKEYID and g"4**2. We therefore check in the AM,; protocol that the keys SKEYID
and ¢g"A**B exchanged between honest participants cannot be learned by the intruder. For
this property, Maude-NPA terminated without any attack being found. Therefore we can
conclude that AM,; is secrecy-enforcing. Here we only present the attack patterns for the
responder’s strand. There are two other similar attack patterns for the initiator’s strand

that we omit.

eq ATTACK-STATE(4) =
:r’, r3, rd :: [ nil ,
-(sal; ExpA; pk(id(a), b); pk(NA, b)),

+(sal; exp(g, c(b, r3)); pk(id(b), a); pk(n(b, rd), a);
prf(sal, prfi(sal, h(sal, NA; n(b, r4))),
exp(g, c(b, r3)); ExpA; sal; id(b))),

-(prf(sal, prfi(sal, h(sal, NA; n(b, rd))),
ExpA; exp(g, c(b, r3)); sal; id(a)))

| nil ] |l exp(ExpA, c(b, r3)) inI

eq ATTACK-STATE(5) =
::r’, r3, rd :: [ nil ,
-(sal; ExpA; pk(id(a), b); pk(NA, b)),
+(sal; exp(g, c(b, r3)); pk(id(b), a); pk(n(b, rd), a);
prf(sal, prfi(sal, h(sal, NA; n(b, r4))),
exp(g, c(b, r3)); ExpA; sal; id(b))),
-(prf(sal, prfi(sal, h(sal, NA; n(b, rd))),
ExpA; exp(g, c(b, r3)); sal; id(a)))
| nil ] || h(sal, NA; n(b, r4)) inI
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We can also check that the authentication attack in protocol AM,,; does not happen in
protocol AM,;. The following attack pattern denotes that the initiator finished her strand
with the responder without the corresponding responder’s strand. Maude-NPA terminated

without finding any attack for this property.

eq ATTACK-STATE(2) =
i r, rl, r2 :: [ nil ,
+(sal; exp(g, c(a, r1)); pk(id(a), b); pk(n(a, r2), b)),
-(sal; ExpB; pk(id(b), a); pk(NB, a);
prf(sal, prfi(sal, h(sal, n(a, r2); NB)),
ExpB; exp(g, c(a, r1)); sal; id(b))),
+( prf(sal, prfi(sal, h(sal, n(a, r2); NB)),
exp(g, c(a, r1l)); ExpB; sal; id(a)))
| nill
|l empty || nil || nil
|| never
(::r’, r3, rd :: [ nil |
-(sal; exp(g, c(a, rl)); pk(id(a), b); pk(n(a, r2), b)),
+(sal; ExpB; pk(id(b), a); pk(NB, a);
prf(sal, prfi(sal, h(sal, n(a, r2); NB)),
ExpB; exp(g, c(a, r1)); sal; id(b))), nil]
& S:StrandSet || K:IntruderKnowledge)

Since we already checked in QM that if the keys SKEYID,, SKEYID, and SKEYID,
generated by honest principals cannot be learned by the intruder, then the secrets that
are used for constructing the final session keys cannot be learned by the intruder either.
Therefore, we can conclude that the intruder cannot learn the session key of honest principals

generated by running protocol AM,,, followed by protocol QM.

6.6.4 Simplified EAP-IKEv2 and TEEE802.11 Handshake

The protocol uses a version of IKEv2 [104] in the EAP framework as a parent protocol to
agree on a master key. The master key is then used in a 4-way handshake protocol in IEEE
802.11i [105] to generate a pairwise transient keys. Due to performance issues, we had to

simplify the protocol while preserving the security property that we intend to analyze. We
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refer to this simplified version the IKEv2-like protocol and 4-way-handshake-like protocol.

The protocols proceed as follows:

1. A— B: g% Na: SA

2. B> A:¢g";Np;SA

3. A— B:e(SA,prfl1(SA,Na; Ng; g"**r ei), ID(A); sign(SA, SA; g*;
Na; Npymac(SA,pr fL(SA, Na; Np; g™, pi), ID(A)), A))

4. B— A:e(SA, prfl(SA,Na; Ng; g"**  er), ID(B);sign(SA, SA; g°;
Np; Na;mac(SA,prfL(SA, Na; Np; g"**", pr), ID(B)), B))

l

My

: Mp; SA;mac(SA, Mp,prf(SA,ID(B); ID(A); Mp; Ma, MSK))

: My; SA;mac(SA, Ma; SA,prf(SA,ID(B); ID(A); Mp; Ma, MSK))

: Finished; mac(S A, Finished, prf(SA,ID(B); ID(A); Mp; Ma, MSK))

l

o e
SRS VIS
l
oo W

l

where N4, Np denote nonces in the IKEv2-like protocol, M4, Mpg denote nonces in the
4-way-handshake-like protocol, and 1 D(A), I D(B) denote identities. The fact that security
associations may specify algorithms is modeled by taking the security association SA as one
of the arguments in the cryptographic functions se, prf and mac.

To check that the intruder cannot learn the generated session key, we first check in the
IKEv2-like protocol that the master key exchanged between honest participants cannot be
learned by the intruder. Similarly, the master key is generated based on the seed key, and it
never shows up in the protocol strands of the parent protocol. Therefore, it is enough to check
the secrecy of the seed key. For this property, Maude-NPA terminated without any attack
being found. Therefore we can conclude that the IKEv2-like protocol is secrecy-enforcing.

The attack patterns analyzed by Maude-NPA are as follows:

eq ATTACK-STATE(2) =
::rl, r2 :: [nil ,
+(exp(g, c(a, r1)); n(a, r2); sa),
-(exp(g, NSB) ; NB; sa),
+(e(sa, id(a); sign(sa, exp(g, c(a, r1)), n(a, r2), NB, mac(sa,
id(a), prfi(sa, exp(g, NSB*c(a, r1)), n(a, r2), NB, pi)), a),
prfi(sa, exp(g, NSB*c(a, r1)), n(a, r2), NB, ei))),
-(e(sa, id(b); sign(sa, exp(g, NSB), NB, n(a, r2), mac(sa, id(b),
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prfi(sa, exp(g, NSB*c(a, r1l)), NB, n(a, r2), pr)), b),
prfi(sa, exp(g, NSB*c(a, rl)), NB, n(a, r2), er)))
| nil]
|| exp(g, NSBxc(a, r1l)) inl

eq ATTACK-STATE(3) =
: r3, r4 :: [nil,
-(exp(g, NSA); NA; sa),
+(exp(g, c(b, r3)); n(b, r4); sa),
-(e(sa, id(a); sign(sa, exp(g, NSA), NA, n(b, r4), mac(sa,
id(a), prfi(sa, exp(g, NSA*c(b, r3)), NA, n(b, rd), pi)), a),
prfi(sa, exp(g, NSA*c(b, r3)), NA, n(b, rd), ei))),
+(e(sa, id(b); sign(sa, exp(g, c(b, r3)), n(b, rd4), NA, mac(sa,
id(b), prfi(sa, exp(g, NSA*c(b, r3)), n(b, r4), NA, pr)), b),
prfi(sa, exp(g, NSAxc(b, r3)), n(b, r4), NA, er)))
| nil]
|| exp(g, NSA*c(b, r3)) inl

Even with this simplified IKEv2-like protocol, Maude-NPA still suffered from state explo-
sion. To reduce the search space, we used never patterns [58]. One of the never patterns
stops the intruder from trying to use the secret to construct other keys. The other one stops
the intruder from trying to find the secret from another session of the same strand, since we
know from the protocol that the keys are freshly generated in each session.

We also checked that the following authentication attack does not happen in the IKEv2-
like protocol. The attack pattern describes the scenario where the initiator finished her
strand without the corresponding responder finishing the responder’s strand. This is spec-
ified by having an instance of the responder’s strand in the never pattern. Maude-NPA
terminated without finding any attack for this property. There is another similar attack
pattern specifying that the responder finished her strand without the corresponding initia-
tor’s strand. Maude-NPA also terminated without finding any attack. We omit the details

here.

eq ATTACK-STATE(4)

=::rl, r2 ::
[ nil,
+(exp(g, c(a, r1)); n(a, r2); sa),
-(exp(g, NSB); NB; sa),

136



+(e(sa, id(a); sign(exp(g, c(a, r1)), n(a, r2), NB, mac(sa,
id(a), prfi(sa, exp(g, NSB*c(a, r1)), n(a, r2), NB, pi)),a),
prfi(sa, exp(g, NSB*c(a, r1)), n(a, r2), NB, ei))),

-(e(sa, id(b); sign(sa, exp(g, NSB), NB, n(a, r2),mac(sa,
id(b), prfi(sa, exp(g, NSBxc(a, rl)), NB, n(a, r2), pr)),b),
prfi(sa, exp(g, NSB*xc(a, r1l)), NB, n(a, r2), er)))

| nill

|| empty || nil || nil

|| never(

(:: r3, rd ::

[ nil |

-(exp(g, c(a, r1)); n(a, r2); sa),

+(exp(g, NSB); NB; sa),

-(e(sa, id(a); sign(exp(g, c(a, r1)), n(a, r2), NB, mac(sa,
id(a),prfi(sa, exp(g, NSB*c(a, r1)), n(a, r2), NB, pi)),a),

prfi(sa, exp(g, NSB*c(a, rl)), n(a, r2), NB, ei))),

+(e(sa, id(b); sign(sa, exp(g, NSB), NB, n(a, r2), mac(sa,
id(b) ,prfi(sa, exp(g, NSB*c(a, rl)), NB, n(a, r2), pr)),b),

prfi(sa, exp(g, NSB*c(a, rl)), NB, n(a, r2), er))),

nil] & S:StrandSet || K:IntruderKnowledge)

For these authentication attack patterns, Maude-NPA also suffered from state explosion.
To reduce the state space, we again used never patterns to reduce the search space. Since
we already checked that the intruder cannot learn the secret keys of the communication of
two honest principals, never patterns are added to prevent the intruder from trying to find
the secret keys, or trying to use the secret key to construct other messages.

We then check in the 4-way-handshake-like protocol with an admissible key abstraction
that if the master keys generated by honest principals cannot be learned by the intruder, then
the pairwise transient key of honest principals is secure. Maude-NPA terminated without
finding any attack for this property. Therefore, we can conclude that the intruder cannot
learn the pairwise transient key of honest principals in the composed protocol. Here we
only present the attack patterns for the responder’s strand. There is another similar attack

pattern for the initiator’s strand that is omitted here.

eq ATTACK-STATE(3)
= ::r, r2, r3 :: [ nil,
-(NA),
+(q(b, r); gsa; mac(gsa, q(b, r); gsa,
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prf(gsa, id(b); id(a); q(b, r); NA, k((a, r2)*(b, r3))))),
-(NA; gsa; mac(gsa, NA; gsa,
prf(gsa, id(b); id(a); q(b, r); NA, k((a, r2)*(b, r3))))),
+(fin; mac(gsa, fin,
prf(gsa, id(b); id(a); q(b, r); NA, k((a, r2)*(b, r3)))))
| nill
|| prf(gsa, id(b); id(a); q(b, r); NA, k((a, r2)*(b, r3))) inI

6.7 RELATED WORK

The earliest work on modular verification of composed security protocols concentrated
on parallel composition of protocols, where two or more protocols run in parallel but are
not (or at least not intentionally) sharing any data. Conditions that make modular parallel
composition possible, and that can be verified on the protocols running in isolation, were
set forth by Guttman and Thayer in [42]. Later work by Cortier et al. in [43] develops
syntactically checkable conditions that guarantee modular parallel composition.

One of the most important applications of modular verification, however, is the case of
sequential composition, in which one protocol (the parent) provides information such as keys,
that are used by another protocol (the child). Generally, results in this area describe a set
of (mostly syntactic) conditions on parent and child to ensure that the two protocols do
not interfere with each other, and a set of security properties, so that, if the conditions are
satisfied, and parent and child each satisfy a security property separately, then so does the
sequential composition. Modeling of this type of composition is generally done in one of
two ways. One, also referred to as vertical composition in [106], is to think of the parent
protocol as providing secure channels through which the child protocol communicates. The
other is to have the parent protocol provide keys and other information directly to the child
protocol.

Work on composition via channels includes that of Mddersheim et al. [106, 107] and
that of Cheval et al. [101]. Mddersheim et al. do not impose explicit syntactic conditions
on the composed protocols; instead they require that the protocols be secure under parallel
composition, which can be verified either syntactically or non-syntactically. This allows them
to reason about such constructs as self-composition. Cheval et al. do put syntactic conditions
on the composed protocols, and also make use of a construct called an encapsulation, that
provides a term constructed via cryptographic operations on inherited keys, that achieves

a concrete representation of a secure channel. Encapsulations have multiple uses: they
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protect keys, guarantee that child and parent cannot be confused with each other, and, by
providing authentication and confidentiality functionality, provided concrete representations
of secure channels. In our work we show that they can be useful for modular verification for
composition via inheritance as well.

Work on modular verification for composition via inheritance, to which our work belongs,
includes [108, 109, 110, 111, 112, 113]. Like ours, these works concentrate on showing that,
assuming certain syntactic conditions are satisfied, then, if the individual protocols satisfy
certain security properties, the composed protocol satisfies a certain security property. These
properties range from very specific (e.g. the security properties satisfied by a PKI in [112])
to very broad (e.g. the secrecy and authentication properties covered in [113]). In our work,
we use simulation to prove results about reachability properties in general. In addition we
note that, although [108] offers tool support via Scyther, and [111, 109, 110, 112] extend
to equational theories, to the best of our knowledge ours is the first work to both support

equational theories and offer tool support.

6.8 CONCLUDING REMARKS

We have presented a method for modular verification of sequentially composed protocols
that enables verification of reachability properties that can be decomposed into reachability
properties for the component protocols. In addition, our work both supports equational

theories and offers tool support.
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CHAPTER 7: CONCLUSIONS AND FUTURE WORK

This thesis extends the earlier publications [65, 91, 100]. It enhances Maude-NPA’s capa-
bilities for modeling and analyzing cryptographic protocols in terms of: (i) handling combi-
nations of equational theories that could not be handled before; (i) modeling and analyzing
protocols with choices, which could not be model and analyzed naturally in Maude-NPA
before; and (iii) analyzing in a modular way composed protocols whose search space is too

large to be handled in Maude-NPA in practice.

7.1 FVP APPROXIMATIONS OF HOMOMORPHIC ENCRYPTION

We have developed a hierarchy of theories for approximating the algebraic property of
homomorphic encryption and homomorphic encryption over abelian groups. All the theories
we developed have the finite variant property, and therefore variant unification can be applied
for analyzing protocols with these theories. The existence of finitary unification algorithms
for many of these theories was not known before our work. The notion of variant complexity
is introduced for the first time in the literature as a metric of performance. The experiments
revealed the tradeoffs between the expressiveness of the theory and the performance of the
analysis.

The work also points out a number of avenues for future work. In particular, it demon-
strates that state space reduction techniques applied after a state is generated are likely not
to be adequate by themselves for addressing performance issues when dealing with theories
of high variant complexity. This points out the need for techniques that can be applied
earlier in the state generation process. Another way to deal with theories not having the
finite variant property would be to develop and implement new ways to integrate variant
unification and specially implemented dedicated unification algorithm. Although there are
general algorithms for combining unification algorithms for different theories, e.g., [89], they
can be highly nondeterministic. Therefore careful design and implementation of such a com-
bination algorithm would be needed to avoid a combination algorithm that is too slow to be

practical.

7.2 PROTOCOL PROCESS ALGEBRA AND STRANDS WITH CHOICE

We have defined a protocol process algebra that supports both deterministic and nonde-

terministic choice. We also developed a choice extension of strand spaces, together with an
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operational semantics for choice in strand spaces. We proved the properties establishing a se-
mantic connection between the process algebra and the extended strand space, and therefore
made it possible to integrate this process algebra into Maude-NPA’s existing implementa-
tion. This process algebra therefore provides a new specification language for Maude-NPA
that is more natural for specifying choices in protocols.

The process algebra specification language for Maude-NPA also potentially helps us to
relate the strand space model to other formal notations for protocol analysis based on process
calculi, e.g. systems based on the applied pi calculus. This gives us a better basis for
comparison with these systems.

By extending the strand space model, we have also provided a means for evaluating both
equality and disequality predicates in the strand space model in Maude-NPA. This allows
us to implement features such as type checking in Maude-NPA. This proved to be very
helpful, for example, in our specification of the Rock-Scissors-Paper protocol as we described
earlier. The expressiveness of Maude-NPA can be further enhanced by extending the types
of predicates that can be evaluated, e.g., by including predicates for subsumption and their
negations.

Another direction for future work is to include more features in the protocol process
algebra. For example, extending the syntax and semantics of the process algebra to support
protocol composition, or adding support for specifying indistinguishability properties. This
can possibly lead to more natural ways to specify some protocols and properties in Maude-
NPA.

Since our protocol process algebra supports a rich taxonomy of choice behaviors and
can model systems that are highly nondeterministic, the application of our approach is
not limited to cryptographic protocol analysis. For example, the technique of using choice
variables modeling implicit nondeterministic choices could be used in modeling the behaviors

of players in highly nondeterministic games.

7.3 MODULAR VERIFICATION OF SEQUENTIAL COMPOSITION FOR PRIVATE
CHANNELS

We have presented a method for modular verification of sequentially composed protocols
for private channels. This enables decomposing the verification of reachability properties of
the composed protocol into reachability properties for the component protocols. We also
support a large class of equational theories. We have performed experiments on a suite of
non-trival protocols in Maude-NPA to illustrate and validate our approach.

One future direction is to further explore the properties of encapsulation to explicitly
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define the properties of the channels used by the child protocol. This should simplify the
analysis of the child protocol even further and increase modularity.

Actually, most of the child protocols that we have seen are simpler than the associated
key exchange protocol. According to the experiments that we have performed, after the
key abstraction, Maude-NPA was able to analyze the child protocol without too much per-
formance trouble. From the experiments that we have performed, we have observed per-
formance difficulties in analyzing key exchange protocols even just by themselves. This is
because the key exchange protocols usually involve many steps of communication together
with cryptographic primitives having non-trival algebraic properties. Therefore, another fu-
ture work direction would be investigating techniques specifically focused on improving the

performance of analyzing key exchange protocols.
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APPENDIX A: MAUDE SPECIFICATIONS FOR FVP THEORIES OF
HOMOMORPHIC ENCRYPTION

A.1 THEORY OF BOUNDED HOMOMORPHISM.

In this section we present the Maude specifications for the main theories that we mentioned
in Section 4.3.1.

fmod 3H is

sorts Key SingleMsg Msg .

subsort Key < SingleMsg < Msg .

op e : Msg Key -> Msg .

op e : SingleMsg Key -> SingleMsg .
op _*_ : Msg Msg -> Msg [gather (e E)]

op _*_ : SingleMsg SingleMsg -> Msg [gather (e E)]
var X : Msg .

var K : Key .

var S1 S2 S3 : SingleMsg .

eq e(S1 * S2, K) = e(S1, K) * e(S2, K)

eq e(S1 * S2 * S3, K) = e(S1, K) * e(S2, K) * e(S3, K)

endfm

fmod 3HD is including 3H .
op d : Msg Key -> Msg .
op d : SingleMsg Key -> SingleMsg .

var X : Msg .

var K : Key .

var 81 S2 S3 : SingleMsg .

eq e(dX, K), K) =X .

eq d(e(X, K), K) =X

eq d(S1 x 82, K) = d(81, K) * d(82, K)

eq d(S1 * S2 * S3, K) = d(81, K) * d(S2, K) * d(83, K)

endfm
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fmod PK is
sort Name Msg .

subsort Name < Msg .

op pk : Msg Name -> Msg .
op sk : Msg Name -> Msg .

vars X Y Z : Msg . vars A : Name .
eq sk(pk(X, A), A)
eq pk(sk(X, A), A)

endfm

fmod 3HPK is
including 3H + PK .

endfm

fmod 3HDPK is
including 3HD + PK .

endfm

A2 THEORY OF HOMOMORPHIC ENCRYPTION OVER A FREE OPERATOR.

In this section we present the Maude specifications for the main theories that we mentioned
in Section 4.3.2.1.

fmod H& is

sorts Key Keys Msg .

subsort Key < Keys < Msg .

op _*_ : Msg Msg -> Msg

op _&_ : Keys Keys -> Keys [assoc comm]

op e : Msg Keys > Msg .

vars X Y Z : Msg
vars U V W : Keys .
eq e(e(X, VD, ) = eX, U & V)
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eq e(X, U) x e(Y, U) = eX *xY, U)

eq e(X, U & V) * e(Y, U) e(e(X, V) xY, U

eqeX, U) xe(Y, U&V) =eX *x e(Y, VD, 1)

eq eX, U&V) xe(¥, U&W =ce(eX, V) x e(Y, W, U

endfm

fmod HD& is including H& .
sort Name Fresh .
subsort Name < Msg .

op d : Msg Keys -> Msg .

vars X : Msg

vars U V W : Keys .

eq d(e(X, ), U) =X .

eq d(e(X, U & V), U) = e(X, V)

eq d(e(X, ), U & W) daX, w)

eq d(e(X, U & V), U & W) = d(e(X, VD, W)

endfm

fmod H&PK is
including H& + PK .

endfm

fmod HD&PK is
including HD& + PK .

endfm

A.3 THEORY OF HOMOMORPHIC ENCRYPTION OVER A PRE-GROUP.

In this section we present the Maude specifications for the main theories that we mentioned
in Section 4.3.2.2.

fmod PG is
sorts Msg .

op _*_ : Msg Msg -> Msg .
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op inv : Msg -> Msg .
op1: ->Msg .

vars X : Msg .

eq X x 1 =X .
eq 1 x X =X.
eq X * inv(X) =1 .
eq inv(X) * X =1 .

eq inv(inv(X)) = X .
eq inv(1) =1

endfm

fmod PGAA is including PG .
sorts Nonce .

subsort Nonce < Msg .

vars X : Msg .
var N : Nonce .
eq (inv(N) * X) *x N
eq N * (X * inv(N))
eq (N * X) * inv(N)
eq inv(N) * (X * N)

endfm

Il I I
<> < X

fmod PGH& is including PG .
sorts Key Keys .
subsort Key < Keys < Msg .

op _&_ : Keys Keys -> Keys [assoc comm]

op e : Msg Keys —> Msg .

vars X Y Z : Msg

vars U V W : Keys .

eq e(e(X, D, ) = eX, U & V)

eq e(X, U) *x e(Y, U) = eX *xY, U)
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eq e(X, U & V) * e(Y, U) e(eX, V) x Y, U)

eq e(X, U) x e(Y, U & V) e(X x e(Y, VO, U

eq eX, U& V) x e(Y, U& W =e(elX, V) xe(Y, W, U)
eq e(l, ) =1

eq inv(e(X, U)) = e(inv(X), U)

endfm

fmod PGHD& is including PGH& .
op d : Msg Keys -> Msg .

var X : Msg .

vars U V W : Keys .

eq d(e(X, U), U) =X .

eq d(e(X, U& V), U) = eX, V)

eq d(e(X, U), U & W) = dX, W)

eq d(e(X, U & V), U & W =d(e(X, V), W)
eq d(1, U) =1 .

endfm

fmod PGAAH& is including PGAA + PGH& .

endfm

fmod PGAAHD& is including PGAA + PGHD& .

endfm

A.4 THEORY OF HOMOMORPHIC ENCRYPTION OVER AN ABELIAN
PRE-GROUP.

In this section we present the Maude specifications for the main theories that we mentioned
in Section 4.3.2.3.

fmod APG is

sorts Msg .

op _*_ : Msg Msg -> Msg [comm]
op inv : Msg -> Msg .
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op1: ->Msg .

vars X Y Z : Msg .

eq X *x 1 =1 .
eq X x inv(X) = 1 .
eq inv(inv(X)) = X .
eq inv(1l) =1

endfm

fmod APGAA is including APG .
sorts Nonce .

subsort Nonce < Msg .

vars X Y Z : Msg .
vars N : Nonce .

eq (inv(N) * X) * N
eq (N * X) * inv(N)

endfm

I I
< =

fmod APGH& is including APG .
sorts Key Keys .
subsort Key < Keys < Msg .

op _&_ : Keys Keys —-> Keys [assoc comm]
op e : Msg Keys -> Msg .

vars X Y Z : Msg .

vars U V W : Keys .

eq e(l, 1) =1

eq inv(e(X, U)) = e(inv(X), U)

eq e(e(X, N, U) =eX, U & V)

eq e(X, U) x e(Y, U) =eX x Y, U)

eq e(X, U & V) * e(Y, U) e(eX, V) x Y, U)

eq e(X, U) x e(Y, U & V) e(X x e(Y, VO, U

eq eX, U& V) x e(Y, U& W =ce(elX, V) xe(Y, W, U)
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endfm

fmod APGHD& is including APGH& .
op d : Msg Keys —> Msg .

vars X : Msg .

vars U VW : Keys .

eq d(1, U) =1 .

eq d(e(X, ), U) =X .

eq de(X, U& V), U) = e, VN

eq d(e(X, U), U & W) = d(X, W)

eq d(e(X, U & V), U & W) =d(e(X, V), W)

endfm

fmod APGAAH& is including APGH& + APGAA .

endfm

fmod APGAAHD& is including APGHD& + APGAA .

endfm

A5 THEORY OF HOMOMORPHIC ENCRYPTION OVER PRE-XOR.

In this section we present the Maude specifications for the main theories that we mentioned
in Section 4.3.2.4.

fmod PXOR is

sorts Msg

op _*_ : Msg Msg -> Msg [comm]
op1l: -> Msg .

vars X Y Z : Msg .
eq X * X

I
<

eq X x 1

endfm
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fmod PXORAA is including PXOR .
vars X Y Z : Msg .
eq X * X xY) =Y .

endfm

fmod PXORH is including PXOR .
sorts Key Keys .
subsort Key < Keys < Msg

op _&_ : Keys Keys -> Keys [comm assoc]

op e : Msg Keys —> Msg .

vars X Y Z : Msg .

vars U V W : Keys .

eq e(1, U) =1 .

eq e(e(X, V), U) =eX, U &V

eq e(X, U) x e(Y, U) =eX *xY, U)

eq e(X, U & V) *x e(Y, U) =e(eX, V) x Y, U)

eqeX, U) xe(Y, U&V) =eX * e(Y, VD, U)

eq eX, U&V) xe(¥, U&W =ce(eX, V) x e(lY, W, U

endfm

fmod PXORHD is including PXORH .
op d : Msg Keys —> Msg .

vars X Y Z : Msg

vars U V W : Keys .

eq d(1, U) =1 .

eq d(e(X, U), U) = X .

eq d(e(X, U & V), U) = e, V)

eq d(e(X, ), U & W) = d4dX, W) .

eq d(e(X, U & V), U & W) = d(e(X, V), W)

endfm

fmod PXORAAH is including PXORH + PXORAA .

endfm
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fmod PXORAAHD is including PXORHD + PXORAA .

endfm

A.6 THEORY OF HOMOMORPHIC ENCRYPTION OVER TWO ABELIAN
GROUPS.

In this section we present the Maude specifications for the main theories that we mentioned
in Section 4.3.3.1.

fmod 2AGH is
sorts AGl AG2 Msg .
subsort AGl AG2 < Msg .

op _*+_ : AGl AGl -> AGl [comm assoc]
op - : AGl > AG1

op 0 : -> AG1 .

op _*_ : AG2 AG2 -> AG2 [comm assoc]
op inv : AG2 -> AG2

op 1 : -> AG2 .

op e : AGl —> AG2

vars X Y Z : AG1 .
vars P Q R : AG2 .
eq X + 0 =X .

eq X + (-(X)) =0 .

eq X + (-(X) +Y) =Y .

eq -(-(X)) =X .

eq -(0) =0 .

eq (-(X)) + (-(Y)) = -(X +Y)

eq ~X +Y) +Y=-(X)

eq —(-(X) +Y) =X+ (-(Y))

eq -(X) + (-(Y) +Z) =-X+Y) +2Z
eq -~ X +Y)+ (Y +2)=-X) +Z.

eq Px1=P.
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eq P * inv(P) =1 .

eq P x (inv(P) * Q) =Q .

eq inv(inv(P)) = P .

eq inv(1) =1 .

eq inv(P) * inv(Q) = inv(P * Q)

eq inv(P * Q) * Q = inv(P)

eq inv(inv(P) * Q) = P * inv(Q)

eq inv(P) * (inv(Q) * R) = inv(P * Q) * R
eq inv(P * Q) * (Q * R) = inv(P) * R .

eq e(0) =1 .

eq inv(e( X)) = e(-(X))

eq inv(e( X) * P) = e(-(X)) * inv(P)
eq e(X) *x e(Y) = eX +Y)

eq e(X) * e(Y) * P=e(X +Y) *xP .

endfm

fmod 2AGHD is including 2AGH .
op d : AG2 -> AG1

var X : AG1 .
eq d(1) =0 .
eq d(e(X)) =X .

endfm

A7 THEORY OF HOMOMORPHIC ENCRYPTION OVER TWO XOR OPERATORS.

In this section we present the Maude specifications for the main theories that we mentioned
in Section 4.3.3.2.

fmod 2X0RH is

sorts Xorl Xor2 .

op _+_ : Xorl Xorl -> Xorl [comm assoc]
op 0 : -> Xorl .

op _*_ : Xor2 Xor2 -> Xor2 [comm assoc]
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op 1 : -> Xor2 .
op e : Xorl -> Xor2

vars X Y Z : Xorl .
vars P Q R : Xor2 .
eq X +X=0

eq X +X+Y=Y.
eq X + 0 =X .

eq PxP=1.

eq PxP xQ=Q
eq Px1=P

eq e(0) =1

eq e(X) *x e(Y) = e(X +Y)
eq e(X) * e(Y) * P=e(X +Y) %P

endfm

fmod 2XORHD is including 2XORH .
op d : Xor2 -> Xorl

var X : Xorl
eq d(1) =0
eq d(e(X)) =X .

endfm
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APPENDIX B: PROOF OF THEOREM 5.1

We present the proof of Theorem 5.1 in this section.

Proof. Since Pyt —nit Pinie and Fipie —nit Finit, therefore, (P, Finie) € H. We then prove
that: for all PA-State Pst,, and FW-State F'st,, if (Pst,, Fst,) € H, and there exists a
PA-State Pst,, .1 such that Pst,, —, Pst,,1, then there exists a FW-State Fst, ;1 such that
Fst,, —, Fst,1 and (Pst, .1, Fst,.1) € H. If (Pst,, Fst,) € H, by definition of the relation
‘H, there exists a label sequence a s.t. Pj,; —. Pst, and Fj,;; —, Fst,. Suppose that
there exists state Pst, ., such that Pst, —, Pst,.1. We prove by case analysis on label a
that there exists F'st, 1 such that Fst,, —, Fst,.1. The fact that (Pst, 1, Fst,,1) € H then
follows this by the definition of relation H.

In the rest of this proof, L, L; and L, denote lists of messages, M, M’ and m denote
messages, P, () and R denote processes, PS denotes a process configuration, S.S denotes a
set of constrained protocol strands, I K and I K’ denote the set of messages in the intruder’s

knowledge.

1) a = (ro,i,j,+m,0) :if j > 1, according to the semantics, Pst,, —, Pst,1 by applying
rule (PA++), the state Pst, is of the form {(ro,i,j) (+M - P) & PS | {IK}} s.t.
there exists a ground substitution ¢ binding the choice variables in M and m = Mo,
the state Pst,y1 = {(ro,i,j + 1) Po & PS | {m € Z,IK}} and meZ ¢ IK. Since
Pst,, H Fst,,, by Lemmas 5.1 and 5.2, F'st,, is of the form {(ro,7) [L] & SS & {IK}} s.t.
(royi,j) (+M-P) Hpp_sir (ro,i) [L]. Let (ro) [L1, L2] be a constrained strand in Pggrs5
s.t. there exists a ground substituion 0 s.t. Lip,,;0 = L. By the definition of relation
Hrp st and mapping toCstrSS, the first message of Ly is +M', s.t. M'p,.0 = M.
Then since Mo = m and meZ ¢ IK, the rule (F4+4) can be applied for the rewrite
Fst, —, Fst,.1, where Fst, .1 = {(ro,i) [L,+m] & SS & {meZ, IK}}.

If j =1, Pst,, —, Pst,41 by applying rule (PA&), there exists a process (ro) (+M -
P) in Ppy and a ground substitution o s.t. Mp,,,0 = m. Since toCstrSS(Ppa) =
Pegirss, by the definition of toCstrSS, for all strands of role ro in Pgy,gs, the first
message is +M. Without loss of generality, let Pst,, be {PS | {IK}}, and Fst, be
{SS & {IK'}}. Since the rule (PA&) can be applied, meZ ¢ IK. By Lemma 5.2,
IK = IK'. Moreover, by Lemma 5.1, MaxStrld(SS,ro) = MaxProcld(PS,ro), and
since MazProcld(PS,ro)+1 = i, by applying the rule (F++&) we get Fst,, —, Fst,.1.

2) a = (ro,i,j, Mo,0): similar to case 1.
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3)

a = (ro,i,j,—m,0): if 7 > 1, according to the semantics, Pst,, —, Pst, 1 by applying
rule (PA-), Pst,, is of the form {(ro,4,j) (=M - P) & PS | {meZ,IK}} s.t. m =g, Mo
for some ground substitution o and Pst,1 = {(r0,i,5 + 1) Po & PS | {meZ,IK}}.
Since Pst,, H F'st,, by Lemmas 5.1 and 5.2, Fst,, = {(ro,1) [L] & SS & {meZ, IK}}
st. (ro,i,j) (=M - P) Hpp_si (ro) [L]. Let (ro) [Li, Ls] € Pesrss s-t. there ex-
ists a ground substitution 0 s.t. Lip,,;0 = L, then by definition of Hp g, and
toCstrSS, the first message of Lo is —M' sit. M'p,,;0 = M. Since m =g, Mo,
rule (F-) can be applied to get the transition F'st, —, Fst, 1, where Fst,,; =
{(ro,i) [L,—m] & SS & {meZ, IK}}.

If j =1, Pst, —, Pst,1 by applying rule (PA&), there exists a process (ro) (—M -
P) in Ppy and a ground substitution o s.t. Mp,,;0 = m. Without loss of generality,
let Pst, be {PS | {IK}}. Then meZ € IK. Since toCstrSS(Ppa) = Pgsirss, by the
definition of toCstrSS, for all strands of role 7o in Pgygg, the first message is —M.
By Lemma 5.2, meZ is in the intruder knowledge of F'st,. Moreover, by Lemma
5.1, MaxStrld(SS,ro) = MaxProcld(PS,ro), and since MaxProcld(PS,ro) + 1 =i, by
applying the rule (F-&) we get F'st, —, Fst,1.

a = (ro,i,7,T,1): according to the transition rules, Pst,, —, Pst,1 by applying rule
(PAifl). Therefore Pst,, is of the form {(ro, 1, j) ((if c then P else Q) -R) & PS | {IK}},
Pstyy1 = {(ro,i,j+1) (P-R) & PS | {IK}} and ¢ =g, true. Since F'st,, H Pst,,
by Lemma 5.1, F'st,, = {(ro) [L] & SS & {IK"}} s.t. (ro,i,7) ((if ¢ then P else Q) -
R) Hyp_si (ro,i) [L]. By the definition of the relation Hpp s and the mapping
toCstrSS, there exists (ro) [Li,{C,1}, La] € Pogrss and a ground substitution 6 s.t.
L = Lipyof, and Cp,,;0 = c. Since ¢ =g, true, the rule (Fif) can be applied for the
rewrite F'st, —, F'st,.1, where Fst,.1 = {{(ro) [L,{t,1}] & SS & {IK'}}

a = (ro,i,j,T,2): similar to case 4.

a = (ro,i,j,?7,1): if 7 > 1, Pst, —, Pst,.1 by applying rule (PA?1). Therefore Pst,

is of the form {(ro,i,7) (P ? Q) - R) & PS | {IK}} and Pst,1 = {(ro,i,j +1) (P -

R) & PS|{IK}}. Since F'st, H Pst,, by Lemma 5.1, F'st, = {(ro,i) [L] & SS & {IK'}}
s.t. (ro,i,7) (P 7 Q)-R) Hrp_si(ro,i) [L]. By the definition of Hp_g,- and toCstrSS,

there is a strand (ro,i) [L1,{?, 1}, L2] € Posrss s.t. L = L16. Therefore, rule (F?) can

be applied for the rewrite F'st, —, Fst,.1, and Fst,;1 = {(ro,i) [L,{?,1}] & SS

& {IK'}}.

If j =1, Pst,, —, Pst,41 by applying rule (PA&). Therefore, there exists a process
(ro) (P ? Q)-R)in Ppa. Since toCstrSS(Ppa) = Pcsrss, by the definition of toCstrSS,
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there is a strand of role ro whose first message is (7, 1) in Pggss. Moreover, by Lemma
5.1, MazStrld(SS,ro) = MazProcld(PS,ro), and since MazProcld(PS,ro) + 1 =1, by
applying the rule (F?&) we get F'st,, —, Fstyy1.

7) a = (ro,i,j,7,2) similar to case 6.

Similarly, we can prove that for all PA-State Pst,, and FW-State Fst,,, if (Pst,, Fst,) € H,
and there exists a FW-State Fst, 1 such that Fst,, —, Fst, 1, then there exists a PA-State
Pst,, 41 such that Pst,, —, Pst,.1 and (Pst,1, Fst,11) € H
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APPENDIX C: PROOF OF LEMMA 6.3

We present the proof of Lemma 6.3 in this section.

Proof. The proof is by case analysis on the transition rule /. To simplify the presentation,
we say that a transition rule is labeled with ¢p (resp. g ) if the transition rule is associated

with a strand in protocol P (resp. @) in the forward semantics.

o If 7l is of the form: [L|&SS&{IK} — [L,+M|&SS&{IK, M} if M ¢ IK or SS&{IK}
— [+ M]&SS&{IK, M} if M ¢ IK, and is labeled with ¢p, then there exists a message
m in the intruder knowledge of state S! but not in the intruder knowledge of state S,

such that m =g g M6 for some ground substitution 6.

— If m =g _p m such that m' is of sort Shared or any subsort of Shared, then,
according to the assumption that sort Shared is a subsort of sort Public, m’ can be
generated by the intruder itself (i.e., Dolev-Yao strands) in protocol Q<. Therefore
there exists a state Spa such that Sga —py Spa by applying Dolev-Yao strands
in protocol @* such that m' is in the intruder knowledge of the state Spa. Thus
(5, 54e) € Ho-

— if m € [TQkey|EpuBp, and a(m) is not in the intruder knowledge of state Sga,
according to the requirement of key abstraction «, a(m) can be generated by
Dolev-Yao strands in protocol Q“. Therefore there exists a state Sga such that
Sga — Spa by applying only Dolev-Yao strands and a(m) is in the intruder
knowledge of Si.. Therefore (S7, Sga) € He-

— Otherwise, (57, Sg) € Hq-

o if rl is of the form: [{I}, L|&SS&{IK} — [{I}, L, +M|&SS&{IK, M} if M ¢ IK,
rl is labeled with ¢ and [{I}, L, +M] is an honest protocol strand, then there ex-
ists a strand [/] in state S,, a strand [{u},l, +m] and message m in state S!, a
strand [{I}, L, +M,L'] € SSpecy, and disjoint ground substitutions ¢ and 6, such
that [[] =gop [L](0c w 0) and m =g p M(c w 0), where o is the ground sub-
stitution representing the concrete synchronization of the input/output parameters.
According to the construction of protocol () and the semantics of protocol composi-
tion, the substitution 6 does not include any substitution on QKeys, i.e., all the terms
of sort QKey are grounded by substitution o. By the definition of the relation Hgq,

there exists a strand [I'] € Sge such that [I'] =g,0B,. [[Ja. By Lemma 6.2, since
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] =g.os [L](0 w0), [lla =g,0By. [L](0w0)a. By the construction of protocol @,
all terms of sort QKey in L are variables, and since all the QKeys are grounded by
substitution o, therefore, [I'l =g,0Boe [[Jo =EyuBg. ([L]oa)d. By the construction
of the protocol @), m is of sort EMsg or subsort of EMsg. Together with the fact that
m =g,p, M(o w ), by Lemma 6.2, ma =g,0B,. M(0c w 0)a. Similarly, since all
QKeys are grounded by substitution o, ma =g,0p,. (Moa)f. Since [{I}, L, +M, L]
is an honest protocol strand in protocol @, [L,+M, L'|(¢’a) is an honest protocol
strand of protocol Q* where ¢’ is a substitution such that ¢’0 =g, 5, o with § a
ground substitution. By the definition of the key abstraction a, ca =p_ (¢'a)d’ with
0" = 0|Ran(o'a)- By the construction of protocol Q%, Dom(c’) n Dom(0) = & and
Ran(o’) n Dom(0) = &. Therefore, the substitutions ¢’a and ¢’ are both disjoint
with the substitution 6. Therefore, [[Ja =p,0p,. ([L]o'a)(d" w 0), and ma =g,0B4a
(Mo'a)(0" w 0). Therefore, there exists a state Sg. such that Sga — Spa by taking
the transition [I'|&SSge&{IKga} — [I', +ma]&SSga&{IKg-, ma}, or the transition
[I'&SSqa&e{lKqga} — [I', +ma]&SSqa&e{lKga} if ma € [Kga, and (S!, Sha) € He.

The case where rl is of the form [{I}, L]&SS&{IK} — [{I}, L, +M]&SS&{IK}, and

is associated to an honest protocol strand in protocol () can be proved similarly.

If rl is of the form: [L]&SS&{IK} — [L,+M|&SS&{IK, M}, rl is labeled with (g,
and [L,+M] is a Dolev-Yao strand, then there exists a strand [I] in the state S,
a strand [[, +m] in state S!, the Dolev-Yao strand [L, +M] € SSpecq and a ground
substitution 0, such that [I| =g p [L]0, and m =g p M6. By the definition of the
relation Hq, there exists a strand [I'] in the state Sga such that [I'] =g,0B,. [l
By Lemma 6.2, since [I] =gop, [L]0, [I'l =p,0Bg. ([L]0)a. By the construction
of the protocol @), the message m is of sort EMsg or subsort of EMsg. Therefore, by
Lemma 6.2, since m =g, MO, ma =g, pg. (M6)a. Since all QKeys in [L, + M] are
variables, therefore, [I'] =g,0p,. [L](0a), and ma =g,05,. M(0a). Since [L, +M]
is a Dolev-Yao strand in protocol @, the strand [L,+M] is also a Dolev-Yao strand
in protocol Q®. Therefore, there exists a state Sga such that Sga — Spa by taking
the transition [I'|&SSge&{IKga} — [I', +ma]&SSga&{IKg-, ma}, or the transition
[I']&SSqa&e{lKqga} — [I, +ma]&SSgade{IKga} if ma € {IKqga}, and (S, Sha) € He-

The case where 7l is of the form [L]|&SS&{IK} — [L,+M]&SS&{IK} and is associ-

ated to a Dolev-Yao strand in protocol () can be proved similarly.

If r is of the form: [{I}, L|&SS&{IK, M} — [{I}, L, —M|&SS&{IK, M}, rl is labeled
with (g, and [{I}, L,—M] is an honest protocol strand, then there exists a strand
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[{u}, 1] in state S;, a strand [{u},l, —m] in state S!, a strand [{I}, L, =M, L] € SSpec,
and ground substitutions o and @ such that [{u},l,—m]| =g g [{{},L, —M](c v 0),
where o is the substitution representing the synchronization of the input/output pa-
rameters. According to the construction of protocol (Q and the semantics of the pro-
tocol composition, the substitution # does not include any substitution on QKeys,
i.e., all the terms of sort QKey are grounded by substitution o. According to the
definition of the relation Hg, there exists a strand [I'] in the state Sga such that
[I'] =E4uBga [Ja. By Lemma 6.2, since [I] =g B, [L](0w0), [I'] =E,0B4e [L](0w0)a.
Since all the QKeys in strand [L] are variables and are grounded by the substitution
o, [I'l =EquBga ([L]oa)d. Since m € Ts,,, according to the definition Hg, there ex-
ists message m’ in the intruder knowledge of Spa such that m’ = EquBga M. Since
m =g, M(0wh), by Lemma 6.2, ma =g, By M(owd)a. Similarly, since all QKeys
in M are variables and are grounded by the substitution o, m’ =g, By« (Moa)f. Since
[{I}, L,—M, L'] is an honest protocol strand in protocol @, the strand [L, —M, L'|(¢’«)
is in protocol %, where ¢’ is a substitution such that ¢'d =g, p, o with § a ground
substitution. According to the definition of the key abstraction «, ca =g, (0'a)d’
with & = d|pan(ora). By the construction of protocol Q%, Dom(c’) n Dom(0) = &
and Ran(o’) n Dom(0) = &. Therefore, the substitutions ¢’a and ¢’ are disjoint
with the substitution 6. Therefore, [I'] =p,0Bye [lJo =EyuBg. ([L]o'a)(d" w 0),
and m' =p,0Boe MO =ELuBg. (Mo'a)(8" w 0). Therefore, there exists a state Sia
such that Sg« — Spa by taking the transition [I'|&SSgade{IKga,m'} — [I',—m/]&
SSqade{IKga,m'}, and (5!, Sha) € He.

If rl is of the form [L|&SS&{IK, M} — [L, —M|&SS&{IK, M}, rl is labeled with £,
and [L] is a Dolev-Yao strand, then there exists a strand [I] € S., a Dolev-Yao strand
[L,—M,L'] € SSpecg and a substitution ¢ such that [I, —m] =g p [L, —M]0. Ac-
cording to the definition of the relation Hg, there exists a strand [I'] in Sga such that
[I'] =EouBge [lJa. By Lemma 6.2, since [I] =g, o, [L]0, [I'] =p,0B0. ([L]0)a. Since
m € IK|s,,,, according to the definition Hq, there exists m’ in the intruder knowledge
of Sga such that m’ =EouBga M. Since m =g p, M0, by Lemma 6.2, m’ =FEouUBgo
(Mo)a. Since all QKeys in [L, —M] are variables, I =g, By 10 =p,0B0. [L](0a),
and m/ =EguBga M =E4UBga M (0«). Therefore, there exists a state S(’Qa such that
Sqa — Sga by the transition [I']&SSqa&c{lKqa, m'} — [I', —m/|&SSqa&{[Kga, m'},
and (57, S5a) € He-
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e The case where 7l is of the form SS&{IK, M} — [-M]&SS&{IK, M} and is a Dolev-

Yao strand in protocol ) can be proved similarly.

e For other cases, (S’ ,Sg=) € Hg. The synchronization steps are covered by this case.
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